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1 General

1.1 Overview

This document is the non-proprietary FIPS 140-3 Security Policy for versions rocky8.20241217 and
rocky9.20241217 of the Rocky Linux 8 and 9 GnuTLS Cryptographic Module. It contains the security rules
under which the module must operate and describes how this module meets the requirements as specified in
FIPS PUB 140-3 (Federal Information Processing Standards Publication 140-3) for an overall Security Level 1
module.

This Non-Proprietary Security Policy may be reproduced and distributed, but only whole and intact and
including this notice. Other documentation is proprietary to their authors.

1.2 Security Levels

Section Title Security Level

1 General 1

2 Cryptographic module specification 1

3 Cryptographic module interfaces 1

4 Roles, services, and authentication 1

5 Software/Firmware security 1

6 Operational environment 1

7 Physical security N/A

8 Non-invasive security N/A

9 Sensitive security parameter management 1

10 Self-tests 1

11 Life-cycle assurance 1

12 Mitigation of other attacks N/A
Overall Level 1

Table 1: Security Levels

1.3 Additional Information

This Security Policy describes the features and design of the module named Rocky Linux 8 and 9 GnuTLS
Cryptographic Module using the terminology contained in the FIPS 140-3 specification. The FIPS 140-3
Security Requirements for Cryptographic Module specifies the security requirements that will be satisfied by a
cryptographic module utilized within a security system protecting sensitive but unclassified information. The
NIST/CCCS Cryptographic Module Validation Program (CMVP) validates cryptographic module to FIPS 140-3.
Validated products are accepted by the Federal agencies of both the USA and Canada for the protection of
sensitive or designated information.

In preparing the Security Policy document, the laboratory formatted the vendor-supplied documentation for
consolidation without altering the technical statements therein contained. The further refining of the Security
Policy document was conducted iteratively throughout the conformance testing, wherein the Security Policy

© 2026 Ctrl IQ, Inc., atsec information security.
This document can be reproduced and distributed only whole and intact, including this copyright notice.
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was submitted to the vendor, who would then edit, modify, and add technical contents. The vendor would also
supply additional documentation, which the laboratory formatted into the existing Security Policy, and
resubmitted to the vendor for their final editing.

© 2026 Ctrl IQ, Inc., atsec information security.
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2 Cryptographic Module Specification

2.1 Description
Purpose and Use:

The Rocky Linux 8 and 9 GnuTLS Cryptographic Module (hereafter referred to as “the module”) is a software
library implementing general purpose cryptographic algorithms. The module provides cryptographic services to
applications running in the user space of the underlying operating system through an application program
interface (API).

Module Type: Software

Module Embodiment: MultiChipStand

Cryptographic Boundary:

The block diagram in Figure 1 shows the cryptographic boundary of the module, its interfaces with the

operational environment and the flow of information between the module and operator (depicted through the
arrows).

Tested Operational Environment’s Physical Perimeter (TOEPP):

The TOEPP is the general-purpose computer on which the module is installed. The module makes use of an
SP800-90B-compliant Entropy Source (described in Section 2.8) located within the TOEPP.

The entropy source and the PAA provided by the processor are located within the module’s physical perimeter
and outside of the module’s cryptographic boundary.

© 2026 Ctrl IQ, Inc., atsec information security.
This document can be reproduced and distributed only whole and intact, including this copyright notice.
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] [T
Entropy Source
(CPU Time Jitter TCPAP
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Kernel Space input autput
User Space
Cryptographic Boundary
libnettle
libgnutls
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input
User Application |« ||
data / status
output
HMAC file

TOEPP

Figure 1: Block Diagram

2.2 Tested and Vendor Affirmed Module Version and Identification

Tested Module Identification — Hardware:

N/A for this module.
Tested Module Identification — Software, Firmware, Hybrid (Executable Code Sets):

Fi
Package or File Name Softv'vare/ trmware Features Integrity Test
Version

libgnutls.so.30 (libgmp is
statically linked to

ky9.20241217 N/A HMAC-SHA2-256
libgnutls), libnettle.so.8, rocky /
libhogweed.s0.6
libgnutls.so.30, rocky8.20241217 N/A HMAC-SHA2-256

libnettle.so.6,

© 2026 Ctrl IQ, Inc., atsec information security.
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Package or File Name

Version

Software/ Firmware

Features

Integrity Test

libhogweed.so.4,
libgmp.s0.10

Table 2: Tested Module Identification — Software, Firmware, Hybrid (Executable Code Sets)

Tested Module Identification — Hybrid Disjoint Hardware:

N/A for this module.
Tested Operational Environments - Software, Firmware, Hybrid:
= Hardware Platform Processors PAA/PAI Hypervisor Version(s)
System or Host OS
Rocky SuperMicro Intel Kaby Lake Xeon
Y N/A ky9.20241217
Linux 9 SuperServer 5039MS | E3-1270 v6 s / rocky9.20
Rocky SuperMicro Intel Kaby Lake Xeon
Y N/A ky8.20241217
Linux 8 SuperServer 5039MS | E3-1270 v6 s / rocky8.20
Rocky SuperMicro Intel Kaby Lake Xeon
N N/A ky9.20241217
Linux 9 SuperServer 5039MS | E3-1270 v6 © / rocxy
Rocky SuperMicro Intel Kaby Lake Xeon
N N/A ky8.20241217
Linux 8 SuperServer 5039MS | E3-1270 v6 © / rocky8.20

Table 3: Tested Operational Environments - Software, Firmware, Hybrid

Vendor-Affirmed Operational Environments - Software, Firmware, Hybrid:

N/A for this module.

2.3 Excluded Components

The module does not claim any excluded components.

2.4 Modes of Operation
Modes List and Description:
Mode . :
Name Description Type Status Indicator
A icall
Approved 1}11tc;mat1rcany enlt’ere((ii Avproved Equivalent to the indicator of the requested service
mode WRACTIEVEL an approve PPTOVEC | GNUTLS_FIPS140_OP_APPROVED)
service is requested
Automatically entered
Non- . . .
aporoved whenever a non- Non- Equivalent to the indicator of the requested service
nf(l))de approved service is Approved | (GNUTLS_FIPS140_OP_NOT_APPROVED)
requested

Table 4: Modes List and Description

© 2026 Ctrl IQ, Inc., atsec information security.
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When the module starts up successfully, after passing all the pre-operational self-test and the cryptographic
algorithms self-tests (CASTs), the module is operating in the approved mode of operation by default.

Mode Change Instructions and Status:

If the module is in the approved mode, it can only be transitioned into the non-approved mode by calling one
of the non-approved services listed in the Non-Approved Services table. The module will transition back to

approved mode when approved service is called. Section 4 provides details on the service indicator
implemented by the module. The service indicator identifies when an approved service is called.

2.5 Algorithms
Approved Algorithms:
Algorithm CAVP Cert Properties Reference
A6464, A6465, A6466,
A6467, A6472, A6476, | Direction - Decrypt, Encrypt
AES-CBC A6477, A6478, A6479, | Key Length - 128, 192, 256 SP 800-384
A6484
AES-CCM A6464, A6476 Key Length - 128, 256 SP 800-38C
A6469, A6470, A6475, | Direction - Decrypt, Encrypt
AES-CFB P -38A
5-CIB8 A6481, A6482, A6487 | Key Length - 128, 192, 256 SP 800-38
A6464, A6467, A6472, | Direction - Generation
AES-CMAC 1\ 6476, A6479, A6484 | Key Length - 128, 256 SP 800-38B
Direction - Decrypt, Encrypt
AES-ECB A6520, A6533 Key Length - 128, 192, 256 SP 800-38A
A6464, A6465, A6466, Direction - Decrypt, Encrypt
AES-GCM AG6467, AGAT2, AGATS, IV Generation - External SP 800-38D
A6477, A6478, A6479, Kev Leneth - 128. 256
A6484 €y -eng :
Direction - Decrypt, Encrypt
AES-GMAC A6472, A6484 IV Generation - External SP 800-38D
Key Length - 128, 256
AESXTS Direction - D t, E t
Testing A6473, A6485 Lrection - Lecrypt, “ncryp SP 800-38E
. Key Length - 128, 256
Revision 2.0
Prediction Resistance - No
Counter DRBG | A6472, A6484 Mode - AES-256 ;z 8010 04
Derivation Function Enabled - No v
ECDSA
KeyGen AG6472, A6484 gul;vet ;}Pfi 6&1};13;3:’;'? Zt L i candidat FIPS 186-5
(FIPS186-5) ecret Generation Mode - testing candidates
ECDSA
KeyVer A6472, A6484 Curve - P-256, P-384, P-521 FIPS 186-5
(FIPS186-5)

© 2026 Ctrl IQ, Inc., atsec information security.
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Algorithm CAVP Cert Properties Reference
Curve - P-256, P-384, P-521
ECDSA SigGen Hash Algorithm - SHA2-224, SHA2-256, SHA2-
A6472, A6484 FIPS 186-
(FIPS186-5) 6 648 384, SHA2-512 S 186-3
Component - No
. Curve - P-256, P-384, P-521
fFCHl? Ssgzg;/er A6472, A6484 Hash Algorithm - SHA2-224, SHA2-256, SHA2- | FIPS 186-5
384, SHA2-512
HMAC-SHA-1 ig:gi’ A6472, AG4TY, Key Length - Key Length: 112-524288 Increment 8 | FIPS 198-1
HMAC-SHA2- | A6467, A6472, A6479, ]
994 A6484 Key Length - Key Length: 112-524288 Increment 8 | FIPS 198-1
HMAC-SHA2- | A6467, A6472, A6479, )
256 A6484 Key Length - Key Length: 112-524288 Increment 8 | FIPS 198-1
HMAC-SHA2- | A6467, A6472, A6479, )
384 A6484 Key Length - Key Length: 112-524288 Increment 8 | FIPS 198-1
HMAC-SHA2- | A6467, A6472, A6479, )
512 A6484 Key Length - Key Length: 112-524288 Increment 8 | FIPS 198-1
Domain Parameter Generation Methods - P-256,
KAS-ECC-SSC P-384, P-321 SP 800-56A
$0800-56Ar3 A6472, A6484 Scheme - Rev. 3
P ephemeralUnified - v
KAS Role - initiator, responder
Domain Parameter Generation Methods -
ffdhe2048, ffdhe3072, ffdhe4096, ffdhe6144,
ffdhe8192, MODP-2048, MODP-3072, MODP-
KAS-FFC-S5C A6472, A6484 4096, MODP-6144, MODP-8192 SP 800-56A
Sp800-56Ar3 Rev. 3
Scheme -
dhEphem -
KAS Role - initiator, responder
Derived Key Length - 2048
KDA HKDF Shared Secret Length - Shared Secret Length: 224- SP 800-56C
$1800-56Cr 1 A6471, A6483 65336 Increment 8 Rev. 2
P HMAC Algorithm - SHA2-224, SHA2-256, SHA2- v
384, SHA2-512
Iteration Count - Iteration Count: 1000-10000
Increment 1
PBKDF A6472, A6484 P -132
6 648 Password Length - Password Length: 8-128 SP 800-13
Increment 1
Key Generation Mode - provable
RSA KeyGen Hash Algorithm - SHA2-384
A6472, A6484 FIPS 186-
(FIPS186-5) 6 648 Modulo - 2048, 3072, 4096, 6144, 8192 5 186-3
Private Key Format - standard

This document can be reproduced and distributed only whole and intact, including this copyright notice.
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Algorithm CAVP Cert Properties Reference
RSA SigGen A6472, A6484 Modulo - 2048, 3072, 4096 FIPS 186-5
(FIPS186-5) Signature Type - pkcslvl.5, pss
RSA SigVer A6472, A6484 Modulo - 2048, 3072, 4096 FIPS 186-5
(FIPS186-5) Signature Type - pkcslvl.5, pss
. Safe Prime Groups - ffdhe2048, ffdhe3072,
Safe Primes
Ke A64T2. AGASA ffdhe4096, ffdhe6144, ffdhe8192, MODP-2048, SP 800-56A
v ’ MODP-3072, MODP-4096, MODP-6144, MODP- | Rev. 3
Generation
8192
Message Length - Message Length: 0-65536
SHA-1 ig:gi’ A6472, AG4TY, Increment 8 FIPS 180-4
Large Message Sizes - 1,2, 4,8
Message Length - Message Length: 0-65536
SHA2-224 QZ:ZZ’ A6472, AGATD, Increment 8 FIPS 180-4
Large Message Sizes - 1,2, 4,8
Message Length - Message Length: 0-65536
SHA2-256 igigz A6472, AGATY, Increment 8 FIPS 180-4
Large Message Sizes - 1, 2, 4, 8
Message Length - Message Length: 0-65536
SHA2-384 igigz A6472, AGATY, Increment 8 FIPS 180-4
Large Message Sizes - 1, 2, 4, 8
Message Length - Message Length: 0-65536
SHA2-512 igigi’ 6472, AGLTS, Increment 8 FIPS 180-4
Large Message Sizes - 1, 2, 4, 8
Message Length - Message Length: 0-65536
SHA3-224 ﬁgigg’ A6474, AGLED, Increment 8 FIPS 202
Large Message Sizes - 1, 2, 4, 8
Message Length - Message Length: 0-65536
SHA3-256 ﬁgigg’ A6474, AGLED, Increment 8 FIPS 202
Large Message Sizes - 1, 2, 4, 8
Message Length - Message Length: 0-65536
SHA3-384 22122’ A6474, AG480, Increment 8 FIPS 202
Large Message Sizes - 1, 2, 4, 8
Message Length - Message Length: 0-65536
SHA3-512 22122’ A6474, AG480, Increment 8 FIPS 202
Large Message Sizes - 1, 2, 4, 8
TLS v1.2 KDF . SP 800-135
RFC7627 A6472, A6484 Hash Algorithm - SHA2-256, SHA2-384
(CVL) Rev. 1

Table 5: Approved Algorithms
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The above table lists all approved cryptographic algorithms of the module, including specific key lengths
employed for approved services, and implemented modes or methods of operation of the algorithms.

Vendor-Affirmed Algorithms:

Name Properties Implementation | Reference

CKG Key SP 800-133r2 section.4' example 1 without the
: ) N/A use of V (refer to additional comment 2 of IG

(asymmetric) Type:Asymmetric D.H)

Table 6: Vendor-Aftirmed Algorithms

Non-Approved, Allowed Algorithms:
N/A for this module.

Non-Approved, Allowed Algorithms with No Security Claimed:

N/A for this module.
Non-Approved, Not Allowed Algorithms:

Name Use and Function

Camellia Symmetric encryption; Symmetric decryption
ChaCha20 Symmetric encryption; Symmetric decryption
Chacha20 and Poly1305 Authenticated encryption; Authenticated

decryption

CMAC with Triple-DES

Message authentication code (MAC)

DES

Symmetric encryption; Symmetric decryption

ECDSA (with curves other than P-256, P-384, P-512)

Key generation; Public key verification

ECDSA (with curves other than P-256, P-384, P-512 or hash
functions other than SHA2-224, SHA2-256, SHA2-384,
SHA2-512)

Digital signature generation; Digital signature
verification

EC Diffie-Hellman (with curves other than P-256, P-384, P-
512)

Key agreement; Shared secret computation

GMAC

Message authentication code (MAC)

GOST

Symmetric encryption; Symmetric
decryption; Message digest

HMAC (with keys smaller than 112-bits)

Message authentication code (MAC)

HMAC (with GOST)

Message authentication code (MAC)

MD2, MD5

Message digest; Message authentication code
(MAC)

PBKDF (with non-approved message digest algorithms or
using input parameters not meeting requirements stated in
section 2.7 of the security policy)

Key derivation

RC2, RC4

Symmetric encryption; Symmetric decryption

RMD160

Message digest; Message authentication code
(MAC)

© 2026 Ctrl IQ, Inc., atsec information security.
This document can be reproduced and distributed only whole and intact, including this copyright notice.

Page 14 of 88



Rocky Linux 8 and 9 GnuTLS Cryptographic Module

FIPS 140-3 Non-Proprietary Security Policy

Name

Use and Function

RSA (with keys smaller than 2048 bits and/or hash functions
other than SHA2-224, SHA2-256, SHA2-384, SHA2-512)

Digital signature generation

RSA (with any key sizes) Key encapsulation; Key un-encapsulation

Salsa20 Symmetric encryption; Symmetric decryption

SRP Key agreement; Shared secret computation
Message digest; Message authentication code

STREEBOG MA Cf 8 8

Triple-DES Symmetric encryption; Symmetric decryption

UMAC Message authentication code (MAC)

Yarrow Random number generation

AES-GCM (when not used in the context of the TLS
protocol)

Authenticated encryption; Authenticated
decryption

DSA

Key generation; Domain parameter
generation; Digital signature generation;
Digital signature verification

Diffie-Hellman (with domain parameters other than safe
primes)

Key agreement; Shared secret computation

Table 7: Non-Approved, Not Allowed Algorithms

The table above lists all non-approved cryptographic algorithms of the module employed by the non-approved

services.

2.6 Security Function Implementations

Name

Type

Description

Properties

Algorithms

Symmetric
Encryption with
AES

BC-UnAuth

Encryption using
AES

AES-CBC: (A6464,
A6465, A6466,
A6467, A6472,
A6476, A6477,
A6478, A6479,
A6484)
AES-CFBS: (A6469,
A6470, A6475,
A6481, A6482,
A6487)

AES-XTS Testing
Revision 2.0:
(A6473, A6485)

Symmetric
Decryption with
AES

BC-UnAuth

Decryption using
AES

AES-CBC: (A6464,
A6465, A6466,
A6467, A6472,
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Name Type Description Properties Algorithms
A6476, A6477,
A6478, A6479,
A6484)
AES-CFBS: (A6469,
A6470, A6475,
A6481, A6482,
A6487)
AES-XTS Testing
Revision 2.0:
(A6473, A6485)
Authenticated Authenticated AES-CCM: (A6464
Encryption with BC-Auth encryption using A6476) ' ’
AES AES
Authenticated Authenticated
Decryption with BC-Auth decryption using i?j;g)c M: (A6464,
AES AES

) AES-GCM: (A6464,
gﬁf;;;lggztfi e Authenticated A6465, A6466,
context of the TLS | BC-Auth encryption using A6467, A6472,
1.2/13 protocol) AES-GCM (as part A6476, A6477,
with AES-GCM of TLS protocol) A6478, A6479,

A6484)

. AES-GCM: (A6464,
g‘f;;;ss;tzi e Authenticated A6465, A6466,
context of the TLS | BC-Auth decryption using A6467, A6472,
1.2/13 protocol) AES-GCM (as part A6476, A6477,
with AES-GCM of TLS protocol) A6478, A6479,

A6484)
HMAC-SHA-1:
(A6467, A6472,
A6479, A6484)
HMAC-SHA2-224:
(A6467, A6472,
Message A6479, A6484)
Authentication Message HMAC-SHA2-256:
Code (MAC) with MAC authentication (A6467, A6472,
HMAC code using HMAC A6479, A6484)

HMAC-SHA2-384:
(A6467, A6472,
A6479, A6484)
HMAC-SHA2-512:
(A6467, A6472,
A6479, A6484)
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Name

Type

Description

Properties

Algorithms

Message
Authentication
Code (MAC) with
AES

MAC

Message
authentication
code using AES

AES-CMAC:
(A6464, A6467,
A6472, A6476,
A6479, A6484)
AES-GMAC:
(A6472, A6484)

Message Digest
with SHA

SHA

Message digest
using SHA

SHA-1: (A6467,
A6472, A6479,
A6484)

SHA2-224: (A6467,
A6472, A6479,
A6484)

SHA2-256: (A6467,
A6472, A6479,
A6484)

SHA2-384: (A6467,
A6472, A6479,
A6484)

SHA2-512: (A6467,
A6472, A6479,
A6484)

SHA3-224: (A6468,
A6474, A6480,
A6486)

SHA3-256: (A6468,
A6474, A6480,
A6486)

SHA3-384: (A6468,
A6474, A6480,
A6486)

SHA3-512: (A6468,
A6474, A6480,
A6486)

Random Number
Generation with
CTR_DRBG

DRBG

Random number
generation using

CTR_DRBG

Counter DRBG:
(A6472, A6484)
AES-ECB: (A6520,
A6533)

Digital Signature
Generation with
RSA

DigSig-SigGen

Digital signature
generation using
RSA

RSA SigGen
(FIPS186-5):
(A6472, A6484)

Digital Signature
Verification with
RSA

DigSig-SigVer

Digital signature
verification using

RSA

RSA SigVer
(FIPS186-5):
(A6472, A6484)
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Name Type Description Properties Algorithms
Digital Signature Digital signature ECDSA SigGen
Generation with DigSig-SigGen generation using (FIPS186-5):
ECDSA ECDSA (A6472, A6484)
Digital Signature Digital signature ECDSA SigVer
Verification with DigSig-SigVer verification using (FIPS186-5):
ECDSA ECDSA (A6472, A6484)

RSA KeyGen
Key Pair AsymKeyPair- . (FIPS186-5):
Generation with | KeyGen Key Gf{gzatmn (A6472, AG484)
RSA CKG Hsing CKG (asymmetric):

0

ECDSA KeyGen
Key Pair AsymKeyPair- (FIPS186-5):
Generation with | KeyGen E:neii‘: ECDSA (A6472, A6484)
ECDSA CKG yP CKG (asymmetric):

0

Safe Primes Key
Key Pair AsymKeyPair- Key Pair . ] Generation:
Generation with KeyGen Generation with ngﬂz&;nce.SPSOO (A6472, A6484)
Safe Primes CKG Safe Primes CKG (asymmetric):

0
Public Key . Public key ECDSA KeyVer
Verification with ﬁzyrélfreyf)mr verification using (FIPS186-5):
ECDSA Y ECDSA" (A6472, A6484)
Shared Secret Shared secret Compliance:IG D.F KAS-ECC-SSC
Computation with | KAS-SSC computation per scen;iio 9 ;1th ( 1') Sp800-56Ar3:
EC Diffie-Hellman SP800-56ARev3 P (A6472, A6484)
Shared Secret Shared secret Compliance:IG D.F KAS-FFC-SSC
Computation with | KAS-SSC computation per Ompia 2ce. th ( 1') Sp800-56Ar3:
Diffie-Hellman SP800-56ARev3 scenario < pa (A6472, A6484)
Key Derivation PBKDF Key derivation PBKDF: (A6472,
with PBKDF using PBKDF A6484)

Key derivation
Kev Derivati using TLS KDF TLS v1.2 KDF
W‘;yh Te;"f 21012131; KAS-135KDF (CVL) / TLS v1.2 RFC7627: (A6472,
’ KDF RFC7627 A6484)
(CVL)
Key Derivation (as Kev derivation KDA HKDF Sp800-
part of TLSv1.3) KAS-56CKDF ii"l KDA HKDF 56Crl: (A6471,
with KDA HKDF e A6483)
IG:IG D.F io | KAS-ECC-

TLS Handshake KAS-Full Key Agreement G:IG scenario S-ECC-SSC

2 path (2)

Sp800-56Ar3:
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Name Type Description Properties Algorithms
Key derivation:1G (A6472, A6484)
2.4.B SP 800- KAS-FFC-SSC

135revl CVL and Sp800-56Ar3:
KDA (separately (A6472, A6484)

tested) KDA HKDF Sp800-
Key 56Crl: (A6471,
confirmation:No A6483)

Caveat:Key TLS v1.2 KDF
establishment RFC7627: (A6472,
methodology A6484)

provides between

112 and 256 bits of

security strength

Table 8: Security Function Implementations

2.7 Algorithm Specific Information
Hash Algorithms

In compliance with IG C.B, every approved hash algorithm implementation was CAVP tested and validated on
all the module’s operational environments. Section 2.5 of this security policy contains a table of the CAVP
certificates of the approved hash functions.

For the higher-level algorithms that use the approved hash functions - Counter DRBG, ECDSA SigGen, ECDSA
SigVer, HMAC, KDA HKDF Sp800-56Cr1, TLS v1.2 KDF RFC7627 (CVL), PBKDF2, RSA SigGen, RSA SigVer —
every implemented combination for which CAVP testing exists was CAVP tested and validated on all the
module’s operational environments. Section 2.5 of this security policy contains a table of the CAVP certificates
of these higher-level algorithms.

SHA-1 Use

SHA-1 is only approved when used in approved mode for message digest, message authentication and KDF
(PBKDF). The use of SHA-1 for digital signature generation (e.g., ECDSA, RSA) or verification is non-approved.

SHA-3

The module provides SHA-3 hash functions compliant with IG C.C. Every implementation of each SHA-3
function was tested and validated on all the module’s operating environments. SHAKE functions are not
implemented. SHA-3 hash functions are not used as part of a higher-level algorithm.

RSA Key Generation

In compliance with IG C.E, the module generates RSA signature keys using an approved method of FIPS 186-5:
generation of random primes that are provably prime. The CAVP certificate in table 2.5 indicates that the RSA
key generating algorithm has been tested and validated for conformance to the methods in FIPS 186-5.

RSA Signature Generation and Signature Verification

In compliance with IG C.F, the module supports RSA modulus lengths greater than or equal to 2048 bits for both
signature generation and signature verification. The RSA signature generation and signature verification
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implementations have been tested for all module lengths available in CAVP testing: 2048, 3072, and 4096 bits.
The number of Miller-Rabin tests is consistent with the bit sizes of p and q from Table B.1 of FIPS 186-5.

AES-GCM

The module implements AES GCM for being used in the TLS v1.2 and v1.3 protocols. AES GCM IV generation is
compliant with FIPS 140-3 IG C.H for both protocols as follows:

e For TLSv1.2, IV generation is compliant with scenario 1.a of IG C.H and RFC5288. The module supports
acceptable AES-GCM cipher suites from section 3.3.1 of SP 800-52 Rev. 2.

e For TLS v1.3, IV generation is compliant with scenario 5 of IG C.H and RFC8446. The module supports
acceptable AES-GCM cipher suites from section 3.3.1 of SP 800-52 Rev. 2.

e The IV generated in both scenarios is only used within the context of the TLS protocol implementation.
The nonce explicit part of the IV does not exhaust the maximum number of possible values for a given
session key. The design of the TLS protocol in this module implicitly ensures that the nonce explicit, or
counter portion of the IV will not exhaust all its possible values.

In case the module's power is lost and then restored, the key used for the AES GCM encryption or decryption
shall be redistributed.

AES-XTS

The AES algorithm in XTS mode can only be used for the cryptographic protection of data on storage devices, as
specified in SP 800-38E. The length of a single data unit encrypted with the AES-XTS shall not exceed 22° AES
blocks, that is 16MB of data.

To meet the requirement stated in IG C.I, the module implements a check that ensures, before performing any
cryptographic operation, that the two AES keys used in AES-XTS mode are not identical. As the module does not
generate symmetric keys, the check is performed when keys are input to the service APIs.

The two XTS keys shall be generated and/or established independently according to the rules for component
symmetric keys from NIST SP 800-133Rev2, Sec. 6.3.

Key Agreement Methods
To comply with the assurances listed in section 5.6.2 of SP 800-56ARev3, the operator must use the module in
the context of the TLS protocol and the following steps shall be performed:

1. The entity using the module, must use the module's "Key pair generation" service for generating
DH/ECDH ephemeral keys. This meets the assurances required by key pair owner defined in the
section 5.6.2.1 of SP 800-56ARev3.

2. As part of the module's shared secret computation (SSC) service, the module internally performs the
public key validation on the peer's public key passed in as input to the SSC function. This meets the
public key validity assurance required by the sections 5.6.2.2.1/5.6.2.2.2 of SP 800-56ARev3.

The module does not support static keys therefore the "assurance of peer's possession of private key" is not
applicable.

Cryptographic Key Generation

In compliance with IG D.H, the module generates seeds for asymmetric keys using the method described in
section 4 example 1 of SP 800-133 Rev. 2 without the use of V (direct DRBG output as described in additional
comment 2 of IG D.H).
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Please refer to section 2.9 for more information on the key generation methods employed by the module.
DRBGs

In compliance with IG D.L, the entropy input, DRBG seed, DRBG internal state (values of V and Key) are
considered CSPs.

The DRBG internal state is contained within the DRBG mechanism boundary and is not accessible by other
mechanisms.

PBKDF2

The module provides password-based key derivation (PBKDF), compliant with SP 800-132 and IG D.N. The
module supports option la from section 5.4 of SP 800-132, in which the Master Key (MK) or a segment of it is
used directly as the Data Protection Key (DPK).

In accordance with SP 800-132, the following requirements shall be met.

e Derived keys shall only be used in storage applications. The Master Key (MK) shall not be used for other
purposes. The length of the MK or DPK shall be 112 bits or more (this is verified by the module to
determine the service is approved).

e A portion of the salt, with a length of at least 128 bits (this is verified by the module to determine the
service is approved), shall be generated randomly using the SP 800-90A Rev. 1 DRBG.

e The iteration count shall be selected as large as possible, as long as the time required to generate the key
using the entered password is acceptable for the users. The minimum value shall be 1000 (this is verified
by the module to determine the service is approved).

e  Passwords or passphrases, used as an input for the PBKDF, shall not be used as cryptographic keys.

e The length of the password or passphrase shall be of at least 20 characters (this is verified by the module
to determine the service is approved), and shall consist of lower-case, upper-case, and numeric
characters. The probability of guessing the value is estimated to be 1/62%, which is less than 2112, If the
password consists of only digits (worst case), the probability of guessing the value is estimated to be 10-
20 which is less than 2-112,

The requirements of input parameters (derived key length, salt length, iteration count and password length) are
verified by the module when providing the service indicator.

The calling application shall also observe the rest of the requirements and recommendations specified in SP 800-
132.

TLS v1.2 KDF

In compliance with IG D.Q, the module supports the TLS 1.2 KDF with the extended master secret: TLS v1.2
KDF RFC7627 (CVL).

Authenticated Encryption / Decryption

The module does not establish SSPs using an approved key transport scheme (KTS). However, it does offer
approved authenticated algorithms that can be used by an external operator/application as part of an approved
KTS.
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2.8 RBG and Entropy

Cert Vendor
Number | Name

E210 Ctrl IQ, Inc.

Table 9: Entropy Certificates

Entropy s .

Name Type Operational Environment S::lmple per Conditioning
Size Component

Sample
Rocky Linux Rocky Linux 8 on Intel SHA3-256 cert. A5807,
Userspace CPU Non- Kaby Lake Xeon E3-1270 256 Full A5837; SHA2-512-
Time Jitter RNG Physical | v6; Rocky Linux 9 on Intel | bits entropy | HMAC-DRBG cert.
Entropy Source Kaby Lake Xeon E3-1270 v6 A5807, A5837

Table 10: Entropy Sources

The module implements CTR_DRBG with AES-256, according to SP 800-90A Rev. 1, without a derivation
function and without prediction resistance. The module uses an SP 800-90B-compliant entropy source as specified
above. This entropy source is located within the physical perimeter, but outside of the cryptographic boundary
of the module.

The module obtains 384 bits from the entropy source to seed the DRBG, and this is sufficient to provide a DRBG
with 256 bits of security strength. The largest key strength generated by the module is 256 bits.

2.9 Key Generation

In accordance with FIPS 140-3 IG D.H, the cryptographic module performs Cryptographic Key Generation
(CKG) and key derivation methods as listed in Section 2.6.

When random values are required, they are obtained from the SP 800-90Ar1 approved DRBG, compliant with
Section 4 of SP 800-133 Rev. 2.

Intermediate key generation values are not output from the module and are explicitly zeroized after processing
the service.

2.10 Key Establishment

The module implements shared secret computation and key agreement methods as listed in Section 2.6.

2.11 Industry Protocols

The TLS protocol implementation provides both server and client sides. To operate in the approved mode, digital
certificates used for server and client authentication shall comply with the restrictions of key size and message
digest algorithms imposed by SP 800-131A Rev. 2.

No parts of the TLS protocol, other than the approved cryptographic algorithms and the KDFs, have been tested
by the CAVP and CMVP.
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3 Cryptographic Module Interfaces

3.1 Ports and Interfaces

Physical | Logical
Port Interface(s) Data That Passes
N/A Data Input API input parameters, kernel I/O network or files on filesystem, TLS protocol
input messages.
API , kernel I k or fil fil , TL 1
N/A Data Output output parameters, kernel I/O network or files on filesystem, TLS protoco
output messages.
N/A Control APT function calls.
Input
N/A Status API return codes, error message.
Output

Table 11: Ports and Interfaces

All data output via data output interface is inhibited when the module is performing pre-operational test or

zeroization or when the module enters error state.

The module does not implement a control output interface.
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4 Roles, Services, and Authentication

4.1 Authentication Methods

N/A for this module.
4.2 Roles
Name Type Operator Type | Authentication Methods
Crypto Officer Role CO None
Table 12: Roles
No support is provided for multiple concurrent operators.
4.3 Approved Services
Descripti Securi SSP
Name SSHPY | Indicator Inputs Outputs ecun.ty
on Functions Access
Perform Svmmetric Crypto
Symmetric | AES GNUTLS_FIPS140_OP_APP | AES key, Ciphertext Ey i Officer
Encryption | encrypti | ROVED Plaintext | ~Poo o | FRCYPHOR ) Apg
with AES
on key: W,E
Perform . Crypto
Symmetric | AES GNUTLS_FIPS140_OP_APP fil;ftye Plaintext SDiTmeEf;; Officer
Decryption | decrypti | ROVED P * SCTYP - AES
Xt with AES
on key: W,E
. Authenticat | Crypto
f;then“cat fncrypt GNUTLS_FIPS140_OP_APP ?ﬁf’nﬁzyt’ Ciphertext, | ed Officer
X
Encrvption laintext ROVED v MAC tag Encryption | - AES
yP prathtex ’ with AES | key: W,E
. Decrypt AES key, Authenticat | Crypto
Auth
et GNUTLS_FIPS140_OP_APP | Cipherte | Plaintext | ed Officer
Decrvotion cipherte | ROVED xt, IV, or fail Decryption | - AES
vP Xt MAC tag with AES | key: W,E
Message Message
Authenticat Authenticat | Crypto
HMA M
ion Code | Compute | GNUTLS_FIPS140_OP_APP keM ¢ s | donCode | Officer
(MAC) HMAC | ROVED o | o vode | (MAC) - HMAC
with 8 with key: W,E
HMAC HMAC
Message Compute Message Message Crypto
8 | AEs- GNUTLS_FIPS140_OP_APP | AES key, ge 8¢ | Officer
Authenticat authenticat | Authenticat
ion Code base ROVED MESSAEE | on code ion Code ~AES
CMAC key: W,E
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Descripti . p
Name escript Indicator Inputs Outputs Securl.ty 55
on Functions | Access
(MAC) or (MAC)
with AES GMAC with AES
Generati Message
Message ng GNUTLS_FIPS140_OP_APP Message . g . Crypto
. Message . Digest with .
Digest message | ROVED digest SHA Officer
digest
Crypto
Officer
- Entropy
Input:
Generati Random W.E,Z
Random | n Number | 1 rBG
anco 8 GNUTLS_FIPS140_OP_APP | Output Random Generation
Number random . seed: G,E
G i bitstri ROVED length bytes with " DRBG
eneration itstring CTR DRB | °
s C internal
state (V
value,
key):
G,W.E
Crypto
Officer
- Module-
generated
Module- Random RrSiA .
generated | Number privare
. key: G,R
RSA Generation
Key Pair Generate private with - Module-
Generation | RSA key ESEEES_FIPSHO_OP_APP Key size | key, CTR_DRB ieslzerated
with RSA pairs Module- G .
. public
generated | Key Pair kev: G.R
RSA public | Generation | ¥
key with RSA Intermedi
ate key
generatio
n value:
G,EZ
Module- Random Crypto
Key Pair Generate Kev size generated | Number Officer
Generation GNUTLS_FIPS140_OP_APP Y | ECDSA Generation | - Module-
. ECDSA enabled- . .
with K . ROVED private with generated
ECDSA €y pauis VE | key, CTR_DRB | ECDSA
Module- G private
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Name Descript Indicator Inputs Outputs Securl.ty SSP
on Functions | Access
generated | Key Pair key: G,R
ECDSA Generation | - Module-
public key; | with generated
Module- ECDSA ECDSA
generated public
EC Diffie- key: G,R
Hellman - Module-
private generated
key, EC Diffie-
Module- Hellman
generated private
EC Diffie- key: G,R
Hellman - Module-
public key generated
EC Diffie-
Hellman
public
key: G,R
Intermedi
ate key
generatio
n value:
GEZ
Crypto
Officer
- Module-
generated
Module- Diffie-
Hellman
g(e.ne.zrated private
Diffie- key: G.R
. Hellman .
Key Pair Generate private Key Pair - Module-
Generation DH key GNUTLS_FIPS140_OP_APP Key size | key Generation | generated
with Safe , ROVED ’ with Safe Diffie-
Primes pairs Module- Primes Hellman
generated blic
Diffie- o GR
Hellman &y
public key Intermedi
ate key
generatio
n value:
GEZ
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Name Descript Indicator Inputs Outputs Securl.ty SSP
on Functions | Access
. . . Crypto
Public Key | Verify Public Key .
Verification | ECDSA | GNUTLS_FIPS140_OP_APp | LoDoA | Return Verification | C e
ith blic ROVED public codes/log with - ECDSA
EIVCDS A ie key messages ECDSA public
Y key: W,E
Message,
Digital Generate hash Digital grfﬁ);z
Signature RSA GNUTLS_FIPS140_OP_APP | algorith | Digital Signature _RSA
Generation onatu ROVED m, RSA signature Generation vat
with RSA | S'BRATHE private with RSA | PFVae
key key: W,E
Message,
Digital hash Digital Crypto
Slgnatur.e Generate GNUTLS. FIPS140_OP_APP algorith Digital Slgnatur.e Officer
Generation | ECDSA m, i Generation | - ECDSA

. . ROVED signature . .
with signature ECDSA with private
ECDSA private ECDSA key: W,E

key
Message,

.. signature .. Crypto
D,lgltal Verify , hash . . D'1g1ta1 Officer
Signature GNUTLS_FIPS140_OP_APP . Verificatio | Signature

o RSA algorith N - RSA
Verification | ROVED n result Verification .
. signature m, RSA . public
with RSA ) with RSA
public key: W,E
key
Message,
SDingilj'ire Verify ’mﬁ:sal:ure SDijginltaiLre grfgiz
Verification | ECDSA GNUTLS_FIPS140_OP_APP | algorith | Verificatio Verification | - ECDSA

. . ROVED m, n result . .
with signature ECDSA with public
ECDSA . ECDSA key: W,E

public

key

Diffie- Crypto
Shared Hellman Shared Officer
Secret private Diffie- Secret - Diffie-

. | Compute key, . | Hellman

Computatio GNUTLS_FIPS140_OP_APP e Hellman Computatio
n with a shared ROVED Diffie- shared n with shared
Diffie- secret Hellman secret Diffie- secret:
Hellman public Hellman GR

key from - Diffie-

peer Hellman
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Name

Descripti
on

Indicator

Inputs

Outputs

Security
Functions

SSP
Access

private
key: W,E
- Diffie-
Hellman
public
key: W,E

Shared
Secret
Computatio
n with EC
Diffie-
Hellman

Compute
a shared
secret

GNUTLS_FIPS140_OP_APP
ROVED

EC
Diffie-
Hellman
private
key, EC
Diffie-
Hellman
public
key from
peer

EC Diffie-
Hellman
shared
secret

Shared
Secret
Computatio
n with
Diffie-
Hellman

Crypto
Officer
-EC
Diffie-
Hellman
shared
secret:
G,R

-EC
Diffie-
Hellman
private
key: W,E
-EC
Diffie-
Hellman
public
key: W,E

TLS Key
Derivation

Perform
key
derivatio
n using

TLS KDF

GNUTLS_FIPS140_OP_APP
ROVED

TLS pre-
master
secret

TLS
Derived
Secret

Key
Derivation
with TLS
1.2 KDF

Crypto
Officer

- TLS pre-
master
secret:
W.E

- TLS
master
secret:
GEZ

- TLS
Derived

Secret:
G,R

Key
Derivation
with
PBKDF

Perform
passwor
d-based
key

GNUTLS_FIPS140_OP_APP
ROVED

PBKDF
password
or
passphra
se

PBKDF
Derived
key

Key
Derivation
with
PBKDF

Crypto
Officer

- PBKDF
password
or
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Name Descript Indicator Inputs Outputs Securl.ty SSP
on Functions | Access
derivatio passphras
n e: W,E
- PBKDF
Derived
key: G,R
Crypto
Officer
- Diffie-
Diffie- Hellman
Hellman shared
HKDF Key Key secret:
.. Perform shared .
Derivation key secret or | HKDF Derivation W.E
(derivation Jerivatio GNUTLS_FIPS140_OP_APP EC Derived (as part of -EC
of HKDF . ROVED e ke TLSv1.3) Diffie-
Derived ;E;;g Il?Ilelllr(:lan 7 with KDA | Hellman
key) HKDF shared
shared
secret:
secret WE
- HKDF
Derived
key: G,R
Symmetric | Crypto
Encryption | Officer
with AES -RSA
Symmetric | public
Cipher- Decryption | key: W,E
suites with AES - RSA
Provide listed in Authenticat | private
supporte Appendi ed key: W,E
Transport d cipher XA, Return Encryption | - ECDSA
Layer . Digital codes with AES public
Security ?E:ZZ n GNUTLS_FIPS140_OP_APP | Certifica | and/orlog | Authenticat | key: W,E
(TLS) . | ROVED te, messages, ed - ECDSA
Appendi . o . .
Network X A) in Public Applicatio | Decryption | private
Protocol and n data with AES key: W,E
approve . .
d mode Private Authenticat | - AES
Keys, ed key: W,E
Applicati Encryption | - GCM
on Data (in the IV: W,E
context of | - TLS pre-
the TLS master
1.2/1.3 secret:
protocol) E,G
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Name Descript Indicator Inputs Outputs Securl.ty SSP
on Functions | Access

with AES- | - TLS
GCM master
Authenticat | secret:
ed E.GZ
Decryption | - Module-
(in the generated
context of | Diffie-
the TLS Hellman
1.2/1.3 private
protocol) key: E,G
with AES- | - Module-
GCM generated
Message Diffie-
Digest with | Hellman
SHA public
Message key:
Authenticat | W,E,G,R
ion Code - Module-
(MACQ) generated
with EC Diffie-
HMAC Hellman
Message private
Authenticat | key: E,G
ion Code - Module-
(MACQ) generated
with AES EC Diffie-
Digital Hellman
Signature public
Generation | key:
with RSA W.E,G,R
Digital - TLS
Signature Derived
Verification | Secret:
with RSA E.G
Digital - HKDF
Signature Derived
Generation | key: E,G
with
ECDSA
Digital
Signature
Verification
with
ECDSA
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Name

Descripti
on

Indicator

Inputs

Outputs

Security
Functions

SSP
Access

Public Key
Verification
with
ECDSA
TLS
Handshake
Key Pair
Generation
with RSA
Key Pair
Generation
with
ECDSA
Key Pair
Generation
with Safe
Primes

Self-tests

Perform
self-tests

N/A

N/A

Result of
self-test
(pass/fail)

Symmetric
Encryption
with AES
Symmetric
Decryption
with AES
Authenticat
ed
Encryption
with AES
Authenticat
ed
Decryption
with AES
Authenticat
ed
Encryption
(in the
context of
the TLS
1.2/1.3
protocol)
with AES-
GCM
Authenticat
ed
Decryption

Crypto
Officer
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Name

Descripti
on

Indicator

Inputs

Outputs

Security
Functions

SSP
Access

(in the
context of
the TLS
1.2/1.3
protocol)
with AES-
GCM
Message
Digest with
SHA
Random
Number
Generation
with
CTR_DRB
G

Message
Authenticat
ion Code
(MACQ)
with
HMAC
Message
Authenticat
ion Code
(MACQ)
with AES
Digital
Signature
Generation
with RSA
Digital
Signature
Verification
with RSA
Digital
Signature
Generation
with
ECDSA
Digital
Signature
Verification
with
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Name

Descripti
on

Indicator Inputs Outputs

Security
Functions

SSP
Access

ECDSA
Public Key
Verification
with
ECDSA
Shared
Secret
Computatio
n with EC
Diffie-
Hellman
Shared
Secret
Computatio
n with
Diffie-
Hellman
Key
Derivation
with
PBKDF
Key
Derivation
with TLS
1.2 KDF
Key
Derivation
(as part of
TLSv1.3)
with KDA
HKDF

TLS
Handshake
Key Pair
Generation
with RSA
Key Pair
Generation
with
ECDSA
Key Pair
Generation
with Safe
Primes
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Name

Descripti
on

Indicator

Inputs

Outputs

Security
Functions

SSP
Access

Show
module
name and
version

Show
module
name
and
version

N/A

N/A

Name and
version
informatio
n

None

Crypto
Officer

Show
Status

Show
module
status

N/A

N/A

Return
codes
and/or log
messages

None

Crypto
Officer

Zeroization

Zeroize
SSPs

N/A

Context
containi

ng SSPs

N/A

None

Crypto
Officer

- AES
key: Z

- GCM
Iv:Z

- HMAC
key: Z

- Module-
generated
RSA
private
key: Z

- Module-
generated
RSA
public
key: Z
-RSA
private
key: Z
-RSA
public
key: Z

- PBKDF
password
or
passphras
e’z

- PBKDF
Derived
key: Z

Intermedi
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Descript Indicator Inputs Outputs Security SSP

Name .
on Functions Access

ate key
generatio
n value: Z
- Module-
generated
ECDSA
private
key: Z

- Module-
generated
ECDSA
public
key: Z

- ECDSA
private
key: Z

- ECDSA
public
key: Z

- Module-
generated
EC Diffie-
Hellman
private
key: Z

- Module-
generated
EC Diffie-
Hellman
public
key: Z
-EC
Diffie-
Hellman
private
key: Z
-EC
Diffie-
Hellman
public
key: Z

- Module-
generated
Diffie-
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Name Descript Indicator Inputs Outputs Security SSP

on Functions Access

Hellman
private
key: Z

- Module-
generated
Diffie-
Hellman
public
key: Z

- Diffie-
Hellman
private
key: Z

- Diffie-
Hellman
public
key: Z

- Diffie-
Hellman
shared
secret: Z
-EC
Diffie-
Hellman
shared
secret: Z
- Entropy
Input: Z
- DRBG
seed: Z

- DRBG
internal
state (V
value,
key): Z

- TLS pre-
master
secret: Z
- HKDF
Derived
key: Z
-TLS
master
secret: Z
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Name Descript Indicator Inputs Outputs Securl.ty SSP
on Functions Access
- TLS
Derived
Secret: Z

Table 13: Approved Services

The table above lists the approved services. For each service, the table lists the associated cryptographic
algorithm(s), the role to perform the service, the cryptographic keys or CSPs involved, and their access type(s).
The following convention is used to specify access rights to a CSP:

¢ G =Generate: The module generates or derives the SSP.

¢ R =Read: The SSP is read from the module (e.g., the SSP is output).

e W = Write: The SSP is updated, imported, or written to the module.

¢ E=Execute: The module uses the SSP in performing a cryptographic operation.
e 7 =Zeroise: The module zeroises the SSP.

The details of the approved cryptographic algorithms including the CAVP certificate numbers can be found in
the Approved Algorithm table.

The “Indicator” column shows the service indicator API functions that must be used to verify the service
indicator for each of the services. The function gnutls_fips140_get_operation_state() indicates
GNUTLS_FIPS140_OP_APPROVED or GNUTLS_FIPS140_OP_NOT_APPROVED depending on whether the
API invoked corresponds to an approved or non-approved algorithm.

4.4 Non-Approved Services

Name Description Algorithms Role
Camellia
ChaCha20
. . . . DES
Symmetric encryption; | Symmetric encryption;
Symmetric decryption Symmetric decryption GOST €O
Salsa20
Triple-DES
Authenti Authenti
Illlt erglc;‘ted Illlt ei?cj.tEd Chacha20 and Poly1305
CHCTYPHon; CRCrypHon; AES-GCM (when not used in the context of the | CO
Authenticated Authenticated
. . TLS protocol)
decryption decryption
.. . CMAC with Triple-DES
ﬁzsesage authentication ICV([)ZS;age authentication CMAC co
HMAC (with keys smaller than 112-bits)
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Name

Description

Algorithms

Role

HMAC (with GOST)
UMAC

Message digest

Message digest

GOST
MD2, MD5
RMD160
STREEBOG

CO

Key derivation

Key derivation

PBKDF (with non-approved message digest
algorithms or using input parameters not
meeting requirements stated in section 2.7 of
the security policy)

CO

Domain parameter
generation

Domain parameter
generation

DSA

CcO

Asymmetric key
generation

Asymmetric key
generation

ECDSA (with curves other than P-256, P-384,
P-512)
DSA

CO

Public key verification

Public key verification

ECDSA (with curves other than P-256, P-384,
P-512)

CO

Digital signature
verification

Digital signature
verification

ECDSA (with curves other than P-256, P-384,
P-512 or hash functions other than SHA2-224,
SHA2-256, SHA2-384, SHA2-512)

RSA (with keys smaller than 2048 bits and/or
hash functions other than SHA2-224, SHA2-
256, SHA2-384, SHA2-512)

DSA

CcO

Digital signature
generation

Digital signature
generation

ECDSA (with curves other than P-256, P-384,
P-512 or hash functions other than SHA2-224,
SHA2-256, SHA2-384, SHA2-512)

RSA (with keys smaller than 2048 bits and/or
hash functions other than SHA2-224, SHA2-
256, SHA2-384, SHA2-512)

DSA

CO

Key agreement; Shared
secret computation

Key agreement; Shared
secret computation

EC Diffie-Hellman (with curves other than P-
256, P-384, P-512)

SRP

Diffie-Hellman (with domain parameters other
than safe primes)

CO

Key encapsulation; Key
un-encapsulation

Key encapsulation; Key
un-encapsulation

RSA (with any key sizes)

CO

Random number
generation

Yarrow

Yarrow

CO

Table 14: Non-Approved Services
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The table above lists the non-approved services in this module, the algorithms involved, the roles that can
request the service, and the respective service indicator. In this table, CO specifies the Crypto Officer role.

4.5 External Software/Firmware Loaded

The module does not have the capability of loading software or firmware from an external source.
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5 Software/Firmware Security

5.1 Integrity Techniques

Each software component of the module has an associated HMAC-SHA2-256 integrity check value. The
integrity of the module is verified by comparing the HMAC-SHA2-256 value calculated at run time for each
software component of the module listed in section 2, with the HMAC value stored in the .hmac file that was
computed at build time for each software component of the module listed in section 2. The .hmac file has
HMAC value for libgnutls, libnettle and libhogweed listed in section 2. For the rocky8.20241217 version of the
module, the .hmac file also includes the HMAC value for the libgmp. While, for version rocky9.20241217 of the
module, the libgmp is statically linked to the libgnutls, thus the HMAC value for is unique for both libgnutls
and libgmp. The HMAC key used for integrity check is stored within the module. If the integrity test fails the
module enters the error state.

Integrity tests are performed as part of the Pre-Operational Self-Tests.

5.2 Initiate on Demand

The pre-operational integrity self-test can be initiated on demand by calling the Self-Test service (via the
gnutls_fips140_run_self tests() function) or by powering-off and reloading the module. During the execution of
the on-demand integrity self-test, services are not available, and no data output is possible.
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6 Operational Environment

6.1 Operational Environment Type and Requirements

Type of Operational Environment: Modifiable

How Requirements are Satisfied:

The module operates in a modifiable operational environment per FIPS 140-3 level 1 specification: the module

executes on a general-purpose operating system, which allows modification, loading, and execution of software
that is not part of the validated module.

If properly installed, the operating system provides process isolation and memory protection mechanisms that
ensure appropriate separation for memory access among the processes on the system. Each process has control
over its own data and uncontrolled access to the data of other processes is prevented.

6.2 Configuration Settings and Restrictions
The module shall be installed as stated in Section 11.

Instrumentation tools like the ptrace system call, gdb and strace, userspace live patching, as well as other
tracing mechanisms offered by the Linux environment such as ftrace or systemtap, shall not be used in the
operational environment. The use of any of these tools implies that the cryptographic module is running in a
non-validated operational environment.
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7 Physical Security

The module is comprised of software only and therefore this section is not applicable.
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8 Non-Invasive Security

This module does not implement any non-invasive security mechanism, and therefore this Section is not
applicable.
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9 Sensitive Security Parameters Management

9.1 Storage Areas

Storage .

8 . . Persistence
Area Description Tvpe
Name P

RAM Temporary storage for SSPs used by the module as part of service execution. | Dynamic

Table 15: Storage Areas

The module does not perform persistent storage of SSPs. The SSPs are temporarily stored in RAM in plaintext
form. SSPs are provided to the module by the calling process and are destroyed when released by the
appropriate zeroization function calls.

9.2 SSP Input-Output Methods

Name From To Format | Distribution | Entry SFI et
Type Type Type Algorithm

. Operator calling )
API h

lnPtllt application (within Iil’}g)tf grapaie Plaintext | Manual Electronic
parameters TOEPP) odule

. Operator calling
API h
r I(;uttp?t iry;)ti)grap ¢ application (within | Plaintext | Manual Flectronic

paramerer oque TOEPP)

Table 16: SSP Input-Output Methods

The module does not support manual SSP entry or intermediate SSP generation output.

The SSPs are provided to the module via API input parameters in plaintext form and output via API output
parameters in plaintext form within the physical perimeter of the operational environment. This is allowed by
FIPS 140-3 IG 9.5.A, according to the “CM Software to/from App via TOEPP Path” entry on the Key
Establishment Table.

The module does not support entry or output of cryptographically protected SSPs.

9.3 SSP Zeroization Methods

Zeroization .. . e
Method Description Rationale Operator Initiation

The memory Mem?ry occup'1ed by | By calling the appl.‘oprlate z.e1j01zat10n functions:

occupied by SSPs SSPs is overwritten AES key: gnutls_cipher_deinit() AES key:
Zeroize is allgcate dyb with zeroes, which gnutls_aead_cipher_deinit() HMAC key:
Context Y renders the SSP values | gnutls_hmac_deinit() RSA Public Key, RSA

regular memory . . . . .

. irretrievable. The Private Key: gnutls_privkey_deinit()
allocation . . .
completion of the gnutls_x509_privkey_deinit()
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f;::;zztlon Description Rationale Operator Initiation
operating system | zeroization routine gnutls_rsa_params_deinit() ECDSA Public Key,
calls. indicates that the ECDSA Private Key: gnutls_privkey_deinit()
zeroization procedure | gnutls_x509_privkey_deinit()
succeeded. gnutls_rsa_params_deinit() Diffie-Hellman
Public Key, Diffie-Hellman private key:
gnutls_dh_params_deinit() TLS pre-master
secret: gnutls_deinit() TLS master secret:
gnutls_deinit() HKDF Derived key:
gnutls_deinit() Diffie-Hellman Public Key,
Diffie-Hellman private key:
gnutls_pk params_clear() EC Diffie-Hellman
public key, EC Diffie-Hellman private key:
gnutls_pk_params_clear() Diffie-Hellman
Shared Secret: zeroize key() EC Diffie-Hellman
Shared Secret: zeroize_key() All SSPs:
gnutls_global_deinit()
Automatically Memf)ry occup'ied by
. SSPs is overwritten
Automatic zeroized by the with zeroes, which N/A
module when no
renders the SSP values
longer needed . .
irretrievable.
Volatile memory used
by the module is
overwritten within
De-allocates the nanoseconds when
Reset volatile memory power is removed. Unloading and reloading the module
used to store SSPs | Module power off
indicates that the
zeroization procedure
succeeded.

Table 17: SSP Zeroization Methods

The memory occupied by SSPs is allocated by regular memory allocation operating system calls. The application
that is acting as the CO is responsible for calling the appropriate zeroization functions provided in the module's

API and listed in the above table. Calling gcry_free(), which will zeroize the SSPs and also invoke the

corresponding API functions listed in the above table to zeroize SSPs. The zeroization functions overwrite the

memory occupied by SSPs with “zeros” and deallocate the memory with the regular memory deallocation

operating system call.

All data output is inhibited during zeroization.
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9.4 SSPs
Name Bt Size - Type - Generated | Established Used By
Strength | Category By By
AES-
XTS,
AES-
CCM,
AES-
GQM,
AES- Symmetric
CMAC: Encryption
128, 256 with AES
bits; Symmetric
Other Decryption
modes: with AES
fii;;g;s’ed for ; 52, b1.92, s . guthent.icated
. its - | Symmetric ncryption
AES key Sg;ﬁgﬁg&fe AES- key - CSP with AES
tags XTS, Authenticated
AES- Decryption
CCM, with AES
AES- Message
GCM, Authenticatio
AES- n Code (MAC)
CMAC: with AES
128, 256
bits;
Other
modes:
128, 192,
256 bits
Authenticated
Encryption
(in the
context of the
e TLS 1.2/1.3
Initialization .
vector used by 96 bi Initializatio I:O;Oéoclj) with
GCM IV AES-GCM in the N/ Alts ) n vector - Aft};ent?fate d
context of TLS PSP .
Decryption
protocol (in the
context of the
TLS 1.2/1.3
protocol) with
AES-GCM
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ize - Type - Establish
Name Bt Size ype Generated stablished Used By
Strength | Category By By
1120 Message
HMAC key used | 524288 . g
HMAC ke for computing bits - Symmetric Authenticatio
Y key - CSP n Code (MAC)
MAC tags 112 to .th HMAC
256 bits b
2048,
3072,
4096,
6144,
7 >
Module- RSA private key 680 .
8192, . Key Pair
generated generated through Private key .
RSA private | asymmetric ke 15360- - CSP Generation
o P S en | bits- with RSA
d generatio 112, 128,
149, 178,
192, 201,
and 256
bits
2048,
3072,
4096,
6144,
7 >
Module- RSA public key 680 .
8192, ) Key Pair
generated generated through Public key - .
RSA publi fric k 15360- PSP Generation
X public asymmf ric key bits - with RSA
ey generation 112, 128,
149, 178,
192, 201,
and 256
bits
2048-
RSA private key Digital
. .. 16384 . ]
RSA private | used for digital bits - Private key Signature
key signature - CSP Generation
. 112-256 .
generation . with RSA
bits
2048-
RSA public key 1232 4 Digital
RSA public | used for digital bits - Public key - Signature
key signature 112-256 PSP Verification
verification bits with RSA
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ize - Type - Establish
Name Bt Size ype Generated stablished Used By
Strength | Category By By
P-256, P- .
Module- ECDSA private key 26 Key Pair
384, P- . .
generated generated through 591 - Private key | Generation
ECDSA the asymmetric key - CSp with
rivate k neration 128, 192, ECDSA
private key | generatio 956 bits
P-256, P- .
Module- ECDSA private key Key Pair
384, P- . .
generated generated through 591 - Public key - | Generation
ECDSA the asymmetric key PSp with
blic ki neration 128, 192, ECDSA
public key | generatio 956 bits
P-256, P- .
ECDSA private key 384 P- Digital
ECDSA used for digital 59 1’_ Private key Signature
private key | signature - CSP Generation
eneration 128, 192, ith ECDSA
8 256 bits W
Public Key
seosapiciy | 756" Leen
ECDSA used for digital 59 1’_ Public key - Digital
public key sf;il;it;rt‘:on 128,192, | TP Signature
v 256 bits Verification
with ECDSA
Module- EC Diffie-Hellman | P-256, P- Key Pair
lic k 4, P-
gener'at/'ed public key . 38 Public key - | Generation TLS
EC Diffie- generated during 521 - .
. PSP with Handshake
Hellman asymmetric key 128, 192,
. . . ECDSA
public key generation 256 bits
Module- EC Diffie-Hellman | P-256, P- .
nerated rivate ke 384, P- Key Pair
genera P v ’ Private key | Generation TLS
EC Diffie- generated during 521 - .
. - CSP with Handshake
Hellman asymmetric key 128, 192,
. . . ECDSA
private key | generation 256 bits
P-256, P- Shared Secret
EC Diffie- Public key used for | 384, P- Public kev - Computation
Hellman Shared Secret 521 - PSP Y with EC
public key Computation 128,192, Diffie-
256 bits Hellman
P-256, P- Shared Secret
EC Diffie- Private key used 384, P- Private ke Computation
Hellman | for Shared Secret | 521 - e with EC
private key | Computation 128, 192, Diffie-
256 bits Hellman
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ize - T - Establish
Name Bt Size ype Generated stablished Used By
Strength | Category By By
2048,
3072,
Module- Diffie-Hellman 4096, Key Pair
ge:nerated public key ) 6144, . Public key - | Generation TLS
Diffie- generated during 8192 bits .
. PSP with Safe Handshake
Hellman Safe Primes Key - 112, Primes
public key Generation 128, 152,
176, 200
bits
2048,
3072,
Module- Diffie-Hellman 4096, .
nerated rivate ke 6144 Key Pair
ge P v . Private key | Generation TLS
Diffie- generated during 8192 bits .
. - CSP with Safe Handshake
Hellman Safe Primes Key -112, Prim.
private key | Generation 128, 152, es
176, 200
bits
2048,
3072,
4096,
Diffie- Public key used for | 6144, Public kev - z};?;eif;i;t
Hellman Shared Secret 8192 bits Y . P .
. . PSP with Diffie-
public key Computation -112, Hellman
128, 152,
176, 200
bits
2048,
3072,
4096
’ h
Diffie- Private key used 6144, Private k z z:;ed tsi(i:rit
Hellman for Shared Secret 8192 bits vate xey orputatio
. . - CSP with Diffie-
private key | Computation - 112, Hellman
128, 152, cima
176, 200
bits
2048, Shared
. 3072,
Diffie- Secret
Shared secret 4096, .
Hellman Shared Computatio
hared generated by 6144, Secret - CSP n with
s Diffie-Hellman 8192 bits o
secret Diffie-
-112, Hell
128, 152, eiman
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ize - Type - Establish
Name Bt Size ype Generated stablished Used By
Strength | Category By By
176, 200
bits
Shared
P-256, P-
EC Diffie- >6 Secret
Shared secret 384, P- .
Hellman Shared Computatio
shared generated by EC >21 - Secret - CSP n with EC
Diffie-Hellman 128,192, e
secret 956 bit Diffie-
1 Hellman
20
PBKDF Password used to character Password - Key
password or | derive symmetric s CSp Derivation
passphrase keys minimu with PBKDF
m - N/A
Egﬁge;ved from | 198 956 Key
PBKDF rd/ hr bits - Derived key | Derivation
Derived key P‘j’szz kPaSSP % 1128256 | -cCsp with
¢ chrng ey bits PBKDF
derivation
256-384 Ea‘::}?nlf
Entropy Entropy input used | bits - Entropy Gun reti a0
Input to seed the DRBG 256-384 Input - CSP w(iethe atio
bits CTR_DRBG
Random
256-384 Number Ei‘::;’:;
DRB i its - i
DRBG seed G seed de'rlved bits Seed - CSP G?neratlon Generation
from entropy input | 256-384 with with
bits CTR_DRB CTR_DRBG
G
Random
DRBG Used for Randor'n V- 128 Number Random
. number generation. | . . . Number
internal . . .| bits; Key: | Internal Generation .
This SSP is a CSP in . . Generation
state (V compliance with 256 bits - | state - CSP | with with
value, key) GDL 256 bits gTR_DRB CTR_DRBG
Shared
TLS pre- Used for Transport | 256-8192 zi)cr:letutatio
mastzr Layer Security bits - 112 | Shared n Wig'l EC TLS
(TLS) network to 256 secret - CSP e Handshake
secret tocol bit Diffie-
protoco 1 Hellman
Shared
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ize - Type - Establish
Name Bt Size ype Generated stablished Used By
Strength | Category By By
Secret
Computatio
n with
Diffie-
Hellman
TL K
S master z.;e.cret 384 bits - | Intermediat ey. .
TLS master | used for deriving 112-256 | e secret Derivation TLS
secret the TLS Derived bits alue - CSP with TLS Handshake
Secret v 1.2 KDF
TLS 112-256 Key
Derived Used as encryption | bits - Derived Derivation TLS
Secret key or MAC key 112-256 | secret - CSP | with TLS Handshake
bits 1.2 KDF
Key Panj Key Pair
Generation Generation
with RSA .
. with RSA
. 256 to . Key Pair .
Intermediat | Temporary value Intermediat . Key Pair
. 15360 Generation .
e key generated during . e key . Generation
. . bits - 112 . with )
generation key generation generation with ECDSA
) to 256 ECDSA .
value services . value - CSP . Key Pair
bits Key Pair .
. Generation
Generation .
. with Safe
with Safe .
. Primes
Primes
Key
128-256 Derivation
HKDF
HKDF of TLS (lu;edr?)iciflt) bits - Derived (as part of TLS
Derived key derived i{ep 128-256 | secret - CSP | TLSv1.3) Handshake
vee Ry bits with KDA
HKDF
Table 18: SSP Table 1
I -
Name nput Storage Storage Zeroization | Related SSPs
Output Duration
Until .
API input explicitl Zeroize
AES key P RAM:Plaintext pcty Context
parameters zeroized by
Reset
operator
API input Until .
ters explicitl Zeroize
GCM IV patame RAM:Plaintext | <P ") Context
API output zeroized by
Reset
parameters operator
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I t- St 8 a0
Name Tpu Storage orage Zeroization | Related SSPs
Output Duration
Until .
API input explicitl Zeroize
HMAC key P RAM:Plaintext | ¢ P ) Context
parameters zeroized by
Reset
operator
Until Module-generated RSA
Module- API output exolicitl Zeroize public key:Paired With
utpu xplici
generated RSA P RAM:Plaintext prcity Context Intermediate key
. parameters zeroized by .
private key operator Reset generation
P value:Generated From
Until Module-generated RSA
Module- AP output licitl Zeroize private key:Paired With
outpu explici
generated RSA P RAM:Plaintext pucity Context Intermediate key
. parameters zeroized by .
public key operator Reset generation
P value:Generated From
Until Zeroi
eroize
API i licitl RSA public key:Paired
RSA private key fnput RAM:Plaintext | ©* 1.c1ty Context . public key-taire
parameters zeroized by With
Reset
operator
Until Zeroi
eroize
API i licitl RSA pri key:Paired
RSA public key fnput RAM:Plaintext | ©* I,CIt Y Context . private key:taire
parameters zeroized by With
Reset
operator
Module-generated
Module- Until . ECDSA public
ted API output explicitl Zeroize key:Paired With
generatec. P RAM:Plaintext pucity Context v .
ECDSA private parameters zeroized by Reset Intermediate key
ese
key operator generation
value:Generated From
Module-generated
Module- Until . ECDSA private
ted API output explicitl Zeroize key:Paired With
generd : P RAM:Plaintext pucity Context v .
ECDSA public parameters zeroized by Reset Intermediate key
key operator generation
value:Generated From
Until .
ECDSA private | API input explicitl Zeroize ECDSA public
P P RAM:Plaintext P . Y Context . P .
key parameters zeroized by Reset key:Paired With
operator
Until .
ECDSA public | API input explicitl Zeroize ECDSA private
P P RAM:Plaintext P . Y Context . P }
key parameters zeroized by Reset key:Paired With
operator
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Input -

Storage

operator

Name Storage . Zeroization | Related SSPs
Output Duration
Module-generated EC
Module- Until Zeroize Diffie-Hellman private
.. 1Z . .
ge.nerated EC API output RAM:Plaintext exph'c1tly Context key.Palrefi With
Diffie-Hellman parameters zeroized by Reset Intermediate key
public key operator generation
value:Generated From
Module-generated EC
Module- Until Zeroize Diffie-Hellman public
.. 1Z . .
ge.nerated EC API output RAM:Plaintext exph.c1tly Context key.Palrefi With
Diffie-Hellman parameters zeroized by Reset Intermediate key
private key operator generation
value:Generated From
EC Diffie- API input Umll'1 itl Zerolze EC Dtlfﬁlf_}-lgu'ma; With
Hellman public 1Pt RAM:Plaintext | <P Y Context privare key:ratred Wi
parameters zeroized by EC Diffie-Hellman
key Reset .
operator shared secret:Derives
EC Diffie- ' Untl'l . eroize EC D.1fﬁe—He1.1rnan '
. API input . explicitly public key:Paired With
Hellman private RAM:Plaintext . Context .
parameters zeroized by EC Diffie-Hellman
key Reset .
operator shared secret:Derives
Module-generated
Module- Until Zero; Diffie-Hellman private
o .. eroize . )
generated lefle— API output RAM:Plaintext exph.crcly Context key.Palrefi With
Hellman public | parameters zeroized by Reset Intermediate key
key operator generation
value:Generated From
Module-generated
Module- Until Zeroi Diffie-Hellman public
. .. eroize . i
generated Plfﬁe— API output RAM:Plaintext exph.crdy Context key.PalreFI With
Hellman private | parameters zeroized by Reset Intermediate key
key operator generation
value:Generated From
Until Zerol Diffie-Hellman private
eroize
Diffie-Hell API i licitl key:Pai ith
iffie-Hellman input RAM:Plaintext | &P 1.c1t y Context ey aired Wit
public key parameters zeroized by Reset Diffie-Hellman shared
operator secret:Derives
Until Zerol Diffie-Hellman public
eroize
Diffie-Hell API i licitl key:Pai ith
iffie-Hellman input RAM:Plaintext | &P 1.c1t y Context ey aired Wit
private key parameters zeroized by Reset Diffie-Hellman shared

secret:Derives
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Input -

Storage

Name Storage . Zeroization | Related SSPs
Output Duration
Until Zeroize Diffie-Hellman public
. .. 17 .
Diffie-Hellman API output RAM:Plaintext exph'c1tly Context kefy.Derlved from ‘
shared secret parameters zeroized by Reset Diffie-Hellman private
operator key:Derived from
Until EC Diffie-Hellman
nti
EC Diffie- API output exolicitl Zeroize public key:Derived from
xplici
Hellman shared upe RAM:Plaintext P . Y Context EC Diffie-Hellman
parameters zeroized by . .
secret Reset private key:Derived
operator
from
Until Zeroize
. .. iz .
PBKDF password | API input RAM:Plaintext exph.c1tly Context PBKDF fienved
or passphrase parameters zeroized by Reset key:Derived From
operator
Until
. .. Zeroize PBKDF password or
PBKDF D d | API licitl
ernve OUtPUt | R AM:Plaintext | <P I,CIt Y Context passphrase:Derived
key parameters zeroized by
Reset From
operator
From .
neration Zeroize
Entropy Input RAM:Plaintext ﬁitil DRBG ioilt:tt- DRBG seed:Derives
1
Seed is created utomatic
Untll.l " Zeroize Ent::l)py input:Derived
DRBG seed RAM:Plaintext exp %Cl Y Context o .
zeroized by . DRBG internal
Automatic .
operator state:Derives
Until
DRBG internal Zeroize
licitl DRB :Deri
state (V value, RAM:Plaintext | - * 1,C1t Y Context G seed:Derived
zeroized by from
key) Reset
operator
TLS master
secret:Derives
Module-generated
Diffie-Hellman private
Until . key:Established by
TLS pre-master API input explicitl Zeroize Module-generated
P P RAM:Plaintext P . Y Context . 8 .
secret parameters zeroized by Diffie-Hellman public
Reset .
operator key:Established by

Module-generated EC
Diffie-Hellman private
key:Established by
Module-generated EC
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I -
Name mput Storage Storage Zeroization | Related SSPs
Output Duration
Diffie-Hellman public
key:Established by
Until . TLS pre-master
TLS master explicitl Zeroize secret:Derived From
RAM:Plaintext | <P Y Context "
secret zeroized by TLS Derived
Reset -
operator Secret:Derives
For th Zeroi
TLS Derived API output . ort € erotze TLS master
RAM:Plaintext | duration of Context .
Secret parameters ) secret:Derived From
the service Reset
Module-generated
Diffie-Hellman private
key:Generation Of
Module-generated
Diffie-Hellman public
key:Generation Of
Module-generated EC
Until Automatic | Diffie-Hellman private
Intermejdlate key RAM:Plaintext exph.c1tly Zeroize key:Generation Of
generation value zeroized by Context Module-generated EC
operator Reset Diffie-Hellman public
key:Generation Of
Module-generated RSA
private key:Generation
Oof
Module-generated RSA
public key:Generation
Of
. Diffie-Hellman Shared
Until Zero; t:Derived F
. .. eroize secret:Derived From
11;1 KDF Derived AP ou'iput RAM:Plaintext expl:ECItcllyb Context EC Diffie-Hellman
& parameters zeroizec by Reset Shared secret:Derived
operator
From

Table 19: SSP Table 2

The tables above summarize the Sensitive Security Parameters (SSPs) that are used by the cryptographic
services implemented in the module.
9.5 Transitions

The SHA-1 algorithm as implemented by the module will be non-approved for all purposes, starting January 1,
2031.
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10 Self-Tests

10.1 Pre-Operational Self-Tests

Algorithm or Test Test . c
Test Properties, | Method Test Type Indicator Details
Modul ional
HMAC-SHA2- | 256-bit | swrw odule becomes operational | /) o
Integrity . and services are available for .
256 (A6472) key Integrity use computation
Modul ional
HMAC-SHA2- | 256-bit | swrw odule becomes operational | /) o
Integrity . and services are available for .
256 (A6484) key Integrity use computation

Table 20: Pre-Operational Self-Tests

The module performs pre-operational self-tests automatically when the module is becoming available for the

consuming application. Pre-operational self-tests ensure that the module is not corrupted. While the module is
executing the pre-operational self-tests, services are not available, input and output are inhibited. The module is
not available for use by the calling application until the pre-operational self-tests are completed successfully.

10.2 Conditional Self-Tests

Algorithmoor | Test . Test Test Indicator Details Conditions
Test Properties Method | Type
Module
AES-CBC - beccrmtlf Sn 1and Modul
Encrypt 256-bit key KAT CAST | oPerationatad Encryption oaue
services are initialization
(A6464) .
available for
use
Module
AES-CBC - becc:?ie Sn 1and Modul
Encrypt 256-bit key KAT CAST | oPerationatd Encryption oaue
(A6465) services are initialization
available for
use
Module
AES-CBC - becon:.e  and Modl
Encrypt 256-bitkey | KAT | CAST | “PCrar O @@ gy ryption oaue
services are initialization
(A6466) .
available for
use
AES-CBC - Module
. . Module
Encrypt 256-bit key KAT CAST | becomes Encryption e
) initialization
(A6467) operational and
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Algorith T T T
gorithm or est . est et | Indicator Details Conditions

Test Properties Method | Type

services are

available for

use

Module
AES-CBC - zeZi;Itlfosnal and Module
Encrypt 256-bit key KAT CAST p . Encryption . ..u. .
(A6472) services are initialization

available for

use

Module
AES-CBC - becin:ie Sn 1and Modul
Encrypt 256-bit key KAT CAST | °P¢ .a onatd Encryption . -o.u.e .

services are initialization
(A6476) ;

available for

use

Module
AES-CBC - becililie mal and Modul
Encrypt 256-bit key KAT CAST | °P¢ .a onatd Encryption . 'o.u.e .

services are initialization
(A6477) .

available for

use

Module
AES-CBC - becoi‘.e  land Modal
Encrypt 256-bitkey | KAT | CAST | “PCaiOn@an% | g ryption oque

services are initialization
(A6478) .

available for

use

Module
AES-CBC - becon;.e ° Land Modal
Encrypt 256-bitkey | KAT | CAST | “PCraiOn@ane | g ryption oque

services are initialization
(A6479) .

available for

use

Module
AES-CBC - becintlf Sn 1and Modul
Encrypt 256-bitkey | KAT | CAST | P oo 8% gy ryption oaue

services are initialization
(A6484) .

available for

use
AES-CBC - Module Module
Decrypt 256-bit key KAT CAST | becomes Decryption initialization
(A6464) operational and
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Algorith T T T
Te‘;;:nt mor P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
AES-CBC - becomes
ional Modul
Decrypt 256-bit key KAT CAST oper.atlona and Decryption . .0(.1u.e .
(A6465) services are initialization
available for
use
Module
AES-CBC - becomes
ional !
Decrypt 256-bit key KAT CAST oper.atlona and Decryption M-oc.iu.e )
(A6466) services are initialization
available for
use
Module
AES-CBC - becomes
ional !
Decrypt 256-bit key KAT CAST oper.atlona and Decryption M'()fiu.e )
(A6467) services are initialization
available for
use
Module
becomes
AES-CBC -
5-CBC . operational and . Module
Decrypt 256-bit key KAT CAST . Decryption .
(A6472) services are initialization
available for
use
Module
becomes
AES-CBC -
5-CBC . operational and . Module
Decrypt 256-bit key KAT CAST . Decryption .
(A6476) services are initialization
available for
use
Module
becomes
AES-CBC -
5-CBC : operational and . Module
Decrypt 256-bit key KAT CAST . Decryption e
(A6477) services are initialization
available for
use
AES-CBC - Module Module
Decrypt 256-bit key KAT CAST | becomes Decryption initialization
(A6478) operational and

© 2026 Ctrl IQ, Inc., atsec information security.
This document can be reproduced and distributed only whole and intact, including this copyright notice.

Page 58 of 88



Rocky Linux 8 and 9 GnuTLS Cryptographic Module FIPS 140-3 Non-Proprietary Security Policy

Algorith T T T
gorithm or est . est est Indicator Details Conditions

Test Properties Method | Type

services are

available for

use

Module
AES-CBC - zeZi;Itlfosnal and Module
Decrypt 256-bit key KAT CAST | OP°" Decryption LoonE
(A6479) services are initialization

available for

use

Module
AES-CBC - becin:ie Sn 1and Modul
Decrypt 256-bit key KAT CAST | oPerationatad Decryption oawe

services are initialization
(A6484) )

available for

use

Module
AES-GCM - becililie Sn 1and Modul
Encrypt 256-bit key KAT CAST | operationatd Encryption oawe

services are initialization
(A6464) .

available for

use

Module
AES-GCM - ](jecei:tlieosnal and Module
Encrypt 256-bit key KAT CAST | P . Encryption e

services are initialization
(A6465) .

available for

use

Module
AES-GCM - ];ez(;;?ieosnal and Module
Encrypt 256-bit key KAT CAST | P . Encryption e

services are initialization
(A6466) .

available for

use

Module
AES-GCM - ];efe:;rtl;cfnal and Module
Encrypt 256-bitkey | KAT | CAST | P Encryption e

services are initialization
(A6467) .

available for

use
AES-GCM - Module

: . Module

Encrypt 256-bit key KAT CAST | becomes Encryption initialization
(A6472) operational and
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Algorith T T T
Teimt mor P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
AES-GCM - becomes
ional Modul
Encrypt 256-bit key KAT CAST oper.atlona and Encryption . .0(.1u.e .
(A6476) services are initialization
available for
use
Module
AES-GCM - becomes
ional 1
Encrypt 256-bit key KAT CAST oper.atlona and Encryption M-oc.iu.e .
(A6477) services are initialization
available for
use
Module
AES-GCM - becomes
ional 1
Encrypt 256-bit key KAT CAST oper.atlona and Encryption M'()fiu.e .
(A6478) services are initialization
available for
use
Module
AES-GCM - becomes
Encrypt 256-bitkey | KAT | casr | Operatonaland fp 0 ion Module
(A6479) services are initialization
available for
use
Module
AES-GCM - becomes
Encrypt 256-bitkey | KAT | casr | Operatonaland o o ion Module
(A6484) services are initialization
available for
use
Module
AES-GCM - becomes
ional 1
Decrypt 256-bitkey |KAT | cast | Peraionaland fne ooy Module
(A6464) services are initialization
available for
use
AES-GCM - Module Module
Decrypt 256-bit key KAT CAST | becomes Decryption initialization
(A6465) operational and
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Algorith T T T
Te‘;;:nt mor P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
AES-GCM - becomes
ional Modul
Decrypt 256-bit key KAT CAST oper.atlona and Decryption . .0(.1u.e .
(A6466) services are initialization
available for
use
Module
AES-GCM - becomes
ional 1
Decrypt 256-bit key KAT CAST oper.atlona and Decryption M-oc.iu.e )
(A6467) services are initialization
available for
use
Module
AES-GCM - becomes
ional 1
Decrypt 256-bit key KAT CAST oper.atlona and Decryption M'()fiu.e )
(A6472) services are initialization
available for
use
Module
becomes
AES- -

S-GCM . operational and . Module
Decrypt 256-bit key KAT CAST . Decryption .
(A6476) services are initialization

available for

use

Module

becomes
AES- -

S-GCM . operational and . Module
Decrypt 256-bit key KAT CAST . Decryption .
(A6477) services are initialization

available for

use

Module

becomes
AES- -

S-GCM . operational and . Module
Decrypt 256-bit key KAT CAST . Decryption e
(A6478) services are initialization

available for

use
AES-GCM - Module Module
Decrypt 256-bit key KAT CAST | becomes Decryption initialization
(A6479) operational and
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Algorith T T T
gorithm or est . est et | Indicator Details Conditions
Test Properties Method | Type
services are
available for
use
Module
AES-GCM - zeZi;Itlfosnal and Module
Decrypt 256-bit key KAT CAST | OP°" Decryption LoonE
(A6484) services are initialization
available for
use
Module
AES-CFB8 - becin:ie Sn 1and Modul
Encrypt 256-bit key KAT CAST | °P¢ .a onatd Encryption . -o.u.e .
services are initialization
(A6469) ;
available for
use
Module
AES-CFB8 - becililie mal and Modul
Encrypt 256-bit key KAT CAST | °P¢ .a onatd Encryption . 'o.u.e .
services are initialization
(A6470) .
available for
use
Module
AES-CFBS - becoi‘.e  land Modal
Encrypt 256-bitkey | KAT | CAST | “PCaiOn@an% | g ryption oque
services are initialization
(A6475) .
available for
use
Module
AES-CFBS - becon;.e ° Land Modal
Encrypt 256-bitkey | KAT | CAST | “PCraiOn@ane | g ryption oque
services are initialization
(A6481) .
available for
use
Module
AES-CFBS - becintlf Sn 1and Modul
Encrypt 256-bitkey | KAT | CAST | P oo 8% gy ryption oaue
services are initialization
(A6482) .
available for
use
AES-CFBS - Module
: . Module
Encrypt 256-bit key KAT CAST | becomes Encryption initialization
(A6487) operational and
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Algorith T T T
gorithm or est . est et | Indicator Details Conditions
Test Properties Method | Type
services are
available for
use
Module
AES-CFB8 - zeZi;Itlfosnal and Module
Decrypt 256-bit key KAT CAST p . Decryption . ..u. .
(A6469) services are initialization
available for
use
Module
AES-CFB8 - becin:ie Sn 1and Modul
Decrypt 256-bit key KAT CAST | °P¢ .a onatd Decryption . -o.u.e .
services are initialization
(A6470) ;
available for
use
Module
AES-CFB8 - becililie mal and Modul
Decrypt 256-bit key KAT CAST | °P¢ .a onatd Decryption . 'o.u.e .
services are initialization
(A6475) :
available for
use
Module
AES-CFBS - becoi‘.e  land Modal
Decrypt 256-bitkey | KAT | CAST | “PCaion@ane o ryption oque
services are initialization
(A6481) :
available for
use
Module
AES-CFBS - becon;.e ° Land Modal
Decrypt 256-bitkey | KAT | CAST | PCraiOn@ane o ryption oque
services are initialization
(A6482) .
available for
use
Module
AES-CFBS - becintlf Sn 1and Modul
Decrypt 256-bitkey | KAT | CAST | OPC " ¥} pecryption o
services are initialization
(A6487) .
available for
use
AES-XTS Module Modul
Testing 256-bit key KAT CAST | becomes Encryption oawe
.. . initialization
Revision 2.0 - operational and
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Algorith T T T
gorithm or est . est est Indicator Details Conditions
Test Properties Method | Type
Encrypt services are
(A6473) available for
use
AES-XTS Module
Testing becomes
ional Modul
Revision 2.0~ | 256-bitkey | KAT | cast | oPeradonaland | p o ion Module
Encrypt services are initialization
ilable f
(A6485) available for
use
AES-XTS Module
Testing becomes
ional !
Revision 2.0 - | 256-bit key KAT CAST oper.atlona and Decryption M-oc.iu.e .
Decrypt services are initialization
(A6473) available for
use
Modul
AES-XTS odule
Testing becomes
ional !
Revision 2.0 - | 256-bit key KAT CAST oper.atlona and Decryption M'()fiu.e )
Decrvot services are initialization
(A 6Z§IS)) available for
use
Module
becomes
SHA3-224 32-bit KAT CAST oper.atlonal and Message digest Mf)(.hge .
(A6468) message services are initialization
available for
use
Module
becomes
SHA3-224 32-bit KAT CAST oper.atlonal and Message digest Mf)(.hge .
(A6474) message services are initialization
available for
use
Module
becomes
HA3-224 2-bi ional !
SHA3 32-bit KAT CAST oper.atlona and Message digest M.oc.iu.e .
(A6480) message services are initialization
available for
use
Module
HA3-224 2-bi !
SHA3 32-bit KAT CAST | becomes Message digest M,O(,iu.e .
(A6486) message . initialization
operational and
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Algorithm or
Test

Test
Properties

Test
Method

Test
Type

Indicator

Details

Conditions

services are
available for
use

SHA3-256
(A6468)

32-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

SHA3-256
(A6474)

32-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module

initialization

SHA3-256
(A6480)

32-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

SHA3-256
(A6486)

32-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

SHA3-384
(A6468)

64-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

SHA3-384
(A6474)

64-bit

message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module

initialization

SHA3-384
(A6480)

64-bit
message

CAST

Module
becomes
operational and

Message digest

Module
initialization
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Algorithm or
Test

Test
Properties

Test
Method

Test
Type

Indicator

Details

Conditions

services are
available for
use

SHA3-384
(A6486)

64-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

SHA3-512
(A6468)

136-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module

initialization

SHA3-512
(A6474)

136-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

SHA3-512
(A6480)

136-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

SHA3-512
(A6486)

136-bit
message

CAST

Module
becomes
operational and
services are
available for
use

Message digest

Module
initialization

HMAC-SHA-
1 (A6467)

SHA-1

CAST

Module
becomes
operational and
services are
available for
use

Message
authentication

Module

initialization

HMAC-SHA-
1 (A6472)

SHA-1

CAST

Module
becomes
operational and

Message
authentication

Module
initialization
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Algorith T T T
Teimt m ot P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
becomes
HMAC-SHA- SHA-1 KAT CAST operational and | Message Module
1 (A6479) services are authentication initialization
available for
use
Module
becomes
HMAC-SHA- operational and | Message Module
SHA-1 KAT CAST
1 (A6484) services are authentication initialization
available for
use
Module
becomes
HMAC-
) - operational and | Message Module
(8;1132672)24 160-bit key KAT CAST services are authentication initialization
available for
use
Module
becomes
HMAC-
SH A2?22 4 160-bit k KAT CAST operational and | Message Module
(A6472) &y services are authentication initialization
available for
use
Module
becomes
HMAC-
SH A2§22 4 160-bit k KAT CAST operational and | Message Module
(A6479) &y services are authentication initialization
available for
use
Module
becomes
HMAC-
SH A2§22 4 160-bit ke KAT CAST operational and | Message Module
(A6484) Y services are authentication initialization
available for
use
HMAC- Module
SHA2-256 160-bitkey | KAT | CAST | becomes Message Module
. authentication initialization
(A6467) operational and
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Algorith T T T
Tef:nt mor P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
becomes
HMAC-
SH AZ?ZS 6 160-bit ke KAT CAST operational and | Message Module
(A6472) Y services are authentication initialization
available for
use
Module
becomes
HMAC-
SHA2-256 160-bit ke KAT CAST operational and | Message Module
(A6479) Y services are authentication initialization
available for
use
Module
becomes
HMAC-
) - operational and | Message Module
(S;:Iéé 42)56 160-bit key KAT CAST services are authentication initialization
available for
use
Module
becomes
HMAC-
. operational and | Message Module
HA2-384 160-bit k KAT AST
? AGA 673)8 60-bit key CAS services are authentication initialization
available for
use
Module
becomes
HMAC-
. operational and | Message Module
HA2-384 160-bit k KAT AST
? A6 4723)8 60-bit key CAS services are authentication initialization
available for
use
Module
becomes
HMAC-
. operational and | Message Module
HA2-384 160-bit k KAT AST
(S A6 4793)8 60-bit key CAS services are authentication initialization
available for
use
HMAC- Module
SHA2-384 160-bitkey | KAT | CAST | becomes Message Module
. authentication initialization
(A6484) operational and
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Algorith T T T
Tef:nt mor P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
becomes
HMAC-
SH AZE:SI 9 160-bit ke KAT CAST operational and | Message Module
(A6467) Y services are authentication initialization
available for
use
Module
becomes
HMAC-
SHA2-512 160-bit ke KAT CAST operational and | Message Module
(A6472) Y services are authentication initialization
available for
use
Module
becomes
HMAC-
) - operational and | Message Module
(8232795)12 160-bit key KAT CAST services are authentication initialization
available for
use
Module
becomes
HMAC-
. operational and | Message Module
HA2-512 160-bit k KAT AST
? AG48 45) 60-bit key CAS services are authentication initialization
available for
use
Module
becomes
AES-CMAC . operational and . Module
(A6464) 256-bitkeys | KAT CAST services are MAC generation initialization
available for
use
Module
becomes
AES-CMAC . operational and . Module
(A6467) 256-bitkeys | KAT CAST services are MAC generation initialization
available for
use
Module
AES-CMA 1
S-CMAC 256-bit keys | KAT CAST | becomes MAC generation M,O(,iu.e .
(A6472) . initialization
operational and
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Algorith T T T
Tef'?m mor P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
becomes
AES-CMAC . operational and . Module
(A6476) 256-bitkeys | KAT CAST services are MAC generation initialization
available for
use
Module
becomes
AES-CMAC . operational and . Module
(A6479) 256-bitkeys | KAT CAST services are MAC generation initialization
available for
use
Module
becomes
AES-CMAC . operational and . Module
(A6484) 256-bitkeys | KAT CAST services are MAC generation initialization
available for
use
Module
becomes
RSA Si 2048-bit k
(FSIPSS;SE};I)I ugini };IISIAPZ KAT CAST operational and | Digital signature Module
services are generation initialization
(A6472) 256 available for
use
Module
becomes
RSA Si 2048-bit k
(FSIPSSIES—(;I)I Oin8 ZIISI A;}i KAT CAST operational and | Digital signature Module
(A6484) ;; 6 8 services are generation initialization
available for
use
Module
becomes
RSA Si 2048-bit k
(FSIP ssllgz_e;; u(s)ing lefl A;}i KAT CAST operational and | Digital signature Module
(A6472) 256 & services are verification initialization
available for
use
RSA SigVer 2048-bit key Module C
(FIPS186-5) | using SHA2- | KAT | CAST | becomes leilftial Egiamre i\ﬁf‘ﬂe don
(A6484) 256 operational and vertticatio ahzatio
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Algorith T T T
Tef'?m mor P:(S);erties Nf::ho d T;i)te Indicator Details Conditions
services are
available for
use
Module
ECDSA becomes
SigGen P-256 using KAT CAST operational and | Digital signature Module
(FIPS186-5) SHA2-256 services are eneration initialization
8
(A6472) available for
use
Module
ECDSA becomes
SigGen P-256 using KAT CAST operational and | Digital signature Module
(FIPS186-5) SHA2-256 services are eneration initialization
8
(A6484) available for
use
Module
ECDSA becomes
SigVer P-256 using KAT CAST operational and | Digital signature Module
(FIPS186-5) SHA2-256 services are verification initialization
(A6472) available for
use
Module
ECDSA becomes
SigVer P-256 using KAT CAST operational and | Digital signature Module
(FIPS186-5) SHA2-256 services are verification initialization
(A6484) available for
use
Module .
becomes Instantiate, Test runs at
Counter 256-bit keys operational and Generate, and ower-on
DRBG without DF, | KAT | CAST | °P" Reseed (compliant E g
(A6472) without PR S blefo | toSPB00-90ARev. | %N
avariable 1o 1, Section 11.3) eerity tes
use
Module .
becomes Instantiate, Test runs at
Counter 256-bit keys operational and Generate, and ower-on
DRBG without DF, | KAT CAST sePrVices are Reseed (compliant Ee fore the
(A6484) without PR available for to SP 800-90A Rev. inteerity test
1, Section 11.3) sty
use
KAS-FFC-SSC Module
P : el ||Z|| 1
Sp800-56Ar3 | ffdhe3072 | KAT | CAST | becomes C:Elz::tion ?ﬁi‘ﬁ;ﬁon
(A6472) operational and P
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Algorith T T T
gorithm or est . est et | Indicator Details Conditions
Test Properties Method | Type
services are
available for
use
Module
becomes
KAS-FFC-SSC
ional Primitive "Z" Modul
Sp800-56A13 | fidhe3072 | KAT | casy | CPerationaland | Primitive Module
services are Computation initialization
(A6484) .
available for
use
Module
KAS-ECC- becomes
SSC Sp800- P56 KAT CAST oper.atlonal and | Primitive . Z M-()clflu?e .
56Ar3 services are Computation initialization
(A6472) available for
use
Module
KAS-ECC- becomes
SSC Sp800- P56 KAT CAST oper.atlonal and | Primitive . Z M'()ciflu?e .
56Ar3 services are Computation initialization
(A6484) available for
use
Module
TLS v1.2 KDF zece‘r’if;nal g | Industry-based TLS |\
RFC7627 SHA2-256 KAT CAST | P . v1.2 KDF key e
services are .. initialization
(A6472) . derivation
available for
use
Module
TLS v1.2 KDF zezgsnal g | Industry-based TLS |/
RFC7627 SHA2-256 KAT CAST | P . v1.2 KDF key e
services are .. initialization
(A6484) ) derivation
available for
use
SHA-256 x‘;i‘izs
ith 4
PBKDF Wlt ,096 operational and | Key Derivation Module
iterations KAT CAST . . e
(A6472) . services are with PBKDF initialization
and 288-bit .
available for
salt
use
PBKDF Siﬁfgs 6 KAT CAST ]1;/1 Odlrlr}e Key Derivation Module
(A6484) Wit ccomes with PBKDF initialization
iterations operational and
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Algorith T T T
gorithm or est . est et | Indicator Details Conditions
Test Properties Method | Type
and 288-bit services are
salt available for
use
Module
KDA HKDF zeZi;Itl;oSnal and Key Derivation (as Module
Sp800-56Crl | SHA2-256 KAT cast | P . part of TLSv1.3) oonE
(A6471) services are -th KDA HKDF initialization
available for |
use
Module
KDA HKDF becii‘iesn lang | Key Derivation as | /.
Sp800-56Crl | SHA2-256 | KAT | CAST | Do MO 8% ot of TLSV1.3) R
(A6483) services are -th KDA HKDF initialization
available for W
use
RSA KeyGen Signature .
(FIPS186-5) | SHA2-256 | pCT | per | Successiul ﬁ?y generation and Eey Pal:.
(A6472) pair generation | ° .. . eneration
RSA KeyGen Signature .
(FIPS186-5) | SHA2-256 | pCT | per | Successiul ﬁ?y generation and Eey Pal:.
(A6484) pair generation | ° .. . eneration
ECDSA SHA-256 Sienatur
KeyGen with the PCT PCT Successful key eieialii(fn and Key Pair
(FIPS186-5) respective pair generation éeri fication Generation
(A6472) curve
ECDSA SHA-256 Sienatur
KeyGen with the PCT PCT Successful key eieialiicfn and Key Pair
(FIPS186-5) respective pair generation éeri fication Generation
(A6484) curve
Safe Primes
PCT according to .
g:;eration N/A PCT PCT Szicrcezsnf:ial:gn section 5.6.2.1.4 of EZﬁePrzzon
(A6472) pair g [SP800-56Arev3]
Safe Primes
PCT according to .
gei iion | /A PCT | PCT Suf:esfui ﬁfyn section 5.6.2.1.4 of Eefl Praltri .
( Ae 6:82) © palt gEneration | rspgn0-56Arev3] eneratio

Table 21: Conditional Self-Tests

© 2026 Ctrl IQ, Inc., atsec information security.
This document can be reproduced and distributed only whole and intact, including this copyright notice.

Page 73 of 88




Rocky Linux 8 and 9 GnuTLS Cryptographic Module

FIPS 140-3 Non-Proprietary Security Policy

10.3 Periodic Self-Test Information

Algorithm or Test | Test Method Test Type Period Periodic Method
al\é[g(;;SHAZ-256 Integrity SW/FW Integrity On demand Manual
gl\élgi;SHAZ—Z% Integrity SW/FW Integrity On demand Manual
Table 22: Pre-Operational Periodic Information

Algorithm or Test | Test Method Test Type Period Periodic Method
gfcsl:}i)lic(: A_ 6464) KAT CAST On demand Manually
1];1];:(:8;;)]?((: A_ 6465) KAT CAST On demand Manually
?‘fcsl:;]ic(j A_ 6466) KAT CAST On demand Manually
1];1];:(381:}2)]?((: A_ 6467) KAT CAST On demand Manually
1];1];:(:8;;)]?((: A_ 6472) KAT CAST On demand Manually
?‘fcsl:;]ic(j A_ 6476) KAT CAST On demand Manually
1];1];:(381:}2)]?((: A_ 6477) KAT CAST On demand Manually
gfcsr_ycrj)]ic(: A_ 6478) KAT CAST On demand Manually
gfzjycp]i? A_ 6479) KAT CAST On demand Manually
gfzjycp]i? A_ 6484) KAT CAST On demand Manually
1];5(281:;13]2((: /; 6464) KAT CAST On demand Manually
gfcsljycp]ic( [; 6465) KAT CAST On demand Manually
gfcsl:ycp]ic( A_ 6466) KAT CAST On demand Manually
gfcsljycp]?tc( A_ 6467) KAT CAST On demand Manually
gfiycp]ic( /_; 6472) KAT CAST On demand Manually

© 2026 Ctrl IQ, Inc., atsec information security.

This document can be reproduced and distributed only whole and intact, including this copyright notice.

Page 74 of 88



Rocky Linux 8 and 9 GnuTLS Cryptographic Module FIPS 140-3 Non-Proprietary Security Policy

Algorithm or Test | Test Method Test Type Period Periodic Method
Al R =R Y
Aol R S = [
ooy |97 o Joiems e
sl R =R Y
sl R = Y [
Enoypt (hststy | KT Ondemend | Mamally
nenyprthotes) | AT cast Ondenmand | Momally
S cast Ondenand | Memall
Enoypt (hste7) | KT Ondemend | Mamally
Y cast Ondenmand | Momally
P cast Ondemnd | Mamely
Byt (a677) | KT Ondemend | Mamally
nenpithory | AT cast Ondemand | Mamelly
Encryps (a6179) | KAT cast Ondenand | Memall
Enorypt (6t | KT Ondemend | Mamally
gff;;flz/i (_5464) KAT CAST On demand Manually
gi}iﬁ%ﬁé%s) AT st o demand vl
l]gfcslj}i)flz/[A_G466) KAT CAST On demand Manually
l];fcslj;flz/IA_G467) KAT CAST On demand Manually
gfj;;flz/i -6472) KAT CAST On demand Manually
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Algorithm or Test | Test Method Test Type Period Periodic Method
AES-GCM -
Decrypt (A6476) KAT CAST On demand Manually
AES-GCM -
Decrypt (A6477) KAT CAST On demand Manually
AES-GCM -

KAT AST Manuall
Decrypt (A6478) CAS On demand anually
AES-GCM -
Decrypt (A6479) KAT CAST On demand Manually
AES-GCM -
Decrypt (A6484) KAT CAST On demand Manually
AES-CFBS -

KAT AST Manuall
Encrypt (A6469) CAS On demand anually
AES-CFBS -
Encrypt (A6470) | “AT CAST On demand Manually
AES-CFBS -
Encrypt (A6475) KAT CAST On demand Manually
AES-CFBS -

KAT AST Manuall
Encrypt (A6481) CAS On demand anually
AES-CFBS -
Encrypt (A6482) | “AT CAST On demand Manually
AES-CFBS -
Encrypt (A6487) KAT CAST On demand Manually
AES-CFBS -

KAT AST Manuall
Decrypt (A6469) CAS On demand anually
AES-CFBS -

KAT AST Manuall
Decrypt (A6470) CAS On demand anually
AES-CFBS -
Decrypt (A6475) KAT CAST On demand Manually
AES-CFBS -

KAT AST Manuall
Decrypt (A6481) CAS On demand anually
AES-CFBS -

KAT AST Manuall
Decrypt (A6482) CAS On demand anually
AES-CFBS -
Decrypt (A6487) KAT CAST On demand Manually
AES-XTS Testing
Revision 2.0 - KAT CAST On demand Manually
Encrypt (A6473)
AES-XTS Testing
Revision 2.0 - KAT CAST On demand Manually
Encrypt (A6485)
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Algorithm or Test | Test Method Test Type Period Periodic Method
AES-XTS Testing
Revision 2.0 - KAT CAST On demand Manually
Decrypt (A6473)
AES-XTS Testing
Revision 2.0 - KAT CAST On demand Manually
Decrypt (A6485)
SHA3-224 (A6468) | KAT CAST On demand Manually
SHA3-224 (A6474) | KAT CAST On demand Manually
SHA3-224 (A6480) | KAT CAST On demand Manually
SHA3-224 (A6486) | KAT CAST On demand Manually
SHA3-256 (A6468) | KAT CAST On demand Manually
SHA3-256 (A6474) | KAT CAST On demand Manually
SHA3-256 (A6480) | KAT CAST On demand Manually
SHA3-256 (A6486) | KAT CAST On demand Manually
SHA3-384 (A6468) | KAT CAST On demand Manually
SHA3-384 (A6474) | KAT CAST On demand Manually
SHA3-384 (A6480) | KAT CAST On demand Manually
SHA3-384 (A6486) | KAT CAST On demand Manually
SHA3-512 (A6468) | KAT CAST On demand Manually
SHA3-512 (A6474) | KAT CAST On demand Manually
SHA3-512 (A6480) | KAT CAST On demand Manually
SHA3-512 (A6486) | KAT CAST On demand Manually
HMAC-SHA-1

KAT AST M 1
(A6467) CAS On demand anually
HMAC-SHA-1
(A6 473)8 KAT CAST On demand Manually
HMAC-SHA-1
(A6 47C9)S KAT CAST On demand Manually
HMAC-SHA-1

KAT AST M 1
(A6484) CAS On demand anually
HMAC-SHA2-224
(A6467) KAT CAST On demand Manually
HMAC-SHA2-224
(A6472) KAT CAST On demand Manually
HMAC-SHA2-224
(A6 47C9)S KAT CAST On demand Manually
HMAC-SHA2-224
(A6484) KAT CAST On demand Manually
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Algorithm or Test | Test Method Test Type Period EeriodicMethod
il\él i(;;SHAZ-Z% KAT CAST On demand Manually
il\él g(;;SHAZ-Z% KAT CAST On demand Manually
&12[ gC9;SHA2—256 KAT CAST On demand Manually
il\él igi;SHAZ-Z% KAT CAST On demand Manually
il\él i(;;SHAZ-SM KAT CAST On demand Manually
&l\g g%SHAZ—BM KAT CAST On demand Manually
&1\6/‘[ j;(;;SHAZ—SM KAT CAST On demand Manually
al\é[ ﬁ;i;SHAZ—SM KAT CAST On demand Manually
&l\g f6C7;SHA2_5 12 KAT CAST On demand Manually
&h;[g(;;SHAZ—S 12 KAT CAST On demand Manually
al\é[g(;;SHAZ—S 12 KAT CAST On demand Manually
&l\g ﬁ;};SHAZ—S 12 KAT CAST On demand Manually
éf;;;g/[AC KAT CAST On demand Manually
éf;g;ﬁc KAT CAST On demand Manually
EXE6S4—7CZI\)/IAC KAT CAST On demand Manually
éf;lfé;/[Ac KAT CAST On demand Manually
éf;;%ﬁc KAT CAST On demand Manually
1(%:4’;41\)/IAC KAT CAST On demand Manually
RSA SigGen

(FIPS186-5) KAT CAST On demand Manually
(A6472)
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Algorithm or Test

Test Method

Test Type

Period

Periodic Method

RSA SigGen
(FIPS186-5)
(A6484)

KAT

CAST

On demand

Manually

RSA SigVer
(FIPS186-5)
(A6472)

CAST

On demand

Manually

RSA SigVer
(FIPS186-5)
(A6484)

CAST

On demand

Manually

ECDSA SigGen
(FIPS186-5)
(A6472)

CAST

On demand

Manually

ECDSA SigGen
(FIPS186-5)
(A6484)

CAST

On demand

Manually

ECDSA SigVer
(FIPS186-5)
(A6472)

CAST

On demand

Manually

ECDSA SigVer
(FIPS186-5)
(A6484)

CAST

On demand

Manually

Counter DRBG
(A6472)

CAST

On demand

Manually

Counter DRBG
(A6484)

CAST

On demand

Manually

KAS-FFC-SSC
Sp800-56Ar3
(A6472)

CAST

On demand

Manually

KAS-FFC-SSC
Sp800-56Ar3
(A6484)

CAST

On demand

Manually

KAS-ECC-SSC
Sp800-56Ar3
(A6472)

CAST

On demand

Manually

KAS-ECC-SSC
Sp800-56Ar3
(A6484)

CAST

On demand

Manually

TLS v1.2 KDF
RFC7627 (A6472)

KAT

CAST

On demand

Manually

TLS v1.2 KDF
RFC7627 (A6484)

KAT

CAST

On demand

Manually
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Algorithm or Test | Test Method Test Type Period Periodic Method
PBKDF (A6472) KAT CAST On demand Manually
PBKDF (A6484) KAT CAST On demand Manually
KDA HKDF Sp800-
56Cr1 (A6471) KAT CAST On demand Manually
KDA HKDF Sp800-
56Cr1 (A6483) KAT CAST On demand Manually
RSA KeyGen
(FIPS186-5) PCT PCT On demand Manually
(A6472)
RSA KeyGen
(FIPS186-5) PCT PCT On demand Manually
(A6484)
ECDSA KeyGen
(FIPS186-5) PCT PCT On demand Manually
(A6472)
ECDSA KeyGen
(FIPS186-5) PCT PCT On demand Manually
(A6484)
Safe Primes Key
Generation PCT PCT On demand Manually
(A6472)
Safe Primes Key
Generation PCT PCT On demand Manually
(A6484)
Table 23: Conditional Periodic Information
10.4 Error States
Name | Description | Conditions Recovery Indicator
P Method
When the integrity
test or KAT fail; The module
When the KAT of must be
Th 1 DRBG fail i
- module c ASS _ i;/_‘;d“r;lg res?rtedt;nd GNUTLS_E_SELF_TEST_ERROR (-400);
. o ety | PO | GNUTLS_E_RANDOM_FAILED (-206);
s | oo onds the | RSA ECDSA. D ional | GNUTLS_E_PK_GENERATION_ERROR (-
ate | ancendstue | B8, : OPETatonal 1 403); GNUTLS_E_LIB_IN_ERROR_STATE
application Diffie-Hellman or self-test and (-402)
process EC Diffie-Hellman the CASTs to
key pair fails the recover from
PCT; When the these errors.
module is in error
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Recovery

Method Indicator

Name | Description | Conditions

state and caller
requests
cryptographic
operations

Table 24: Error States

When the module fails any pre-operational self-test or conditional test, the module will return an error code to
indicate the error and enters error state. Any further cryptographic operations and the data output via the data
output interface are inhibited. The calling application can obtain the module state by calling the
gnutls_fips140_get_operation_state() API function. The function returns GNUTLS_FIPS140_OP_ERROR if the
module is in the Error state.

Self-test errors transition the module into an error state that keeps the module operational but prevents any
cryptographic related operations. The module must be restarted and perform the pre-operational self-test and
the CASTs to recover from these errors. If failures persist, the module must be re-installed.

10.5 Operator Initiation of Self-Tests

The operator can initiate the pre-operational integrity self-test and cryptographic algorithm self-tests by calling
the Self-Test service (via the gnutls fips140_run_self tests() function) or by powering-off and reloading the
module. The operator can initiate a pairwise consistency self-test by calling the “Asymmetric key generation”
service. During the execution of the pre-operational integrity self-test and cryptographic algorithm self-tests,
services are not available, and no data output is possible.
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11 Life-Cycle Assurance

11.1 Installation, Initialization, and Startup Procedures
The Crypto Officer can install the RPM packages of the Module:

¢ For Rocky Linux 8.6: gnutls-3.6.16-6.e18_6.ciqfips.0.11.x86_64.rpm and
nettle-3.4.1-7.el8_6.ciqfips.x86_64.rpm

e For Rocky Linux 9.2: gnutls-3.7.6-23.e19_2.ciqfips.3.4.x86_64.rpm and
nettle-3.8-3.e19_2.ciqfips.x86_64.rpm

The Crypto Officer can install these using standard tools recommended for the installation of RPM packages on
a Rocky Linux system (for example, dnf, rpm). The integrity of the RPM package is automatically verified
during the installation, and the Crypto Officer shall not install the RPM package if there is any integrity error.

Before the RPM package of the module is installed, the system must operate in the FIPS-validated
configuration. This can be achieved by:

e  Starting the installation in the FIPS-validated configuration. Add the fips=1 option to the kernel
command line during the system installation. During the software selection stage, do not install any
third-party software.

e  Switching the system into the FIPS-validated configuration after the installation. Execute the fips-
mode-setup --enable command. Restart the system.

In both cases, the Crypto Officer must verify the system operates in the FIPS-validated configuration by
executing the command “gnutls-cli --fips140-mode” to check the installed version.

11.2 Administrator Guidance

After installation of the RPM packages of the module, the operator must check the installed version, by calling
the "Show Module Name and Version" service, by issuing the commands specified in the Approved
Services table and section 11.1. The service should output the following module name and version:

“Rocky Linux 8 GnuTLS Cryptographic Module”and “rocky8.20241217” (for Rocky Linux 8.6)
“Rocky Linux 9 GnuTLS Cryptographic Module”and “rocky9.20241217” (for Rocky Linux 9.2)

11.3 Non-Administrator Guidance

The module implements only the Crypto Officer. There are no requirements for non-administrator guidance.

11.4 End of Life

For secure sanitization of the cryptographic module, the module must first to be powered off, which will
zeroize all keys and CSPs in volatile memory. Then, for actual deprecation, the module shall be upgraded to a
newer version that is FIPS 140-3 validated.

The module does not possess persistent storage of SSPs, so further sanitization steps are not required.
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12 Mitigation of Other Attacks

The module does not mitigate other attacks.
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Appendix A. TLS Cipher Suites

The module supports the following cipher suites for the TLS protocol version 1.0, 1.1, 1.2 and 1.3, compliant
with section 3.3.1 of [SP800-52rev2]. Each cipher suite defines the key exchange algorithm, the bulk
encryption algorithm (including the symmetric key size) and the MAC algorithm.

Cipher Suite ID Reference
TLS_DH_RSA_WITH_AES 128 CBC_SHA { 0x00, 0x31 } RFC3268
TLS_DHE_RSA_WITH_AES_128_CBC_SHA { 0x00, 0x33 } RFC3268
TLS_DH_RSA_WITH_AES_256_CBC_SHA { 0x00, 0x37 } RFC3268
TLS_DHE_RSA_WITH_AES_256_CBC_SHA { 0x00, 0x39 } RFC3268
TLS_DH_RSA_WITH_AES_128_CBC_SHA256 { 0x00,0x3F } RFC5246
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 { 0x00,0x67 } RFC5246
TLS_DH_RSA_WITH_AES_256_CBC_SHA256 { 0x00,0x69 } RFC5246
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 { 0x00,0x6B } RFC5246
TLS_PSK_WITH_AES_128 CBC_SHA { 0x00, 0x8C } RFC4279
TLS_PSK_WITH_AES_256_CBC_SHA { 0x00, 0x8D } RFC4279
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 { 0x00, 0x9E } RFC5288
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 { 0x00, 0x9F } RFC5288
TLS_DH_RSA_WITH_AES_128 GCM_SHA256 { 0x00, 0xAO0 } RFC5288
TLS_DH_RSA_WITH_AES_256_GCM_SHA384 { 0x00, 0xA1} RFC5288
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA { 0xC0, 0x04 } RFC4492
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA { 0xCO0, 0x05 } RFC4492
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA { 0xC0, 0x09 } RFC4492
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA { 0xCO, 0x0A } RFC4492
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA { 0xCO, 0xOE } RFC4492
TLS_ECDH_RSA_WITH_AES_256_CBC_SHA { 0xCO0, 0xOF } RFC4492
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA { 0xCO, 0x13 } RFC4492
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA { 0xCO0, 0x14 } RFC4492
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 { 0xC0, 0x23 } RFC5289
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 { 0xCO0, 0x24 } RFC5289
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 { 0xCO0, 0x25 } RFC5289
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 { 0xCO0, 0x26 } RFC5289
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 { 0xCO0, 0x27 } RFC5289
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Cipher Suite ID Reference
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 { 0xCO, 0x28 } RFC5289
TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 { 0xCO0, 0x29 } RFC5289
TLS_ECDH_RSA_WITH_AES 256_CBC_SHA384 { 0xCO0, 0x2A } RFC5289
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 { 0xC0, 0x2B } RFC5289
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 { 0xC0, 0x2C } RFC5289
TLS_ECDH_ECDSA_WITH_AES 128 GCM_SHA256 { 0xC0, 0x2D } RFC5289
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 { 0xCO, 0x2E } RFC5289
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 { 0xCO, 0x2F } RFC5289
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 { 0xCO0, 0x30 } RFC5289
TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 { 0xCO0, 0x31 } RFC5289
TLS_ECDH_RSA_WITH_AES 256_GCM_SHA384 { 0xC0, 0x32 } RFC5289
TLS_DHE_RSA_WITH_AES_128_CCM { 0xC0, 0x9E } RFC6655
TLS_DHE_RSA_WITH_AES_256_CCM { 0xCO0, 0x9F } RFC6655
TLS_DHE_RSA_WITH_AES_128 CCM._8 { 0xC0, 0xA2 } RFC6655
TLS_DHE_RSA_WITH_AES_256_CCM_8 { 0xCO, 0xA3 } RFC6655
TLS_AES_128_GCM_SHA256 { 0x13, 0x01 } RFC8446
TLS_AES_256_GCM_SHA384 { 0x13, 0x02 } RFC8446
TLS_AES_128_CCM_SHA256 { 0x13, 0x04 } RFC8446
TLS_AES_128_CCM_8_SHA256 { 0x13, 0x05 } RFC8446
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Appendix B. Glossary and Abbreviations

AES
API
CAST
CAVP
CBC
CCM
CFB
CKG
CMAC
CMVP
CSp
CTR
DF
DRBG
ECB
ECC
ECDSA
FIPS
GCM
HMAC

Kw
MAC
NIST
OFB
PAA
PAI
PBKDF2
PCT
PKCS
PR
PSS

RSA
SHA
SHS
SSp
XOF

Advanced Encryption Standard

Application Programming Interface
Cryptographic Algorithm Self-Test
Cryptographic Algorithm Validation Program
Cipher Block Chaining

Counter with Cipher Block Chaining-Message Authentication Code
Cipher Feedback

Cryptographic Key Generation

Cipher-based Message Authentication Code
Cryptographic Module Validation Program
Critical Security Parameter

Counter Mode

Derivation Function

Deterministic Random Bit Generator
Electronic Code Book

Elliptic Curve Cryptography

Elliptic Curve Digital Signature Algorithm
Federal Information Processing Standards Publication
Galois Counter Mode

Hash Message Authentication Code

Known Answer Test

AES Key Wrap

Message Authentication Code

National Institute of Science and Technology
Output Feedback

Processor Algorithm Acceleration

Processor Algorithm Implementation
Password-based Key Derivation Function v2
Pair-wise Consistency Test

Public-Key Cryptography Standards
Prediction Resistance

Probabilistic Signature Scheme

Random Number Generator

Rivest, Shamir, Addleman

Secure Hash Algorithm

Secure Hash Standard

Sensitive Security Parameter

Extendable Output Function

XEX-based Tweaked-codebook mode with cipher text Stealing
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Appendix C. References

FIPS140-3

FIPS140-3_IG

FIPS140-3_MM

FIPS180-4

FIPS186-5

FIPS197

FIPS198-1

FIPS202

PKCS#1

SP800-38A

SP800-38B

SP800-38C

SP800-38E

FIPS PUB 140-3 - Security Requirements For Cryptographic Modules
March 2019
https://doi.org/10.6028/NIST.FIPS.140-3

Implementation Guidance for FIPS PUB 140-3 and the Cryptographic Module Validation

Program

October 2024
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program/documents/fips%20140-3/FIPS%20140-3%201G.pdf

December 2022
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August 2015
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