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1 Ge ne ra l 

1.1 Ove rvie w 
This document  is t he  non-proprie t ary FIPS 140-3 Security Policy for version 6.8.0-38-fips of t he  
Canonical Ltd. Ubuntu 24.04 Kerne l Crypto API Cryptographic Module . It  cont ains the  securit y 
rules under which the  module  must  operat e  and describes how this module  meet s t he  
requirement s as specified in FIPS PUB 140-3 (Federal Informat ion Processing St andards 
Publicat ion 140-3) for an overall Security Level 1 module . 

This Non-Proprie t ary Security Policy may be  reproduced and dist ribut ed, but  only whole  and 
int act  and including this not ice . 

1.2 Se curit y Le ve ls  
Se ct ion Tit le  Se curit y Le ve l 

1 General 1 
2 Cryptographic module  specificat ion 1 
3 Cryptographic module  int e rfaces 1 
4 Roles, se rvices, and aut hent icat ion 1 
5 Software /Firmware  securit y 1 
6 Operat ional environment  1 
7 Physical securit y N/A 
8 Non-invasive  security N/A 
9 Sensit ive  securit y paramet er management  1 
10 Se lf-t est s 1 
11 Life -cycle  assurance  1 
12 Mit igat ion of ot her at t acks N/A 
 Overall Level 1 

Table 1: Security Levels 

1.3 Addit iona l Informat ion 
In preparing the  Security Policy document , the  laboratory format t ed the  vendor-supplied 
documentat ion for consolidat ion without  alt e ring t he  t echnical st at ement s t here in cont ained. 
The  further re fining of the  Securit y Policy document  was conduct ed it e rat ive ly t hroughout  
t he  conformance  t est ing, where in the  Securit y Policy was submit t ed t o t he  vendor, who 
would then edit , modify, and add t echnical cont ent s. The  vendor would also supply addit ional 
documentat ion, which the  laboratory format t ed into t he  exist ing Security Policy, and 
resubmit t ed t o t he  vendor for the ir final edit ing. 
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2 Crypt ographic Module  Spe cif ica t ion 

2.1 De script ion 
Purpose  and  Use : The  Canonical Ltd. Ubuntu 24.04 Kerne l Crypto API Cryptographic Module  
(hereaft e r re ferred t o as “the  module”) provides a C language  applicat ion program int erface  
(API) for use  by other (kerne l space  and user space) processes that  require  cryptographic 
funct ionality. The  module  operat es on a general-purpose  computer as part  of the  Linux 
kerne l. It s cryptographic funct ionalit y can be  accessed using t he  Linux Kerne l Crypto API. 
Module  Type : Software  
Module  Embodime nt : Mult iChipStand 

Crypt ographic Boundary: The  cryptographic boundary of the  module  is defined as t he  kerne l 
binary and t he  kerne l crypto object  files, the  libkcapi library, and t he  kcapi-hasher binary, 
which is used t o verify the  int egrit y of t he  software  component s. In addit ion, t he  
cryptographic boundary cont ains the  .hmac files which st ore  t he  expect ed int egrit y values for 
each of the  software  component s. 

Te st e d  Ope rat iona l Environme nt ’s  Physica l Pe rime t e r (TOEPP): The  TOEPP of the  module  
is defined as t he  general-purpose  computer on which the  module  is inst alled. 

 
Figure 1: Block Diagram 
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2.2 Te st e d and Ve ndor Affirme d Module  Ve rsion and 
Ide nt if ica t ion 
Te st e d  Module  Ide nt ifica t ion – Hardware : 
N/A for this module . 
 
Te st e d  Module  Ide nt ifica t ion – Soft ware , Firmware , Hybrid  (Exe cut able  Code  Se t s): 

Package  or File  Name  Soft ware /  Firmware  
Ve rsion 

Fe a t ure s Int e grit y Te st  

/boot /vmlinuz-6.8.0-38-fips; 
*.ko files in 
/usr/ lib/modules/6.8.0-38-
fips/kerne l/crypto/ , *.ko files in 
/usr/ lib/modules/6.8.0-38-
fips/kerne l/arch/x86/crypt o/ ; 
/usr/ lib/*-linux-
gnu/ libkcapi.so.1.5.0; 
/usr/bin/kcapi-hashe r 

Kerne l: 6.8.0-38-fips; 
libkcapi: 1.4.0-
1ubuntu4 

N/A HMAC SHA-512 
(vmlinuz-6.8.0-38-fips, 
libkcapi.so.1.5.0, kcapi-
hashe r), RSA signature  
verificat ion (*.ko files) 

/boot /vmlinuz-6.8.0-38-fips; 
*.ko files in 
/usr/ lib/modules/6.8.0-38-
fips/kerne l/crypto/ , *.ko files in 
/usr/ lib/modules/6.8.0-38-
fips/kerne l/arch/arm64/crypto/ ; 
/usr/ lib/*-linux-
gnu/ libkcapi.so.1.5.0; 
/usr/bin/kcapi-hashe r 

Kerne l: 6.8.0-38-fips; 
libkcapi: 1.4.0-
1ubuntu4 

N/A HMAC SHA-512 
(vmlinuz-6.8.0-38-fips, 
libkcapi.so.1.5.0, kcapi-
hashe r), RSA signature  
verificat ion (*.ko files) 

/ run/mnt /kerne l/ke rne l.e fi; *.ko 
files in /usr/ lib/module s/6.8.0-
38-fips/kerne l/crypto/ , *.ko 
files in /usr/ lib/module s/6.8.0-
38-
fips/kerne l/arch/x86/crypt o/ ; 
/usr/ lib/*-linux-
gnu/ libkcapi.so.1.5.0; 
/usr/bin/kcapi-hashe r 

Kerne l: 6.8.0-38-fips; 
libkcapi: 1.4.0-
1ubuntu4 

N/A HMAC SHA-512 
(kerne l.e fi, 
libkcapi.so.1.5.0, kcapi-
hashe r), RSA signature  
verificat ion (*.ko files) 

/ run/mnt /kerne l/ke rne l.e fi; *.ko 
files in /usr/ lib/module s/6.8.0-
38-fips/kerne l/crypto/ , *.ko 
files in /usr/ lib/module s/6.8.0-
38-
fips/kerne l/arch/arm64/crypto/ ; 
/usr/ lib/*-linux-
gnu/ libkcapi.so.1.5.0; 
/usr/bin/kcapi-hashe r 

Kerne l: 6.8.0-38-fips; 
libkcapi: 1.4.0-
1ubuntu4 

N/A HMAC SHA-512 
(kerne l.e fi, 
libkcapi.so.1.5.0, kcapi-
hashe r), RSA signature  
verificat ion (*.ko files) 

Table 2: Tested Module Ident ificat ion – Software, Firmware, Hybrid (Executable Code Set s) 

 
Te st e d  Module  Ide nt ifica t ion – Hybrid  Disjo int  Hardware : 
N/A for this module . 
 
Te st e d  Ope rat iona l Environme nt s  - Soft ware , Firmware , Hybrid: 
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The  module  makes use  of hardware  acce le rat ion provided by t he  hardware  plat form. Namely, 
AES-NI from the  Int e l based plat form, and NEON and Cryptography Extension (CE) for t he  
Gravit on3 based plat form, list ed in t he  Tested Operat ional Environments - Software, Firmware, 
Hybrid t able . AES-NI, SHA ext ensions, NEON, and Cryptography Extensions are  considered as 
PAA. 
 

Ope ra t ing 
Syst e m 

Hardware  Pla t form Proce ssors  PAA/ PAI Hype rvisor 
or Host  OS 

Ve rsion(s) 

Ubuntu 24.04 LTS 
64-bit  

Supermicro SYS-1019P-
WTR 

Inte l Xeon Gold 
6226 

Yes N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Ubuntu 24.04 LTS 
64-bit  

Supermicro SYS-1019P-
WTR 

Inte l Xeon Gold 
6226 

No N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Ubuntu Core  24 
64-bit  

Supermicro SYS-1019P-
WTR 

Inte l Xeon Gold 
6226 

Yes N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Ubuntu Core  24 
64-bit  

Supermicro SYS-1019P-
WTR 

Inte l Xeon Gold 
6226 

No N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Ubuntu 24.04 LTS 
64-bit  

Amazon Web Services 
(AWS) c7g.me tal 

AWS Gravit on3 Yes N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Ubuntu 24.04 LTS 
64-bit  

Amazon Web Services 
(AWS) c7g.me tal 

AWS Gravit on3 No N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Ubuntu Core  24 
64-bit  

Amazon Web Services 
(AWS) c7g.me tal 

AWS Gravit on3 Yes N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Ubuntu Core  24 
64-bit  

Amazon Web Services 
(AWS) c7g.me tal 

AWS Gravit on3 No N/A Kerne l: 6.8.0-38-
fips 
Libkcapi: 1.4.0-
1ubuntu4 

Table 3: Tested Operat ional Environments - Software, Firmware, Hybrid 

 
Vendor-Affirmed Operational Environments - Software, Firmware, Hybrid: 

Ope ra t ing Syst e m Hardware  Pla t form 
Ubuntu 24.04 LTS 64-bit  IBM Telum on IBM z16 A01 

Table 4: Vendor-Affirmed Operat ional Environments - Software, Firmware, Hybrid 

CMVP makes no st at ement  as t o t he  correct  operat ion of the  module  or t he  security 
st rengths of the  generated keys when so port ed if t he  specific operat ional environment  is not  
list ed on t he  validat ion cert ificat e . 
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2.3 Exclude d Compone nt s  
Not  applicable . 

2.4 Mode s of Ope ra t ion 
 
Modes List and Description: 

Mode  
Name  

De script ion Type  St a t us Indica t or  

Approved 
mode  

Automat ically 
ent ered wheneve r 
an approved service  
is request ed 

Approved Mapped to approved service  indicat or in Sect ion 4.3 for all 
approved algorit hms except  GCM: respect ive  approved 
service  funct ion re turns indicator 0. For GCM: 
crypto_aead_get_flags(t fm) has t he  
CRYPTO_TFM_FIPS_COMPLIANCE flag se t . 

Non-
approved 
mode  

Automat ically 
ent ered wheneve r a 
non-approved 
service  is request ed 

Non-
Approved 

No service  indicat or required for non-approved services 
per IG 2.4.C 

Table 5: Modes List  and Descript ion 

Mode  Change  Inst ruct ions and  St a t us: 

Aft e r passing all pre -operat ional se lf-t est s and cryptographic algorit hm se lf-t est s execut ed on 
st art -up, t he  module  automat ically t ransit ions t o t he  approved mode . No operator 
int e rvent ion is required t o reach this point . The  module  automat ically swit ches be tween the  
approved and non-approved modes depending on t he  services request ed by t he  operator. 
The  st atus indicator of the  mode  of operat ion is equivalent  t o t he  indicator of the  service  t hat  
was request ed. 

2.5 Algorit hms 
Approve d Algorit hms: 

Algorit hm CAVP Ce rt  Prope rt ie s  Re fe re nce  
AES-CBC A5588, A5593, A5596, A5599, A5604, 

A5606, A5609 
Direct ion - Decrypt , Encrypt  
Key Lengt h - 128, 192, 256 

SP 800-38A 

AES-CBC-CS3 A5588, A5593, A5596, A5599, A5604, 
A5606, A5609 

Direct ion - decrypt , encrypt  
Key Lengt h - 128, 192, 256 

SP 800-38A 

AES-CCM A5588, A5593, A5596, A5599, A5609 Key Lengt h - 128, 192, 256 SP 800-38C 
AES-CMAC A5588, A5593, A5596, A5599, A5604, 

A5609 
Direct ion - Generat ion, Verificat ion 
Key Lengt h - 128, 192, 256 

SP 800-38B 

AES-CTR A5588, A5593, A5596, A5599, A5604, 
A5606, A5609 

Direct ion - Decrypt , Encrypt  
Key Lengt h - 128, 192, 256 

SP 800-38A 

AES-ECB A5588, A5591, A5592, A5593, A5594, 
A5595, A5596, A5599, A5600, A5601, 
A5602, A5603, A5604, A5606, A5607, 
A5608, A5609, A5610, A5611 

Direct ion - Decrypt , Encrypt  
Key Lengt h - 128, 192, 256 

SP 800-38A 

AES-GCM A5588, A5592, A5593, A5595, A5596, 
A5599, A5601, A5603, A5606, A5608, 
A5609, A5611 

Direct ion - Decrypt , Encrypt  
IV Gene rat ion - External 
Key Lengt h - 128, 192, 256 

SP 800-38D 
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Algorit hm CAVP Ce rt  Prope rt ie s  Re fe re nce  
AES-GCM A5591, A5594, A5600, A5602, A5607, 

A5610 
Direct ion - Decrypt , Encrypt  
IV Gene rat ion - Int e rnal 
IV Gene rat ion Mode  - 8.2.1 
Key Lengt h - 128, 192, 256 

SP 800-38D 

AES-GMAC A5588, A5593, A5596, A5599, A5609 Direct ion - Decrypt , Encrypt  
IV Gene rat ion - External 
Key Lengt h - 128, 192, 256 

SP 800-38D 

AES-KW A5588, A5593, A5599, A5609 Direct ion - Decrypt , Encrypt  
Key Lengt h - 128, 192, 256 

SP 800-38F 

AES-XTS 
Test ing 
Revision 2.0 

A5588, A5593, A5596, A5599, A5604, 
A5606, A5609 

Direct ion - Decrypt , Encrypt  
Key Lengt h - 128, 256 

SP 800-38E 

Count er DRBG A5588, A5591, A5592, A5593, A5594, 
A5595, A5599, A5600, A5601, A5602, 
A5603, A5606, A5607, A5608, A5609, 
A5610, A5611 

Predict ion Resist ance  - No, Yes 
Mode  - AES-128, AES-192, AES-256 
Derivat ion Funct ion Enabled - Yes 

SP 800-90A 
Rev. 1 

ECDSA KeyGen 
(FIPS186-5) 

A5588 Curve  - P-256, P-384 
Secre t  Generat ion Mode - t est ing 
candidat es 

FIPS 186-5 

ECDSA SigVer 
(FIPS186-4) 

A5589 Component  - No 
Curve  - P-256, P-384 
Hash Algorit hm - SHA-1 

FIPS 186-4 

ECDSA SigVer 
(FIPS186-5) 

A5589 Curve  - P-256, P-384 
Hash Algorit hm - SHA2-224, SHA2-
256, SHA2-384, SHA2-512, SHA3-
256, SHA3-384, SHA3-512 

FIPS 186-5 

Hash DRBG A5588, A5612, A5613, A5614 Predict ion Resist ance  - No, Yes 
Mode  - SHA2-256, SHA2-512 

SP 800-90A 
Rev. 1 

HMAC DRBG A5588, A5612, A5613, A5614 Predict ion Resist ance  - No, Yes 
Mode  - SHA2-256, SHA2-512 

SP 800-90A 
Rev. 1 

HMAC-SHA-1 A5588, A5596, A5612, A5613, A5614 Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA2-
224 

A5588, A5596, A5604, A5605, A5612, 
A5613, A5614 

Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA2-
256 

A5588, A5596, A5604, A5605, A5612, 
A5613, A5614 

Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA2-
384 

A5588, A5598, A5605, A5612, A5613, 
A5614 

Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA2-
512 

A5588, A5598, A5605, A5612, A5613, 
A5614 

Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA3-
224 

A5588, A5597 Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA3-
256 

A5588, A5597 Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA3-
384 

A5588, A5597 Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

HMAC-SHA3-
512 

A5588, A5597 Key Lengt h - Key Lengt h: 112-
524288 Increment  8 

FIPS 198-1 

KAS-ECC-SSC 
Sp800-56Ar3 

A5588 Domain Parame ter Generat ion 
Me thods - P-256, P-384 
Scheme - 
ephemeralUnified - 
KAS Role  - init iator, responder 

SP 800-56A 
Rev. 3 
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Algorit hm CAVP Ce rt  Prope rt ie s  Re fe re nce  
KAS-FFC-SSC 
Sp800-56Ar3 

A5588 Domain Parame ter Generat ion 
Me thods - ffdhe2048, ffdhe3072, 
ffdhe4096, ffdhe6144, ffdhe8192 
Scheme - 
dhEphem - 
KAS Role  - init iator, responder 

SP 800-56A 
Rev. 3 

RSA SigVer 
(FIPS186-4) 

A5588 Signature  Type  - PKCS 1.5 
Modulo - 2048, 3072, 4096 

FIPS 186-4 

RSA SigVer 
(FIPS186-5) 

A5588, A5590 Modulo - 2048, 3072, 4096 
Signature  Type  - pkcs1v1.5 

FIPS 186-5 

Safe  Primes 
Key 
Generat ion 

A5588 Safe  Prime Groups - ffdhe2048, 
ffdhe3072, ffdhe4096, ffdhe6144, 
ffdhe8192 

SP 800-56A 
Rev. 3 

SHA-1 A5588, A5596, A5612, A5613, A5614 Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 180-4 

SHA2-224 A5588, A5596, A5604, A5605, A5612, 
A5613, A5614 

Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 180-4 

SHA2-256 A5588, A5596, A5604, A5605, A5612, 
A5613, A5614 

Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 180-4 

SHA2-384 A5588, A5598, A5605, A5612, A5613, 
A5614 

Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 180-4 

SHA2-512 A5588, A5598, A5605, A5612, A5613, 
A5614 

Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 180-4 

SHA3-224 A5588, A5597 Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 202 

SHA3-256 A5588, A5597 Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 202 

SHA3-384 A5588, A5597 Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 202 

SHA3-512 A5588, A5597 Message  Lengt h - Message  Length: 
0-65536 Increment  8 
Large  Message  Sizes - 1, 2 

FIPS 202 

Table 6: Approved Algorithms 

Ve ndor-Affirme d Algorit hms: 

Name  Prope rt ie s  Imple me nt a t ion Re fe re nce  
ECC and DH CKG Key Type:Asymmet ric N/A SP800-133r2, sect ion 4 (example  1) 

Table 7: Vendor-Affirmed Algorithms 

Non-Approve d, Allowe d Algorit hms: 

N/A for this module . 

Non-Approve d, Allowe d Algorit hms wit h No Se curit y Cla ime d: 



Canonical Ltd. Ubuntu 24.04 Kernel Crypto API Cryptographic Module  FIPS 140-3 Non-Proprie t ary Securit y Policy 

 
 

 
© 2026 Canonical Ltd. /  at sec informat ion securit y. 

This document  can be  reproduced and dist ribut ed only whole and int act , including t his copyright  not ice . 
13 of 78 

N/A for this module . 

Non-Approve d, Not  Allowe d Algorit hms: 

Name  Use  and Funct ion 
AES-GCM wit h 
external IV 

Encrypt ion wit h external IV (not  compliant  t o FIPS 140-3 IG C.H) 

KBKDF (libkcapi) Key de rivat ion wit h implementat ion not  t est ed by CAVP 
HKDF (libkcapi) Key de rivat ion wit h implementat ion not  t est ed by CAVP 
PBKDF2 
(libkcapi) 

Password-based key derivat ion wit h implementat ion not  t est ed by CAVP 

RSA Encrypt ion primit ive ; Decrypt ion primit ive  (not  compliant  t o SP 800-56Br2) 
RSA with 
PKCS# 1 v1.5 
padding 

Signature  gene rat ion (pre -hashed message); Signature  verificat ion (pre-hashed 
message); Key encapsulat ion (not  compliant  t o  SP 800-56Br2); Key un-encapsulat ion 
(not  compliant  t o SP 800-56Br2) 

KAS-IFC-SSC Shared secre t  computat ion not  t est ed by CAVP 
Table 8: Non-Approved, Not  Allowed Algorithms 

2.6 Se curit y Funct ion Imple me nt a t ions  
Name  Type  De script ion Prope rt ie s  Algorit hms 

Encrypt ion and 
Decrypt ion with 
AES 

BC-UnAut h SP800-38A. 
Encrypt ion, 
Decrypt ion 

 AES-CBC: (A5588, 
A5593, A5596, 
A5599, A5604, 
A5606, A5609) 
AES-ECB: (A5588, 
A5591, A5592, 
A5593, A5594, 
A5595, A5596, 
A5599, A5600, 
A5601, A5602, 
A5603, A5604, 
A5606, A5607, 
A5608, A5609, 
A5610, A5611) 
AES-CBC-CS3: 
(A5588, A5593, 
A5596, A5599, 
A5604, A5606, 
A5609) 
AES-XTS Test ing 
Revision 2.0: 
(A5588, A5593, 
A5596, A5599, 
A5604, A5606, 
A5609) 

Random Number 
Generat ion with 
HMAC DRBG, Hash 
DRBG or Count er 
DRBG 

DRBG SP800-90Ar1. 
Random number 
generat ion 

 Hash DRBG: 
(A5588, A5612, 
A5613, A5614) 
HMAC DRBG: 
(A5588, A5612, 
A5613, A5614) 
Count er DRBG: 
(A5588, A5591, 



Canonical Ltd. Ubuntu 24.04 Kernel Crypto API Cryptographic Module  FIPS 140-3 Non-Proprie t ary Securit y Policy 

 
 

 
© 2026 Canonical Ltd. /  at sec informat ion securit y. 

This document  can be  reproduced and dist ribut ed only whole and int act , including t his copyright  not ice . 
14 of 78 

Name  Type  De script ion Prope rt ie s  Algorit hms 
A5592, A5593, 
A5594, A5595, 
A5599, A5600, 
A5601, A5602, 
A5603, A5606, 
A5607, A5608, 
A5609, A5610, 
A5611) 

Message  
Authent icat ion 
Code  Generat ion 
with AES or HMAC 

MAC SP800-38B, SP800-
38D, FIPS 198-1. 
Message  
authent icat ion 

 HMAC-SHA-1: 
(A5588, A5596, 
A5612, A5613, 
A5614) 
HMAC-SHA2-224: 
(A5588, A5596, 
A5604, A5605, 
A5612, A5613, 
A5614) 
HMAC-SHA2-256: 
(A5588, A5596, 
A5604, A5605, 
A5612, A5613, 
A5614) 
HMAC-SHA2-384: 
(A5588, A5598, 
A5605, A5612, 
A5613, A5614) 
HMAC-SHA2-512: 
(A5588, A5598, 
A5605, A5612, 
A5613, A5614) 
AES-CMAC: (A5588, 
A5593, A5596, 
A5599, A5604, 
A5609) 
AES-GMAC: (A5588, 
A5593, A5596, 
A5599, A5609) 
HMAC-SHA3-224: 
(A5588, A5597) 
HMAC-SHA3-256: 
(A5588, A5597) 
HMAC-SHA3-384: 
(A5588, A5597) 
HMAC-SHA3-512: 
(A5588, A5597) 

Message  
Authent icat ion 
Code  Verificat ion 
with AES-GMAC 

MAC SP800-38D, FIPS 
198-1. Message  
authent icat ion 

 AES-GMAC: (A5588, 
A5593, A5596, 
A5599, A5609) 

Shared Secre t  
Comput at ion with 
KAS-FFC-SSC or 
KAS-ECC-SSC 

KAS-SSC SP 800-56Ar3. KAS-
ECC-SSC and KAS-
FFC-SSC pe r IG D.F 
Scenario  2 (1) 

KAS-ECC-SSC 
Sp800-56Ar3 
st rengt h:128-192 
bit s 
KAS-FFC-SSC 
Sp800-56Ar3 

KAS-ECC-SSC 
Sp800-56Ar3: 
(A5588) 
KAS-FFC-SSC 
Sp800-56Ar3: 
(A5588) 
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Name  Type  De script ion Prope rt ie s  Algorit hms 
st rengt h:112-200 
bit s 

Message  Digest  
with SHA 

SHA FIPS180-4, FIPS202. 
Message  digest  

 SHA-1: (A5588, 
A5596, A5612, 
A5613, A5614) 
SHA2-224: (A5588, 
A5596, A5604, 
A5605, A5612, 
A5613, A5614) 
SHA2-256: (A5588, 
A5596, A5604, 
A5605, A5612, 
A5613, A5614) 
SHA2-384: (A5588, 
A5598, A5605, 
A5612, A5613, 
A5614) 
SHA2-512: (A5588, 
A5598, A5605, 
A5612, A5613, 
A5614) 
SHA3-224: (A5588, 
A5597) 
SHA3-256: (A5588, 
A5597) 
SHA3-384: (A5588, 
A5597) 
SHA3-512: (A5588, 
A5597) 

Key Pair Gene rat ion 
with ECDSA or Safe  
Primes 

AsymKeyPair-
KeyGen 
CKG 

FIPS186-5, SP800-
56Ar3. ECDSA Key 
pair generat ion 
according to  
FIPS186-5, 
Appendix A.2.2 per 
IG D.H; Safe  Primes 
Key Generat ion 
according to  SP800-
56Ar3, Sect ion 
5.6.1.1.4 per IG D.H 

KAS-ECC-SSC 
Sp800-56Ar3 
curves:128, 192 bit s 
of st rength 
KAS-FFC-SSC 
Sp800-56Ar3 key 
sizes:112-200 bit s 
of st rength 

Safe  Primes Key 
Generat ion: 
(A5588) 
ECDSA KeyGen 
(FIPS186-5): 
(A5588) 
ECC and DH CKG: () 

Authent icat ed 
Encrypt ion and 
Authent icat ed 
Decrypt ion with 
AES-CCM 

BC-Auth SP800-38C. 
Authent icat ed 
encrypt ion, 
Authent icat ed 
decrypt ion 

 AES-CCM: (A5588, 
A5593, A5596, 
A5599, A5609) 

Authent icat ed 
Decrypt ion with 
AES-GCM 

BC-AuthDecrypt  SP800-38D. 
Authent icat ed 
decrypt ion 

 AES-GCM: (A5588, 
A5591, A5592, 
A5593, A5594, 
A5595, A5596, 
A5599, A5600, 
A5601, A5602, 
A5603, A5606, 
A5607, A5608, 
A5609, A5610, 
A5611) 
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Name  Type  De script ion Prope rt ie s  Algorit hms 
Authent icat ed 
Encrypt ion and 
Authent icat ed 
Decrypt ion with 
AES-CBC or AES-
CTR with HMAC 

BC-Auth SP800-38A, FIPS 
198-1. 
Authent icat ed 
encrypt ion, 
authent icat ed 
decrypt ion. 

 AES-CBC: (A5588, 
A5593, A5596, 
A5599, A5604, 
A5606, A5609) 
AES-CTR: (A5588, 
A5593, A5596, 
A5599, A5604, 
A5606, A5609) 
HMAC-SHA-1: 
(A5588, A5596, 
A5612, A5613, 
A5614) 
HMAC-SHA2-224: 
(A5588, A5596, 
A5604, A5605, 
A5612, A5613, 
A5614) 
HMAC-SHA2-256: 
(A5588, A5596, 
A5604, A5605, 
A5612, A5613, 
A5614) 
HMAC-SHA2-384: 
(A5588, A5598, 
A5605, A5612, 
A5613, A5614) 
HMAC-SHA2-512: 
(A5588, A5598, 
A5605, A5612, 
A5613, A5614) 

Signature  
Verificat ion wit h 
RSA 

DigSig-SigVer Signature  
verificat ion 

 RSA SigVer 
(FIPS186-5): 
(A5588, A5590) 
SHA2-224: (A5588, 
A5596, A5604, 
A5605, A5612, 
A5613, A5614) 
SHA2-256: (A5588, 
A5596, A5604, 
A5605, A5612, 
A5613, A5614) 
SHA2-384: (A5588, 
A5598, A5605, 
A5612, A5613, 
A5614) 
SHA2-512: (A5588, 
A5598, A5605, 
A5612, A5613, 
A5614) 

Signature  
Verificat ion wit h 
ECDSA 

DigSig-SigVer Signature  
verificat ion 

 SHA2-224: (A5588, 
A5596, A5604, 
A5605, A5612, 
A5613, A5614) 
SHA2-256: (A5588, 
A5596, A5604, 
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Name  Type  De script ion Prope rt ie s  Algorit hms 
A5605, A5612, 
A5613, A5614) 
SHA2-384: (A5588, 
A5598, A5605, 
A5612, A5613, 
A5614) 
SHA2-512: (A5588, 
A5598, A5605, 
A5612, A5613, 
A5614) 
ECDSA SigVer 
(FIPS186-5): 
(A5589) 
SHA3-256: (A5588, 
A5597) 
SHA3-384: (A5588, 
A5597) 
SHA3-512: (A5588, 
A5597) 

Authent icat ed 
Encrypt ion and 
Authent icat ed 
Decrypt ion with 
AES-KW 

BC-Auth SP 800-38F. 
Authent icat ed 
encrypt ion, 
Authent icat ed 
decrypt ion 

 AES-KW: (A5588, 
A5593, A5599, 
A5609) 

Legacy Signature  
Verificat ion wit h 
RSA 

DigSig-SigVer Legacy Signature  
verificat ion 

Publicat ions:FIPS 
140-3 IG C.M legacy 
algorit hms 

SHA-1: (A5588, 
A5596, A5612, 
A5613, A5614) 
RSA SigVer 
(FIPS186-4): 
(A5588) 

Legacy Signature  
Verificat ion wit h 
ECDSA 

DigSig-SigVer Legacy Signature  
verificat ion 

Publicat ions:FIPS 
140-3 IG C.M legacy 
algorit hms 

ECDSA SigVer 
(FIPS186-4): 
(A5589) 
SHA-1: (A5588, 
A5596, A5612, 
A5613, A5614) 

Table 9: Security Funct ion Implementat ions 

2.7 Algorit hm Spe cific Informat ion 

2.7.1 AES GCM IV 

For IPsec, the  module  offe rs the  AES GCM implementat ion and uses the  cont ext  of Scenario 1 
(b) of FIPS 140-3 IG C.H. The  mechanism for IV generat ion is compliant  with RFC 4106. IVs 
generat ed using this mechanism may only be  used in t he  cont ext  of AES GCM encrypt ion 
within t he  IPsec protocol. 

The  module  does not  implement  IPsec. The  module’s implementat ion of AES GCM is used 
t oge ther with an applicat ion t hat  runs out side  t he  module’s cryptographic boundary. This 
applicat ion must  use  RFC 7296 compliant  IKEv2 to est ablish t he  shared secre t  SKEYSEED from 
which the  AES GCM encrypt ion keys are  derived. 
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The  design of the  IPsec protocol implicit ly ensures t hat  t he  count er (t he  nonce_explicit  part  
of t he  IV) does not  exhaust  t he  maximum number of possible  values for a given session key. 

In t he  event  the  module’s power is lost  and restored, t he  consuming applicat ion must  ensure  
t hat  a new key for use  with t he  AES GCM key encrypt ion or decrypt ion under t his scenario 
shall be  est ablished. 

The  module  also provides a non-approved AES GCM encrypt ion service  which accept s 
arbit rary ext e rnal IVs from the  operator. This se rvice  can be  request ed by invoking t he  
crypto_aead_encrypt  API funct ion with an AES GCM handle. When this is t he  case , the  API will 
not  se t  an approved service  indicator, as described in t he  Approved Services t able . 

2.7.2 AES XTS 

The length of a single  dat a unit  encrypt ed or decrypt ed with AES XTS shall not  exceed 220 AES 
blocks, that  is 16MB, of dat a per XTS inst ance . An XTS inst ance  is defined in Sect ion 4 of SP 
800-38E.  

The  XTS mode  shall only be  used for t he  cryptographic prot ect ion of data on st orage  devices. 
It  shall not  be  used for other purposes, such as the  encrypt ion of dat a in t ransit .  

To meet  t he  requirement  st at ed in IG C.I, the  module  implement s a check t o ensure  t hat  t he  
two AES keys used in AES XTS mode  are  not  ident ical. Key_1 and Key_2 shall be  generat ed 
and/or est ablished independent ly according t o the  rules for component  symmet ric keys from 
NIST SP 800-133r2, Sect ion 6.3. 

2.7.3 Diffie -He llman and EC Diffie -He llman 

The  module  offe rs DH and ECDH shared secre t  computat ion services compliant  t o t he  SP 800-
56Ar3 and meet ing IG D.F scenario 2 path (1). To meet  t he  required assurances list ed in 
Sect ion 5.6 of SP 800-56Ar3, t he  module  shall be  used t oge ther with an applicat ion t hat  
implement s t he  IPSec protocol and t he  following st eps shall be  performed: 

1. The ent it y using t he  module , must  use  the  module 's "Key pair generat ion" service : t he  
se t_secre t  and generat e_public_key API funct ions, t o generat e  DH/ECDH ephemeral 
key pairs. This meet s t he assurances required by key pair owner defined in t he  sect ion 
5.6.2.1 of SP 800-56Ar3. 

2. As part  of the  module 's shared secre t  computat ion service , the  module  int e rnally 
performs t he  public key validat ion on t he  peer's public key passed in as input  t o t he  
API funct ion. This meet s t he  public key validit y assurance  required by the  sect ion 
5.6.2.2.2 of SP 800-56Ar3. 

3. The module  does not  support  st at ic keys, therefore  t he  "assurance  of peer's 
possession of privat e  key" is not  applicable . 

2.7.4 SHA-3 

The  module  implement s HMAC with SHA3-224, SHA3-256, SHA3-384, SHA3-512. The  CAVP 
cert ificat es have  been obt ained for the  HMAC algorit hm as well as for all t he  SHA3 
implementat ions. The  CAVP cert ificat es are  list ed in t he  Approved Algorithms t able . 
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2.7.5 RSA 

The module  implement s FIPS 186-4 RSA SigVer and FIPS 186-5 RSA SigVer. All RSA modulus 
lengths (i.e ., 2048, 3072, 4096 bit s) have  been CAVP t est ed. The  CAVP cert ificat es are  list ed in 
t he  Approved Algorithms t able . Algorit hms designat ed as “Legacy” can only be  used on dat a 
t hat  was generat ed prior t o t he  Legacy Date  specified in FIPS 140-3 IG C.M. 

2.7.6 SHA-1 

Digit al signature  generat ion using SHA-1 is non-approved and not  allowed in approved 
services. 

2.8 RBG and Ent ropy 
Ce rt  

Numbe r 
Ve ndor 
Name  

E243 Canonical Ltd. 
Table 10: Ent ropy Cert ificates 

 
Name  Type  Ope ra t iona l Environme nt  Sample  

Size  
Ent ropy 

pe r 
Sample  

Condit ioning 
Compone nt  

Canonical Ltd. 
Kerne l CPU 
Time J it t e r RNG 
Ent ropy Source  
Version 3.4.0 

Non-
Physical 

Ubuntu 24.04 LTS on Int e l Xeon Gold 6226 
on Supermicro SYS-1019P-WTR; Ubuntu 
24.04 LTS on AWS Graviton3 on Amazon 
Web Services (AWS) c7g.met al; Ubuntu Core  
24 on Int e l Xeon Gold 6226 on Supe rmicro 
SYS-1019P-WTR; Ubuntu Core  24 on AWS 
Graviton3 on Amazon Web Services (AWS) 
c7g.met al 

256 
bit s 

256 bit s SHA3-256 
(A5588) 

Table 11: Ent ropy Sources 

The  module  implement s t hree  diffe rent  Det erminist ic Random Bit  Generator (DRBG) 
implementat ions based on SP 800-90Ar1: Counter DRBG, Hash DRBG, and HMAC DRBG. Each 
of t hese  DRBG implementat ions can be  inst ant iat ed by t he  operator of the  module , using the  
parameters list ed specified in t he  Security Funct ion Implementat ions t able . When inst ant iat ed, 
t hese  DRBGs can be  used t o generat e  random numbers for ext e rnal usage . Addit ionally, the  
module  employs a specific HMAC-SHA-512 DRBG implementat ion for int e rnal purposes (e .g. 
t o generat e  asymmetric key pairs).  

The  module  complies with t he  Public Use  Document  for ESV cert ificat e  E243 by reading 
ent ropy data from the  jent_kcapi_random() funct ion, which corresponds to t he  GetEnt ropy() 
conceptual int e rface . This funct ion output s 256 bit s of full ent ropy. 

The  HMAC-SHA-512 DRBG is inst ant iat ed with a 384-bit  ent ropy input  and reseeded with a 
256-bit s long ent ropy input . Output s of mult iple  GetEnt ropy() calls are  concat enat ed t o 
rece ive  t he  ent ropy input  length great er t han 256 bit s. The  output  is t runcat ed t o ge t  t he  
ent ropy input  st ring which is not  a mult iple  of 256. 
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2.9 Ke y Ge ne ra t ion 
The module  implement s Cryptographic Key Generat ion (CKG, vendor affirmed), compliant  
with SP 800-133r2. When random values are  required, they are  direct ly obt ained as output  
from the  SP 800-90Ar1 approved DRBG, compliant  with Sect ion 4 of SP 800-133r2 (wit hout  
XOR, as described in Addit ional Comment  2 of IG D.H).  

The  following methods are  implemented: Safe  Primes key pair generat ion and ECDSA key pair 
generat ion 

Int e rmediat e  key generat ion values are  not  output  from the  module  and are  explicit ly 
zeroized aft e r processing t he  service . 

2.10 Ke y Est ablishme nt  
The  module  does not  est ablish SSPs using an approved key agreement  scheme (KAS). 
However, it  does offe r some or all of t he  underlying KAS cryptographic funct ionalit y t o be  
used by an ext ernal operator/applicat ion as part  of an approved KAS. These  are  KAS-FFC-SSC 
and KAS-ECC-SSC 

The  module  does not  est ablish SSPs using an approved key t ransport  scheme (KTS). However, 
it  does offe r approved authent icat ed algorithms t hat  can be  used by an ext ernal 
operator/applicat ion as part  of an approved KTS. These  are  AES-KW, AES-CCM, AES-GCM, and 
AES-CBC or AES-CTR with HMAC SHA-1, HMAC SHA-256, HMAC SHA-384, or HMAC SHA-512. 

2.11 Indust ry Pro t ocols 
AES-GCM with int e rnal IV generat ion in t he  approved mode  is compliant  with RFC 4106 and 
shall only be  used in conjunct ion with the  IPsec protocol.  

For Diffie -Hellman, the  module  support s the  use  of t he  following safe  primes: 

• TLS (RFC 7919): ffdhe2048 (ID = 256), ffdhe3072 (ID = 257), ffdhe4096 (ID = 258), 
ffdhe6144 (ID = 259), ffdhe8192 (ID = 260) 

For Ellipt ic Curve  Diffie -Hellman, the  module  support s t he  use  of t he  following curves: 

• TLS (RFC 4492): P-256 (secp256r1), P-384 (secp384r1) 

No other part s of the  TLS or IPSec protocols, other t han t hose  ment ioned above , have  been 
t est ed by t he  CAVP and CMVP. 

2.12 ECDSA 
The module  implement s FIPS 186-4 ECDSA SigVer and FIPS 186-5 ECDSA SigVer. Algorithms 
designat ed as “Legacy” can only be  used on data t hat  was generat ed prior t o t he  Legacy Date  
specified in FIPS 140-3 IG C.M. 
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3 Crypt ographic Module  Int e rface s 

3.1 Port s  and Int e rface s  
Physica l 

Port  
Logica l 

Int e rface (s) 
Dat a  That  Passe s  

N/A Dat a Input  API data input  paramet ers, AF_ALG type  socke t s 
N/A Dat a Output  API output  parame te rs, AF_ALG t ype  socket s 
N/A Cont rol Input  API funct ion calls, API cont rol input  paramet ers, AF_ALG type  socket s, kerne l 

command line  
N/A Status 

Output  
API re turn values, AF_ALG type  socke t s, kerne l logs 

Table 12: Port s and Interfaces 

The  logical int e rfaces are  t he  APIs through which t he  applicat ions request  se rvices. These  
logical int e rfaces are  logically separat ed from each other by the  API design. The  module  does 
not  implement  a cont rol output  int e rface. 
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4 Role s , Se rvice s , and Aut he nt ica t ion 

4.1 Aut he nt ica t ion Me t hods  
N/A for this module . 

4.2 Role s 
Name  Type  Ope ra t or Type  Aut he nt ica t ion Me t hods  

CO Role  CO None  
Table 13: Roles 

The  module  support s t he  Crypto Officer role  only. This sole  role  is implicit ly and always 
assumed by t he  operator of the  module . No support  is provided for mult iple  concurrent  
operators. 

4.3 Approve d Se rvice s  
Name  De script io

n 
Indica t or  Input s  Out put s  Se curit y 

Funct ions  
SSP 

Acce ss 
Message  
Digest  

Comput e  a 
message  
digest  

crypto_shash_init  re turns 0 Message  Digest  
Value  

Message  
Digest  with 
SHA 

CO 

Encrypt ion Encrypt  a 
plaint ext  

crypto_skcipher_se t key 
re turns 0 

AES Key, 
plaint ext  

Ciphert ex
t  

Encrypt ion 
and 
Decrypt ion 
with AES 

CO 
- AES Key: 
W,E 

Decrypt ion Decrypt  a 
ciphert ext  

crypto_skcipher_se t key 
re turns 0 

AES Key, 
ciphert e
xt  

Plaint ext  Encrypt ion 
and 
Decrypt ion 
with AES 

CO 
- AES Key: 
W,E 

Authent icat
ed 
Encrypt ion 

Encrypt  a 
plaint ext  

crypto_aead_se t key re turns 0 AES Key, 
IV, 
plaint ext  

Ciphert ex
t , MAC 
tag 

Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
CCM 
Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
CBC or AES-
CTR with 
HMAC 

CO 
- AES Key: 
W,E 
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Name  De script io
n 

Indica t or  Input s  Out put s  Se curit y 
Funct ions  

SSP 
Acce ss 

Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
KW 

Authent icat
ed 
Decrypt ion 

Decrypt  a 
ciphert ext  

For all except  AES GCM: 
crypto_aead_se t key re turns 0; 
For AES GCM: 
crypto_aead_get_flags(t fm) 
has t he  
CRYPTO_ALG_FIPS140_COMP
LIANT flag se t  

AES key, 
IV, MAC 
tag, 
ciphert e
xt  

Plaint ext  
or failure  

Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
CCM 
Authent icat
ed 
Decrypt ion 
with AES-
GCM 
Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
CBC or AES-
CTR with 
HMAC 
Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
KW 

CO 
- AES Key: 
W,E 

Message  
Authent icat i
on Code  
Generat ion 

Comput e  a 
MAC t ag 

crypto_shash_init  re turns 0 AES Key 
or HMAC 
key, 
message  

MAC t ag Message  
Authent icat i
on Code  
Generat ion 
with AES or 
HMAC 

CO 
- AES Key: 
W,E 
- HMAC 
Key: W,E 

Message  
Authent icat i
on Code  
Verificat ion 

Verify a 
MAC t ag 

crypto_shash_init  re turns 0 AES key, 
MAC t ag, 
message  

Pass/ fail Message  
Authent icat i
on Code  
Verificat ion 

CO 
- AES Key: 
W,E 
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Name  De script io
n 

Indica t or  Input s  Out put s  Se curit y 
Funct ions  

SSP 
Acce ss 

with AES-
GMAC 

Random 
Number 
Generat ion 

Generat e  
random 
byt es 

crypto_rng_ge t_bytes re turns 
0 

Output  
length 

Random 
byt es 

Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er 
DRBG 

CO 
- Ent ropy 
Input  (IG 
D.L): W,E,Z 
- 
CTR_DRBG 
Seed (IG 
D.L): G,E 
- 
Hash_DRB
G Seed (IG 
D.L): G,E 
- 
HMAC_DR
BG Seed 
(IG D.L): 
G,E 
- 
CTR_DRBG 
Inte rnal 
St at e  (V, 
Key) (IG 
D.L): G,W,E 
- 
Hash_DRB
G Int ernal 
Stat e  (V, C) 
(IG D.L): 
G,W,E 
- 
HMAC_DR
BG 
Inte rnal 
St at e  (V, 
Key) (IG 
D.L): G,W,E 

Shared 
Secre t  
Comput at io
n 

Comput e  a 
shared 
secre t  

crypto_kpp_compute_shared_
secre t  re turns 0 

DH 
privat e  
key, DH 
public 
key or 
EC 
privat e  
key, EC 
public 
key 

Shared 
secre t  

Shared 
Secre t  
Comput at io
n with KAS-
FFC-SSC or 
KAS-ECC-
SSC 

CO 
- DH Public 
Key: W,E 
- DH 
Private  
Key: W,E 
- EC Public 
Key: W,E 
- EC 
Private  
Key: W,E 
- Shared 
Secre t : G,R 

Key Pair 
Generat ion 

Generat e  a 
key pair 

crypto_kpp_se t_secre t  and 
crypto_kpp_generat e_public_
key re turn 0 

Safe  
Primes: 
Group; 

Safe  
Primes: 
DH 

Key Pair 
Generat ion 
with ECDSA 

CO 
- 
Int e rmedia
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Name  De script io
n 

Indica t or  Input s  Out put s  Se curit y 
Funct ions  

SSP 
Acce ss 

ECDSA: 
Curve  

privat e  
key, DH 
public 
key; 
ECDSA: 
EC private  
key, EC 
public key 

or Safe  
Primes 

t e  Key 
Generat io
n Value : 
G,E,Z 
- DH Public 
Key: G,R 
- DH 
Private  
Key: G,R 
- EC Public 
Key: G,R 
- EC 
Private  
Key: G,R 

Signature  
Verificat ion 

Verify a 
signature  

crypto_akcipher_init  re turns 0 Signatur
e , ECDSA 
public 
key, RSA 
public 
key 

Digit al 
signature  
verificat io
n result  

Signature  
Verificat ion 
with RSA 
Signature  
Verificat ion 
with ECDSA 
Legacy 
Signature  
Verificat ion 
with RSA 
Legacy 
Signature  
Verificat ion 
with ECDSA 

CO 
- RSA 
Public Key: 
W,E 
- EC Public 
Key: W,E 

Error 
De tect ion 
Code  

Comput e  
an EDC 
(crc32, 
crct10dif, 
crc64-
rocksoft ) 

None  Message  EDC None  CO 

Compressio
n 

Compress 
dat a 
(deflat e , 
deflat e -iaa, 
lz4, lz4hc, 
lzo, zstd) 

None  Dat a Compress
ed dat a 

None  CO 

Generic 
Syst em Call 

Use  the  
kerne l t o  
perform 
various 
non-
cryptograp
hic 
operat ions 

None  Ident ifie
r, various 
argumen
t s 

Various 
re turn 
values 

None  CO 

Show 
Version 

Re turn t he  
module  
name and 
version 

None  N/A Module  
name and 
version 

None  CO 
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Name  De script io
n 

Indica t or  Input s  Out put s  Se curit y 
Funct ions  

SSP 
Acce ss 

informat io
n 

Show Status Re turn t he  
module  
st atus 

None  N/A Module  
st atus 

None  CO 

Self-Test  Perform 
the  CASTs 
and 
int egrity 
t est s 

None  N/A Pass/ fail Encrypt ion 
and 
Decrypt ion 
with AES 
Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er 
DRBG 
Message  
Authent icat i
on Code  
Generat ion 
with AES or 
HMAC 
Message  
Authent icat i
on Code  
Verificat ion 
with AES-
GMAC 
Shared 
Secre t  
Comput at io
n with KAS-
FFC-SSC or 
KAS-ECC-
SSC 
Message  
Digest  with 
SHA 
Key Pair 
Generat ion 
with ECDSA 
or Safe  
Primes 
Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
CCM 
Authent icat

CO 
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Name  De script io
n 

Indica t or  Input s  Out put s  Se curit y 
Funct ions  

SSP 
Acce ss 

ed 
Decrypt ion 
with AES-
GCM 
Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
CBC or AES-
CTR with 
HMAC 
Signature  
Verificat ion 
with RSA 
Signature  
Verificat ion 
with ECDSA 
Authent icat
ed 
Encrypt ion 
and 
Authent icat
ed 
Decrypt ion 
with AES-
KW 
Legacy 
Signature  
Verificat ion 
with RSA 
Legacy 
Signature  
Verificat ion 
with ECDSA 

Zeroizat ion Zeroize  all 
SSPs 

None  Any SSP N/A None  CO 
- AES Key: 
Z 
- HMAC 
Key: Z 
- Shared 
Secre t : Z 
- Ent ropy 
Input  (IG 
D.L): Z 
- 
CTR_DRBG 
Seed (IG 
D.L): Z 
- 
Hash_DRB
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Name  De script io
n 

Indica t or  Input s  Out put s  Se curit y 
Funct ions  

SSP 
Acce ss 

G Seed (IG 
D.L): Z 
- 
HMAC_DR
BG Seed 
(IG D.L): Z 
- 
CTR_DRBG 
Inte rnal 
St at e  (V, 
Key) (IG 
D.L): Z 
- 
Hash_DRB
G Int ernal 
Stat e  (V, C) 
(IG D.L): Z 
- 
HMAC_DR
BG 
Inte rnal 
St at e  (V, 
Key) (IG 
D.L): Z 
- DH Public 
Key: Z 
- DH 
Private  
Key: Z 
- EC Public 
Key: Z 
- EC 
Private  
Key: Z 
- 
Int e rmedia
t e  Key 
Generat io
n Value : Z 
- RSA 
Public Key: 
Z 

Table 14: Approved Services 

The  following convent ion is used t o specify access right s t o SSPs: 

• Ge ne ra t e  (G): The  module  generat es or derives t he  SSP. 
• Re ad (R): The  SSP is read from the  module  (e .g. t he  SSP is output ). 
• Writ e  (W): The  SSP is updat ed, import ed, or writ t en t o t he  module . 
• Exe cut e  (E): The  module  uses t he  SSP in performing a cryptographic operat ion. 
• Ze roize  (Z): The  module zeroizes t he  SSP. 
• N/ A: The  module  does not  access any SSP or key during it s operat ion. 
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4.4 Non-Approve d Se rvice s  
Name  De script ion Algorit hms Role  

AES-GCM wit h 
external IV 

Encrypt ion AES-GCM wit h 
external IV 

CO 

KBKDF (libkcapi) Key de rivat ion KBKDF (libkcapi) CO 
HKDF (libkcapi) Key de rivat ion HKDF (libkcapi) CO 
PBKDF2 
(libkcapi) 

Password-based key derivat ion PBKDF2 (libkcapi) CO 

RSA Encrypt ion primit ive ; Decrypt ion primit ive  RSA CO 
RSA with 
PKCS# 1 v1.5 
padding 

Signature  gene rat ion (pre -hashed message); Signature  
verificat ion (pre-hashed message); Key encapsulat ion; Key 
un-encapsulat ion 

RSA with PKCS# 1 
v1.5 padding 

CO 

KAS-IFC-SSC Shared secre t  computat ion KAS-IFC-SSC CO 
Table 15: Non-Approved Services 

4.5 Ext e rna l Soft ware / Firmware  Loade d 
Not  applicable . 
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5 Soft ware / Firmware  Se curit y 

5.1 Int e grit y Te chnique s  
The  kcapi-hasher binary ut ilizes t he  module’s HMAC and SHA-512 implementat ions and 
verifies it ’s int egrity t est  and t he  libkcapi library int egrit y followed by the int egrit y t est  on the  
st at ic kerne l binary. The  HMAC key used for this int egrit y t est  is st ored in libkcapi. The  kerne l 
object  (.ko) files are  verified using RSA signature verificat ion with PKCS# 1 v1.5 padding, SHA-
512, and a 4096-bit  key st ored in t he  kerne l. 

5.2 Init ia t e  on De mand 
Int egrity t est s are  performed as part  of t he  pre-operat ional se lf-t est s, which are  execut ed 
when t he  module  is init ialized. The  int egrit y t est s can be  invoked on demand by unloading 
and subsequent ly re-init ializing t he  module , which will perform (among others) t he  software  
int egrit y t est s. 
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6 Ope ra t iona l Environme nt  

6.1 Ope ra t iona l Environme nt  Type  and Re quire me nt s  
Type  of Ope ra t iona l Environme nt : Modifiable  

How Re quire me nt s  a re  Sa t isfie d: t he  module  execut es as part  of a general-purpose  
operat ing syst em (Canonical Ubuntu 24.04 and Canonical Ubuntu Core  24), which allows 
modificat ion, loading, and execut ion of software  t hat  is not  part  of t he  validat ed module . 

The  approved cryptographic algorithms of the  module  are  part  of the  Linux kerne l, which 
operat es in Linux kerne l space . This ensures t hat  any SSPs cont ained within t he  module  are  
prot ect ed by the  process isolat ion and memory separat ion mechanisms provided by t he  Linux 
kerne l, and only the  module  has cont rol over these  SSPs. The  user space libkcapi and kcapi-
hasher component s, though not  processing any SSPs, are  similarly prot ect ed by t he  operat ing 
environment . 

6.2 Configura t ion Se t t ings and Re st rict ions  
The  module  shall be  installed as specified in Sect ion 11.1.  

Inst rumentat ion t ools like  t he  pt race  syst em call, gdb and st race , as well as other t racing 
mechanisms offered by t he  Linux environment  such as ft race  or syst emtap, shall not  be  used 
in t he  operat ional environment . The  use  of any of t hese  t ools implies t hat  t he  cryptographic 
module  is running in a non-validat ed operat ional environment . 
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7 Physica l Se curit y 
The  module  is comprised of software  only and therefore  t his sect ion is not  applicable . 
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8 Non-Invasive  Se curit y 
This module  does not  implement  any non-invasive  securit y mechanism and t herefore  t his 
sect ion is not  applicable . 
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9 Se nsit ive  Se curit y Parame t e rs  Manage me nt  

9.1 St orage  Are as 
St orage  

Are a  
Name  

De script ion Pe rsist e nce  
Type  

RAM Temporary storage  for SSPs used by the  Dynamic module  as part  of se rvice  
execut ion 

Dynamic 

Table 16: Storage Areas 

The  module  does not  perform persist ent  st orage  of SSPs. The  SSPs are  t emporarily st ored in 
t he  RAM in plaint ext  form. SSPs are  provided t o t he  module  by t he  calling process and are  
dest royed when re leased by t he  appropriat e  zeroizat ion funct ion calls. 

9.2 SSP Input -Out put  Me t hods 
Name  From To  Format  

Type  
Dist ribut ion 

Type  
Ent ry 
Type  

SFI or 
Algorit hm 

API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 

Operator calling 
applicat ion 
(TOEPP) 

Cryptographic 
module  

Plaint ext  Manual Elect ronic  

API output  
paramet ers; 
AF_ALG t ype  
socke t s (output ) 

Cryptographic 
module  

Operator calling 
applicat ion 
(TOEPP) 

Plaint ext  Manual Elect ronic  

Table 17: SSP Input-Output  Methods 

9.3 SSP Ze roiza t ion Me t hods  
Ze roiza t ion 

Me t hod 
De script ion Rat iona le  Ope ra t or Init ia t ion 

Free  ciphe r 
handle  

Zeroizes the  SSPs 
contained wit hin 
the  cipher handle  

Memory occupied 
by SSPs is 
overwrit t en with 
zeroes, which 
renders t he  SSP 
values irre t rievable  

By calling the  appropriat e  zeroizat ion 
funct ions: AES key: crypto_free_skcipher and 
crypto_free_aead; HMAC key: 
crypto_free_shash and crypto_free_ahash; 
Int e rnal st at e : crypto_free_rng; DH public & 
privat e  key: crypto_free_kpp; EC public & 
privat e  key: crypto_free_kpp; RSA public & 
privat e  key: crypto_free_akcipher 

Automat ic Automat ically 
zeroized by the  
module  when no 
longer needed 

Memory occupied 
by SSPs is 
overwrit t en with 
zeroes, which 
renders t he  SSP 
values irre t rievable . 

N/A 

Remove  
power from 
the  module  

De-allocate s t he  
volat ile  memory 
used t o store  
SSPs 

Volat ile  memory 
used by t he  module  
is overwrit t en 
within nanoseconds 

By removing power 
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Ze roiza t ion 
Me t hod 

De script ion Rat iona le  Ope ra t or Init ia t ion 

when power is 
removed. 

Table 18: SSP Zeroizat ion Methods 

All dat a output  is inhibit ed during zeroizat ion. 

9.4 SSPs 
Name  De script ion Size  - St re ngt h Type  - 

Cat e gory 
Ge ne ra t e d 

By 
Est ab lishe d 

By 
Use d By 

AES Key AES key used 
for Encrypt ion; 
Decrypt ion; 
Authent icat ed 
encrypt ion; 
Authent icat ed 
decrypt ion; 
Message  
authent icat ion; 

XTS: 128, 256 
bit s; ECB, CBC, 
CTR, CFB128, 
CBC-CTS-CS3, 
KW, OFB, CCM, 
GCM, CMAC, 
GMAC: 128, 
192, 256 bit s - 
XTS: 128, 256 
bit s; ECB, CBC, 
CTR, CFB128, 
CBC-CTS-CS3, 
KW, OFB, CCM, 
GCM, CMAC, 
GMAC: 128, 
192, 256 bit s 

Symmet ric 
key - CSP 

  Encrypt ion and 
Decrypt ion 
with AES 
Message  
Authent icat ion 
Code  
Generat ion 
with AES or 
HMAC 
Message  
Authent icat ion 
Code  
Verificat ion 
with AES-
GMAC 
Authent icat ed 
Encrypt ion and 
Authent icat ed 
Decrypt ion 
with AES-CCM 
Authent icat ed 
Decrypt ion 
with AES-GCM 
Authent icat ed 
Encrypt ion and 
Authent icat ed 
Decrypt ion 
with AES-CBC 
or AES-CTR 
with HMAC 

HMAC Key HMAC key used 
for Message  
authent icat ion 
code  (MAC); 

112-524288 bit s 
- 112-256 bit s 

Symmet ric 
key - CSP 

  Message  
Authent icat ion 
Code  
Generat ion 
with AES or 
HMAC 
Authent icat ed 
Encrypt ion and 
Authent icat ed 
Decrypt ion 
with AES-CBC 
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Name  De script ion Size  - St re ngt h Type  - 
Cat e gory 

Ge ne ra t e d 
By 

Est ab lishe d 
By 

Use d By 

or AES-CTR 
with HMAC 

Shared 
Secre t  

Shared secre t  
est ablished 
during Shared 
Secre t  
Comput at ion 

KAS-FFC-
SSC:ffdhe2048, 
ffdhe3072, 
ffdhe4096, 
ffdhe6144, 
ffdhe8192; 
KAS-ECC-SSC: P-
256, P-384 bit s - 
KAS-FFC-SSC: 
112-200 bit s; 
KAS-ECC-SSC: 
128, 192 bit s 

Shared 
secre t  - CSP 

 Shared 
Secre t  
Comput at ion 
with KAS-
FFC-SSC or 
KAS-ECC-SSC 

 

Ent ropy 
Input  (IG D.L) 

Ent ropy input  
used t o seed 
the  DRBGs 

128-384 bit s - 
128-256 bit s 

Ent ropy 
input  - CSP 

  Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er DRBG 

CTR_DRBG 
Seed (IG D.L) 

DRBG seed 
derived from 
Ent ropy Input  

256, 320, 384 
bit s - 128, 192, 
256 bit s 

Seed - CSP Random 
Number 
Generat ion 
with HMAC 
DRBG, 
Hash DRBG 
or Counter 
DRBG 

 Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er DRBG 

Hash_DRBG 
Seed (IG D.L) 

DRBG seed 
derived from 
Ent ropy Input  

440, 888 bit s - 
128, 256 bit s 

Seed - CSP Random 
Number 
Generat ion 
with HMAC 
DRBG, 
Hash DRBG 
or Counter 
DRBG 

 Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er DRBG 

HMAC_DRBG 
Seed (IG D.L) 

DRBG seed 
derived from 
Ent ropy Input  

440, 888 bit s - 
128, 256 bit s 

Seed - CSP Random 
Number 
Generat ion 
with HMAC 
DRBG, 
Hash DRBG 
or Counter 
DRBG 

 Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er DRBG 

CTR_DRBG 
Inte rnal 
St at e  (V, 
Key) (IG D.L) 

Int e rnal st at e  
of Counter 
DRBG inst ance  

256, 320, 384 
bit s - 128, 192, 
256 bit s 

Int e rnal 
st at e  - CSP 

Random 
Number 
Generat ion 
with HMAC 
DRBG, 
Hash DRBG 
or Counter 
DRBG 

 Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er DRBG 
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Name  De script ion Size  - St re ngt h Type  - 
Cat e gory 

Ge ne ra t e d 
By 

Est ab lishe d 
By 

Use d By 

Hash_DRBG 
Inte rnal 
Stat e  (V, C) 
(IG D.L) 

Int e rnal st at e  
of Hash DRBG 
inst ance  

880, 1776 bit s - 
128, 256 bit s 

Int e rnal 
st at e  - CSP 

Random 
Number 
Generat ion 
with HMAC 
DRBG, 
Hash DRBG 
or Counter 
DRBG 

 Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er DRBG 

HMAC_DRBG 
Inte rnal 
St at e  (V, 
Key) (IG D.L) 

Int e rnal st at e  
of HMAC DRBG 
inst ance  

320, 512, 1024 
bit s - 128, 256 
bit s 

Int e rnal 
st at e  - CSP 

Random 
Number 
Generat ion 
with HMAC 
DRBG, 
Hash DRBG 
or Counter 
DRBG 

 Random 
Number 
Generat ion 
with HMAC 
DRBG, Hash 
DRBG or 
Count er DRBG 

DH Public 
Key 

Public key used 
for KAS-FFC-
SSC 

ffdhe2048, 
ffdhe3072, 
ffdhe4096, 
ffdhe6144, 
ffdhe8192 - 
112-200 bit s 

Public key - 
PSP 

Key Pair 
Generat ion 
with 
ECDSA or 
Safe  
Primes 

 Shared Secre t  
Comput at ion 
with KAS-FFC-
SSC or KAS-
ECC-SSC 

DH Privat e  
Key 

DH private  key 
used for KAS-
FFC-SSC 

ffdhe2048, 
ffdhe3072, 
ffdhe4096, 
ffdhe6144, 
ffdhe8192 - 
112-200 bit s 

Private  key - 
CSP 

Key Pair 
Generat ion 
with 
ECDSA or 
Safe  
Primes 

 Shared Secre t  
Comput at ion 
with KAS-FFC-
SSC or KAS-
ECC-SSC 

EC Public 
Key 

Public key used 
for KAS-ECC-
SSC 

P-256, P-384 - 
128, 192 bit s 

Public key - 
PSP 

Key Pair 
Generat ion 
with 
ECDSA or 
Safe  
Primes 

 Shared Secre t  
Comput at ion 
with KAS-FFC-
SSC or KAS-
ECC-SSC 
Signature  
Verificat ion 
with ECDSA 

EC Privat e  
Key 

EC private  key 
used for KAS-
ECC-SSC 

P-521, P-384 - 
128, 192 bit s 

Private  key - 
CSP 

Key Pair 
Generat ion 
with 
ECDSA or 
Safe  
Primes 

 Shared Secre t  
Comput at ion 
with KAS-FFC-
SSC or KAS-
ECC-SSC 

Inte rmediat e  
Key 
Generat ion 
Value  

Int e rmediat e  
value  
generat ed 
during Key Pair 
Generat ion 

2048-8192 bit s  
- 112-200 bit s 

Int e rmediat e  
value   - CSP 

Key Pair 
Generat ion 
with 
ECDSA or 
Safe  
Primes 

 Key Pair 
Generat ion 
with ECDSA or 
Safe  Primes 

RSA Public 
Key 

RSA Public key 
used for 
Signature  
Verificat ion 
with RSA 

2048, 3072, or 
4096-bit s - 112-
150 bit s 

Public key - 
PSP 

  Signature  
Verificat ion 
with RSA 
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Table 19: SSP Table 1 

Name  Input  - Out put  St orage  St orage  
Dura t ion 

Ze roiza t ion Re la t e d SSPs 

AES Key API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

 

HMAC Key API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

 

Shared Secre t  API output  
paramet ers; 
AF_ALG t ype  
socke t s (output ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

DH Public 
Key:Derived From 
DH Privat e  
Key:Derived From 
EC Public 
Key:Derived From 
EC Privat e  
Key:Derived From 

Ent ropy Input  
(IG D.L) 

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Automat ic 
Remove  
power from 
the  module  

DRBG Seed (IG 
D.L):Derives 

CTR_DRBG Seed 
(IG D.L) 

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Automat ic 
Remove  
power from 
the  module  

Ent ropy Input  (IG 
D.L):Derived From 
CTR_DRBG Internal 
Stat e  (V, Key) (IG 
D.L):Derives 

Hash_DRBG 
Seed (IG D.L) 

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Automat ic 
Remove  
power from 
the  module  

Ent ropy Input  (IG 
D.L):Derived From 
Hash_DRBG Int ernal 
Stat e  (V, C) (IG 
D.L):Derives 

HMAC_DRBG 
Seed (IG D.L) 

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Automat ic 
Remove  
power from 
the  module  

Ent ropy Input  (IG 
D.L):Derived From 
HMAC_DRBG 
Inte rnal St at e  (V, 
Key) (IG D.L):Derives 

CTR_DRBG 
Inte rnal St at e  
(V, Key) (IG D.L) 

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

CTR_DRBG Seed (IG 
D.L):Derived From 

Hash_DRBG 
Inte rnal St at e  
(V, C) (IG D.L) 

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

Hash_DRBG Seed (IG 
D.L):Derived From 

HMAC_DRBG 
Inte rnal St at e  
(V, Key) (IG D.L) 

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  

HMAC_DRBG Seed 
(IG D.L):Derived 
From 
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Name  Input  - Out put  St orage  St orage  
Dura t ion 

Ze roiza t ion Re la t e d SSPs 

power from 
the  module  

DH Public Key API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 
API output  
paramet ers; 
AF_ALG t ype  
socke t s (output ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

DH Privat e  
Key:Paired Wit h 
Shared 
Secre t :De rives 
Int e rmediat e  Key 
Generat ion 
Value :Generat ed 
From 

DH Privat e  Key API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 
API output  
paramet ers; 
AF_ALG t ype  
socke t s (output ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

DH Public 
Key:Paired Wit h 
Shared 
Secre t :De rives 
Int e rmediat e  Key 
Generat ion 
Value :Generat ed 
From 

EC Public Key API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 
API output  
paramet ers; 
AF_ALG t ype  
socke t s (output ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

EC Privat e  
Key:Paired Wit h 
Shared 
Secre t :De rives 
Int e rmediat e  Key 
Generat ion 
Value :Generat ed 
From 

EC Privat e  Key API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 
API output  
paramet ers; 
AF_ALG t ype  
socke t s (output ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Free  ciphe r 
handle  
Remove  
power from 
the  module  

EC Public Key:Paired 
Wit h 
Shared 
Secre t :De rives 
Int e rmediat e  Key 
Generat ion 
Value :Generat ed 
From 

Inte rmediat e  
Key Generat ion 
Value  

 RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Automat ic DH Public 
Key:Generat es 
DH Privat e  
Key:Generat es 
EC Public 
Key:Generat es 
EC Privat e  
Key:Generat es 

RSA Public Key API input  
paramet ers; 
AF_ALG_type  
socke t s (input ) 

RAM:Plaint ext  From service  
invocat ion to 
service  
comple t ion 

Automat ic  

Table 20: SSP Table 2 

9.5 Transit ions  
The  SHA-1 algorit hm as implemented by t he  module  will be  non-approved for all purposes, 
st art ing January 1, 2031. 
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10 Se lf-Te st s  

10.1 Pre -Ope ra t iona l Se lf-Te st s  
Algorit hm or Te st  Te st  

Prope rt ie s  
Te st  Me t hod  Te st  Type  Indica t or  De t a ils  

HMAC-SHA2-512 
(A5614) - x86 
kerne l 

128-bit  key Message  
Authent icat ion 

SW/FW 
Integrit y 

Module  becomes 
operat ional and service s 
are  available  for use  

Used for 
kerne l 
binary 

HMAC-SHA2-512 
(A5614) - x86 
libkcapi 

128-bit  key Message  
Authent icat ion 

SW/FW 
Integrit y 

Module  becomes 
operat ional and service s 
are  available  for use  

Used for 
libkcapi 
binary 

HMAC-SHA2-512 
(A5614) - x86 
kcapi-hasher 

128-bit  key Message  
Authent icat ion 

SW/FW 
Integrit y 

Module  becomes 
operat ional and service s 
are  available  for use  

Used for 
kcapi-hasher 
binary 

HMAC-SHA2-512 
(A5598) - ARM 
kerne l 

128-bit  key Message  
Authent icat ion 

SW/FW 
Integrit y 

Module  becomes 
operat ional and service s 
are  available  for use  

Used for 
kerne l 
binary 

HMAC-SHA2-512 
(A5598) - ARM 
libkcapi 

128-bit  key Message  
Authent icat ion 

SW/FW 
Integrit y 

Module  becomes 
operat ional and service s 
are  available  for use  

Used for 
libkcapi 
binary 

HMAC-SHA2-512 
(A5598) - ARM 
kcapi-hasher 

128-bit  key Message  
Authent icat ion 

SW/FW 
Integrit y 

Module  becomes 
operat ional and service s 
are  available  for use  

Used for 
kcapi-hasher 
binary 

RSA SigVer 
(FIPS186-5) 
(A5588) 

4096-bit  key 
with SHA-512 

Signature  
Verificat ion 

SW/FW 
Integrit y 

Module  becomes 
operat ional and service s 
are  available  for use  

Used for .ko 
files 

Table 21: Pre-Operat ional Self-Test s 

The  pre-operat ional software  int egrit y t est s are  performed automat ically when t he  module  is 
powered on, before  the  module  t ransit ions into t he  operat ional st at e . While  t he  module  is 
execut ing t he  se lf-t est s, se rvices are  not  available , and dat a output  (via the  dat a output  
int e rface) is inhibit ed unt il t he  t est s are  successfully comple t ed. The  module  t ransit ions t o 
t he  operat ional st at e  only aft er t he  pre-operat ional se lf-t est s are  passed successfully. 

10.2 Condit iona l Se lf-Te st s  
Algorit hm or 

Te st  
Te st  Prope rt ie s  Te st  

Me t hod 
Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-ECB 
(A5588) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5591) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5592) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-ECB 
(A5593) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5594) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5595) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5596) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5599) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5600) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5601) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5602) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5603) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5604) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5606) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5607) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5608) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-ECB 
(A5609) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5610) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5611) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5588) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5593) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5596) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5599) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5604) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5606) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5609) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5588) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5593) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5596) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Te st  Prope rt ie s  Te st  
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Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-CBC-CS3 
(A5599) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5604) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5606) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5609) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5588) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5593) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5596) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5599) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5604) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5606) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5609) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5588) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5593) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Te st  
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AES-CCM 
(A5596) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5599) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5609) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5588) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5591) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5592) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5593) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5594) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5595) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5596) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5599) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5600) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5601) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  



Canonical Ltd. Ubuntu 24.04 Kernel Crypto API Cryptographic Module  FIPS 140-3 Non-Proprie t ary Securit y Policy 

 
 

 
© 2026 Canonical Ltd. /  at sec informat ion securit y. 

This document  can be  reproduced and dist ribut ed only whole and int act , including t his copyright  not ice . 
45 of 78 

Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-GCM 
(A5602) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5603) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5606) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5607) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5608) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5609) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5610) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5611) - 
Encrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5588) - 
Encrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5593) - 
Encrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5596) - 
Encrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5599) - 
Encrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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AES-XTS 
Test ing 
Revision 2.0 
(A5604) - 
Encrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5606) - 
Encrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5609) - 
Encrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5588) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5591) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5592) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5593) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5594) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5595) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5596) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5599) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5600) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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AES-ECB 
(A5601) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5602) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5603) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5604) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5606) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5607) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5608) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5609) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5610) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-ECB 
(A5611) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5588) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5593) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5596) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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AES-CBC 
(A5599) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5604) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5606) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC 
(A5609) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5588) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5593) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5596) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5599) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5604) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5606) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CBC-CS3 
(A5609) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5588) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5593) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  



Canonical Ltd. Ubuntu 24.04 Kernel Crypto API Cryptographic Module  FIPS 140-3 Non-Proprie t ary Securit y Policy 

 
 

 
© 2026 Canonical Ltd. /  at sec informat ion securit y. 

This document  can be  reproduced and dist ribut ed only whole and int act , including t his copyright  not ice . 
49 of 78 

Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-CTR 
(A5596) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5599) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5604) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5606) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CTR 
(A5609) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5588) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5593) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5596) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5599) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CCM 
(A5609) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5588) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5591) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5592) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-GCM 
(A5593) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5594) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5595) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5596) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5599) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5600) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5601) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5602) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5603) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5606) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5607) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5608) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5609) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Te st  
Type  

Indica t or  De t a ils  Condit ions  

AES-GCM 
(A5610) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-GCM 
(A5611) - 
Decrypt  

128-bit  key KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5588) - 
Decrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5593) - 
Decrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5596) - 
Decrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5599) - 
Decrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5604) - 
Decrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5606) - 
Decrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-XTS 
Test ing 
Revision 2.0 
(A5609) - 
Decrypt  

128-bit  and 256-bit  
key 

KAT CAST Module  
becomes 
operat ional 

Symmet ric 
operat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CMAC 
(A5588) 

128-bit  and 256-bit  
key generat ion 

KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CMAC 
(A5593) 

128-bit  and 256-bit  
key generat ion 

KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Te st  
Type  
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AES-CMAC 
(A5596) 

128-bit  and 256-bit  
key decrypt  

KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CMAC 
(A5599) 

128-bit  and 256-bit  
key generat ion 

KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CMAC 
(A5604) 

128-bit  and 256-bit  
key generat ion 

KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

AES-CMAC 
(A5609) 

128-bit  and 256-bit  
key generat ion 

KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

SHA-1 (A5588) SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA-1 (A5596) SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA-1 (A5612) SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA-1 (A5613) SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA-1 (A5614) SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-224 
(A5588) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-224 
(A5596) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-224 
(A5604) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-224 
(A5605) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  
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Te st  
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SHA2-224 
(A5612) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-224 
(A5613) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-224 
(A5614) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-256 
(A5588) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-256 
(A5596) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-256 
(A5604) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-256 
(A5605) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-256 
(A5612) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-256 
(A5613) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-256 
(A5614) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-384 
(A5588) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-384 
(A5598) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-384 
(A5605) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  
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SHA2-384 
(A5612) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-384 
(A5613) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-384 
(A5614) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-512 
(A5588) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-512 
(A5598) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-512 
(A5605) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-512 
(A5612) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-512 
(A5613) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA2-512 
(A5614) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA3-224 
(A5588) 

SHA3-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA3-224 
(A5597) 

SHA3-224 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA3-256 
(A5588) 

SHA3-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA3-256 
(A5597) 

SHA3-256 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  
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SHA3-384 
(A5588) 

SHA3-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA3-384 
(A5597) 

SHA3-384 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA3-512 
(A5588) 

SHA3-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

SHA3-512 
(A5597) 

SHA3-512 KAT CAST Module  
becomes 
operat ional 

Message  digest  Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA-1 
(A5588) 

SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA-1 
(A5596) 

SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA-1 
(A5612) 

SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA-1 
(A5613) 

SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA-1 
(A5614) 

SHA-1 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
224 (A5588) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
224 (A5596) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
224 (A5604) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
224 (A5605) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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HMAC-SHA2-
224 (A5612) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
224 (A5613) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
224 (A5614) 

SHA2-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
256 (A5588) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
256 (A5596) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
256 (A5604) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
256 (A5605) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
256 (A5612) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
256 (A5613) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
256 (A5614) 

SHA2-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
384 (A5588) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
384 (A5598) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
384 (A5605) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

HMAC-SHA2-
384 (A5612) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
384 (A5613) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
384 (A5614) 

SHA2-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
512 (A5588) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
512 (A5598) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
512 (A5605) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
512 (A5612) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
512 (A5613) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA2-
512 (A5614) 

SHA2-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA3-
224 (A5588) 

SHA3-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA3-
224 (A5597) 

SHA3-224 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA3-
256 (A5588) 

SHA3-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA3-
256 (A5597) 

SHA3-256 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  
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Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

HMAC-SHA3-
384 (A5588) 

SHA3-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA3-
384 (A5597) 

SHA3-384 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA3-
512 (A5588) 

SHA3-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC-SHA3-
512 (A5597) 

SHA3-512 KAT CAST Module  
becomes 
operat ional 

Message  
authent icat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5588) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5591) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5592) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5593) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5594) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5595) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5599) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5600) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5601) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  



Canonical Ltd. Ubuntu 24.04 Kernel Crypto API Cryptographic Module  FIPS 140-3 Non-Proprie t ary Securit y Policy 

 
 

 
© 2026 Canonical Ltd. /  at sec informat ion securit y. 

This document  can be  reproduced and dist ribut ed only whole and int act , including t his copyright  not ice . 
59 of 78 

Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

Count er 
DRBG (A5602) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5603) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5606) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5607) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5608) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5609) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5610) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Count er 
DRBG (A5611) 

128, 192, 256 bit  
keys, with/without  
PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Hash DRBG 
(A5588) 

SHA2-256 
Wit h/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Hash DRBG 
(A5612) 

SHA2-256 
Wit h/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Hash DRBG 
(A5613) 

SHA2-256 
Wit h/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

Hash DRBG 
(A5614) 

SHA2-256 
Wit h/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC DRBG 
(A5588) 

HMAC-SHA2-256, 
HMAC-SHA2-512, 
with/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  
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Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

HMAC DRBG 
(A5612) 

HMAC-SHA2-256, 
HMAC-SHA2-512, 
with/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC DRBG 
(A5613) 

HMAC-SHA2-256, 
HMAC-SHA2-512, 
with/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

HMAC DRBG 
(A5614) 

HMAC-SHA2-256, 
HMAC-SHA2-512, 
with/wit hout  PR 

KAT CAST Module  
becomes 
operat ional 

SP 800-90Ar1 
(inst ant iat e , 
reseed, generat e ) 
healt h t est  

Test  runs at  
power-on 
before  the  
int egrity t est  

KAS-ECC-SSC 
Sp800-56Ar3 
(A5588) 

P-256, P-384 curves KAT CAST Module  
becomes 
operat ional 

Shared secre t  
comput at ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

KAS-FFC-SSC 
Sp800-56Ar3 
(A5588) 

ffdhe2048 KAT CAST Module  
becomes 
operat ional 

Shared secre t  
comput at ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

RSA SigVer 
(FIPS186-4) 
(A5588) 

PKCS# 1 v1.5 with 
2048 bit  key and 
SHA2-256 

KAT CAST Module  
becomes 
operat ional 

Digit al signature  
verificat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

RSA SigVer 
(FIPS186-5) 
(A5588) 

PKCS# 1 v1.5 with 
2048 bit  key and 
SHA2-256 

KAT CAST Module  
becomes 
operat ional 

Digit al signature  
verificat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

RSA SigVer 
(FIPS186-5) 
(A5590) 

PKCS# 1 v1.5 with 
2048 bit  key and 
SHA2-256 

KAT CAST Module  
becomes 
operat ional 

Digit al signature  
verificat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

ECDSA SigVer 
(FIPS186-4) 
(A5589) 

SHA2-256, P-256 
curve  

KAT CAST Module  
becomes 
operat ional 

Digit al signature  
verificat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

ECDSA SigVer 
(FIPS186-5) 
(A5589) 

SHA2-256, P-256 
curve  

KAT CAST Module  
becomes 
operat ional 

Digit al signature  
verificat ion 

Test  runs at  
power-on 
before  the  
int egrity t est  

Safe  Primes 
Key 
Generat ion 
(A5588) 

ffdhe2048, 
ffdhe3072, 
ffdhe4096, 
ffdhe6144, 
ffdhe8192, Sect ion 
5.6.1.1.4 Test ing 
Candidat es 

PCT PCT Successful key 
pair generat ion 

SP 800-56ARev3, 
5.6.2.1.4 

Key pair 
generat ion 

ECDSA 
KeyGen 
(FIPS186-5) 
(A5588) 

SHA2-256, P-256, P-
384 curves, 
Appendix A.2.2 
Reject ion Sampling 

PCT PCT Successful key 
pair generat ion 

Signature  
generat ion & 
verificat ion 

Key pair 
generat ion 
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Algorit hm or 
Te st  

Te st  Prope rt ie s  Te st  
Me t hod 

Te st  
Type  

Indica t or  De t a ils  Condit ions  

Ent ropy 
Source  RCT 
Startup 

1024 samples RCT CAST Module  
becomes 
operat ional and 
services are  
available  for 
use  

Ent ropy source  
st artup t est  

Ent ropy source  
init ializat ion 

Ent ropy 
Source  APT 
Startup 

1024 samples APT CAST Module  
becomes 
operat ional and 
services are  
available  for 
use  

Ent ropy source  
st artup t est  

Ent ropy source  
init ializat ion 

Ent ropy 
Source  RCT 
Cont inuous 

Int e rmit t ent  Cutoff: 
31 samples, 
Permanent  Cutoff: 
61 samples 

RCT CAST Ent ropy source  
is ope rat ional 

Ent ropy source  
cont inuous t est  

Cont inuously 

Ent ropy 
Source  APT 
Cont inuous 

512 samples, 
Int e rmit t ent  Cutoff: 
325 samples, 
Permanent  Cutoff: 
355 samples 

APT CAST Ent ropy source  
is ope rat ional 

Ent ropy source  
cont inuous t est  

Cont inuously 

Table 22: Condit ional Self-Test s 

If any condit ional se lf-t est  fails, the  module  ent ers t he  Error St at e . 

10.3 Pe riodic Se lf-Te st  Info rmat ion 
Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  

HMAC-SHA2-512 
(A5614) - x86 
kerne l 

Message  
Authent icat ion 

SW/FW Int egrit y On Demand Manually 

HMAC-SHA2-512 
(A5614) - x86 
libkcapi 

Message  
Authent icat ion 

SW/FW Int egrit y On Demand Manually 

HMAC-SHA2-512 
(A5614) - x86 kcapi-
hashe r 

Message  
Authent icat ion 

SW/FW Int egrit y On Demand Manually 

HMAC-SHA2-512 
(A5598) - ARM 
kerne l 

Message  
Authent icat ion 

SW/FW Int egrit y On Demand Manually 

HMAC-SHA2-512 
(A5598) - ARM 
libkcapi 

Message  
Authent icat ion 

SW/FW Int egrit y On Demand Manually 

HMAC-SHA2-512 
(A5598) - ARM 
kcapi-hasher 

Message  
Authent icat ion 

SW/FW Int egrit y On Demand Manually 

RSA SigVer 
(FIPS186-5) (A5588) 

Signature  
Verificat ion 

SW/FW Int egrit y On Demand Manually 

Table 23: Pre-Operat ional Periodic Informat ion 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  

AES-ECB (A5588) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5591) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5592) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5593) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5594) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5595) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5596) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5599) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5600) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5601) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5602) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5603) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5604) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5606) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5607) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5608) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5609) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5610) - 
Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5611) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CBC (A5588) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CBC (A5593) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CBC (A5596) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CBC (A5599) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CBC (A5604) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CBC (A5606) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CBC (A5609) - 
Encrypt  

KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
AES-CBC-CS3 
(A5588) - Encrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5593) - Encrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5596) - Encrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5599) - Encrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5604) - Encrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5606) - Encrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5609) - Encrypt  

KAT CAST On Demand Manually 

AES-CTR (A5588) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CTR (A5593) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CTR (A5596) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CTR (A5599) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CTR (A5604) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CTR (A5606) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CTR (A5609) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CCM (A5588) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CCM (A5593) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CCM (A5596) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CCM (A5599) - 
Encrypt  

KAT CAST On Demand Manually 

AES-CCM (A5609) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5588) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5591) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5592) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5593) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5594) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5595) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5596) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5599) - 
Encrypt  

KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
AES-GCM (A5600) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5601) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5602) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5603) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5606) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5607) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5608) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5609) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5610) - 
Encrypt  

KAT CAST On Demand Manually 

AES-GCM (A5611) - 
Encrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5588) - Encrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5593) - Encrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5596) - Encrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5599) - Encrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5604) - Encrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5606) - Encrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5609) - Encrypt  

KAT CAST On Demand Manually 

AES-ECB (A5588) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5591) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5592) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5593) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5594) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5595) - 
Decrypt  

KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
AES-ECB (A5596) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5599) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5600) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5601) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5602) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5603) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5604) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5606) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5607) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5608) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5609) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5610) - 
Decrypt  

KAT CAST On Demand Manually 

AES-ECB (A5611) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC (A5588) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC (A5593) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC (A5596) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC (A5599) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC (A5604) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC (A5606) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC (A5609) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5588) - Decrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5593) - Decrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5596) - Decrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5599) - Decrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5604) - Decrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5606) - Decrypt  

KAT CAST On Demand Manually 

AES-CBC-CS3 
(A5609) - Decrypt  

KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
AES-CTR (A5588) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CTR (A5593) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CTR (A5596) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CTR (A5599) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CTR (A5604) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CTR (A5606) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CTR (A5609) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CCM (A5588) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CCM (A5593) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CCM (A5596) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CCM (A5599) - 
Decrypt  

KAT CAST On Demand Manually 

AES-CCM (A5609) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5588) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5591) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5592) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5593) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5594) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5595) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5596) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5599) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5600) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5601) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5602) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5603) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5606) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5607) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5608) - 
Decrypt  

KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
AES-GCM (A5609) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5610) - 
Decrypt  

KAT CAST On Demand Manually 

AES-GCM (A5611) - 
Decrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5588) - Decrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5593) - Decrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5596) - Decrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5599) - Decrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5604) - Decrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5606) - Decrypt  

KAT CAST On Demand Manually 

AES-XTS Test ing 
Revision 2.0 
(A5609) - Decrypt  

KAT CAST On Demand Manually 

AES-CMAC (A5588) KAT CAST On Demand Manually 
AES-CMAC (A5593) KAT CAST On Demand Manually 
AES-CMAC (A5596) KAT CAST On Demand Manually 
AES-CMAC (A5599) KAT CAST On Demand Manually 
AES-CMAC (A5604) KAT CAST On Demand Manually 
AES-CMAC (A5609) KAT CAST On Demand Manually 
SHA-1 (A5588) KAT CAST On Demand Manually 
SHA-1 (A5596) KAT CAST On Demand Manually 
SHA-1 (A5612) KAT CAST On Demand Manually 
SHA-1 (A5613) KAT CAST On Demand Manually 
SHA-1 (A5614) KAT CAST On Demand Manually 
SHA2-224 (A5588) KAT CAST On Demand Manually 
SHA2-224 (A5596) KAT CAST On Demand Manually 
SHA2-224 (A5604) KAT CAST On Demand Manually 
SHA2-224 (A5605) KAT CAST On Demand Manually 
SHA2-224 (A5612) KAT CAST On Demand Manually 
SHA2-224 (A5613) KAT CAST On Demand Manually 
SHA2-224 (A5614) KAT CAST On Demand Manually 
SHA2-256 (A5588) KAT CAST On Demand Manually 
SHA2-256 (A5596) KAT CAST On Demand Manually 
SHA2-256 (A5604) KAT CAST On Demand Manually 
SHA2-256 (A5605) KAT CAST On Demand Manually 
SHA2-256 (A5612) KAT CAST On Demand Manually 
SHA2-256 (A5613) KAT CAST On Demand Manually 
SHA2-256 (A5614) KAT CAST On Demand Manually 
SHA2-384 (A5588) KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
SHA2-384 (A5598) KAT CAST On Demand Manually 
SHA2-384 (A5605) KAT CAST On Demand Manually 
SHA2-384 (A5612) KAT CAST On Demand Manually 
SHA2-384 (A5613) KAT CAST On Demand Manually 
SHA2-384 (A5614) KAT CAST On Demand Manually 
SHA2-512 (A5588) KAT CAST On Demand Manually 
SHA2-512 (A5598) KAT CAST On Demand Manually 
SHA2-512 (A5605) KAT CAST On Demand Manually 
SHA2-512 (A5612) KAT CAST On Demand Manually 
SHA2-512 (A5613) KAT CAST On Demand Manually 
SHA2-512 (A5614) KAT CAST On Demand Manually 
SHA3-224 (A5588) KAT CAST On Demand Manually 
SHA3-224 (A5597) KAT CAST On Demand Manually 
SHA3-256 (A5588) KAT CAST On Demand Manually 
SHA3-256 (A5597) KAT CAST On Demand Manually 
SHA3-384 (A5588) KAT CAST On Demand Manually 
SHA3-384 (A5597) KAT CAST On Demand Manually 
SHA3-512 (A5588) KAT CAST On Demand Manually 
SHA3-512 (A5597) KAT CAST On Demand Manually 
HMAC-SHA-1 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA-1 
(A5596) 

KAT CAST On Demand Manually 

HMAC-SHA-1 
(A5612) 

KAT CAST On Demand Manually 

HMAC-SHA-1 
(A5613) 

KAT CAST On Demand Manually 

HMAC-SHA-1 
(A5614) 

KAT CAST On Demand Manually 

HMAC-SHA2-224 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA2-224 
(A5596) 

KAT CAST On Demand Manually 

HMAC-SHA2-224 
(A5604) 

KAT CAST On Demand Manually 

HMAC-SHA2-224 
(A5605) 

KAT CAST On Demand Manually 

HMAC-SHA2-224 
(A5612) 

KAT CAST On Demand Manually 

HMAC-SHA2-224 
(A5613) 

KAT CAST On Demand Manually 

HMAC-SHA2-224 
(A5614) 

KAT CAST On Demand Manually 

HMAC-SHA2-256 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA2-256 
(A5596) 

KAT CAST On Demand Manually 

HMAC-SHA2-256 
(A5604) 

KAT CAST On Demand Manually 

HMAC-SHA2-256 
(A5605) 

KAT CAST On Demand Manually 

HMAC-SHA2-256 
(A5612) 

KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
HMAC-SHA2-256 
(A5613) 

KAT CAST On Demand Manually 

HMAC-SHA2-256 
(A5614) 

KAT CAST On Demand Manually 

HMAC-SHA2-384 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA2-384 
(A5598) 

KAT CAST On Demand Manually 

HMAC-SHA2-384 
(A5605) 

KAT CAST On Demand Manually 

HMAC-SHA2-384 
(A5612) 

KAT CAST On Demand Manually 

HMAC-SHA2-384 
(A5613) 

KAT CAST On Demand Manually 

HMAC-SHA2-384 
(A5614) 

KAT CAST On Demand Manually 

HMAC-SHA2-512 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA2-512 
(A5598) 

KAT CAST On Demand Manually 

HMAC-SHA2-512 
(A5605) 

KAT CAST On Demand Manually 

HMAC-SHA2-512 
(A5612) 

KAT CAST On Demand Manually 

HMAC-SHA2-512 
(A5613) 

KAT CAST On Demand Manually 

HMAC-SHA2-512 
(A5614) 

KAT CAST On Demand Manually 

HMAC-SHA3-224 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA3-224 
(A5597) 

KAT CAST On Demand Manually 

HMAC-SHA3-256 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA3-256 
(A5597) 

KAT CAST On Demand Manually 

HMAC-SHA3-384 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA3-384 
(A5597) 

KAT CAST On Demand Manually 

HMAC-SHA3-512 
(A5588) 

KAT CAST On Demand Manually 

HMAC-SHA3-512 
(A5597) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5588) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5591) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5592) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5593) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5594) 

KAT CAST On Demand Manually 
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Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
Count er DRBG 
(A5595) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5599) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5600) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5601) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5602) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5603) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5606) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5607) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5608) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5609) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5610) 

KAT CAST On Demand Manually 

Count er DRBG 
(A5611) 

KAT CAST On Demand Manually 

Hash DRBG (A5588) KAT CAST On Demand Manually 
Hash DRBG (A5612) KAT CAST On Demand Manually 
Hash DRBG (A5613) KAT CAST On Demand Manually 
Hash DRBG (A5614) KAT CAST On Demand Manually 
HMAC DRBG 
(A5588) 

KAT CAST On Demand Manually 

HMAC DRBG 
(A5612) 

KAT CAST On Demand Manually 

HMAC DRBG 
(A5613) 

KAT CAST On Demand Manually 

HMAC DRBG 
(A5614) 

KAT CAST On Demand Manually 

KAS-ECC-SSC 
Sp800-56Ar3 
(A5588) 

KAT CAST On Demand Manually 

KAS-FFC-SSC 
Sp800-56Ar3 
(A5588) 

KAT CAST On Demand Manually 

RSA SigVer 
(FIPS186-4) (A5588) 

KAT CAST On Demand Manually 

RSA SigVer 
(FIPS186-5) (A5588) 

KAT CAST On Demand Manually 

RSA SigVer 
(FIPS186-5) (A5590) 

KAT CAST On Demand Manually 

ECDSA SigVer 
(FIPS186-4) (A5589) 

KAT CAST On Demand Manually 

ECDSA SigVer 
(FIPS186-5) (A5589) 

KAT CAST On Demand Manually 

Safe  Primes Key 
Generat ion (A5588) 

PCT PCT On Demand Manually 



Canonical Ltd. Ubuntu 24.04 Kernel Crypto API Cryptographic Module  FIPS 140-3 Non-Proprie t ary Securit y Policy 

 
 

 
© 2026 Canonical Ltd. /  at sec informat ion securit y. 

This document  can be  reproduced and dist ribut ed only whole and int act , including t his copyright  not ice . 
71 of 78 

Algorit hm or Te st  Te st  Me t hod  Te st  Type  Pe riod  Pe riodic Me t hod  
ECDSA KeyGen 
(FIPS186-5) (A5588) 

PCT PCT On Demand Manually 

Ent ropy Source  RCT 
Startup 

RCT CAST On Demand Manually 

Ent ropy Source  APT 
Startup 

APT CAST On Demand Manually 

Ent ropy Source  RCT 
Cont inuous 

RCT CAST On Demand Manually 

Ent ropy Source  APT 
Cont inuous 

APT CAST On Demand Manually 

Table 24: Condit ional Periodic Informat ion 

10.4 Error St a t e s  
Name  De script ion Condit ions  Re cove ry Me t hod  Indica t or  

Error 
Stat e  

The  Linux ke rne l immediat e ly stops 
execut ing 

Any se lf-t e st  
failure  

Restart  of t he  
module  

Kerne l 
Panic 

Table 25: Error States 

In t he  Error St at e , the  output  int erface  is inhibited, and t he  module  accept s no more  input s or 
request s (as the  module  is no longer running). 

10.5 Ope ra t or Init ia t ion of Se lf-Te st s  
The  software  int egrit y t est s, cryptographic algorit hm se lf-t est s, and ent ropy source  st art -up 
t est s can be  invoked on demand by unloading and subsequent ly re -init ializing t he  module . 
The  pair-wise  consist ency t est s can be  invoked on demand by request ing t he  key pair 
generat ion service. 
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11 Life -Cycle  Assurance  

11.1 Inst a lla t ion, Init ia liza t ion, and St a rt up Proce dure s  
On the  Ubuntu 24.04 LTS operat ional environment s, the  module  is dist ribut ed in t he  form of 
t he  following deb packages: 

• linux-image-6.8.0-38-fips=6.8.0-38.38+fips4 
• linux-image-hmac-6.8.0-38-fips=6.8.0-38.38+fips4 
• linux-modules-6.8.0-38-fips=6.8.0-38.38+fips4 
• libkcapi1=1.4.0-1ubuntu4 
• kcapi-t ools=1.4.0-1ubuntu4 

On the  Ubuntu Core  24 operat ional environment s, t he  module  is dist ribut ed in t he  form of 
t he  “fips-kerne l” snap, with snap-id ZjfoRia9mZzIe2xoWtGxHNUQsSSqjzUK. Revision 28 and 
29 are  respect ive ly validat ed for amd64 and arm64 plat forms. 

Once  configurat ion t o access t he  PPA is comple t e , t he  Crypto Officer must  use  an Ubuntu 
One  account  t o obt ain a t oken t o at t ach t o t he  machine. This can be  done  by running the  
following command and following the  inst ruct ions: 

$ sudo pro at t ach 

The  Crypto Officer can then inst all the  Ubuntu packages cont aining t he  module  using t he  
Advanced Package  Tool (APT) with the  following commands: 

$ sudo pro enable  fips-updat es 

$ sudo reboot  

All t he  Ubuntu packages are  associat ed with hashes for int egrit y check. The  int egrit y of t he  
Ubuntu package  is automat ically verified by t he  packing t ool during t he  inst allat ion of the  
module . The  Crypto Officer shall not  inst all the  package  if t he  int egrit y check fails. 

Inst allat ion of t he  module  on t he  Ubuntu Core  24 operat ional environment  simply consist s of 
flashing t he  operat ing syst em image  t o a hard drive , t hen following t he  inst ruct ions on the  
screen. 

11.2 Adminis t ra t or Guidance  
The Approved and non-Approved modes of operat ion are  specified in sect ion 2.4. The  
administ rat ive  funct ions are  specified in t he  Approved Services t able . All the  physical port s and 
logical int e rfaces are  specified in sect ion 3.1. 

Aft e r the  image  is inst alled properly as defined in sect ion 11.1, the  Crypto Officer must  
execut e  t he  following commands t o verify t hat  t he  module  and it s associat ed packages are  
inst alled properly: 

$ cat  /proc/sys/crypto/fips_name 
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The  Crypto Officer must  ensure  t hat  t he  proper name is list ed in t he  output  as follows: 

Ubuntu 24.04 Kerne l Crypto API Cryptographic Module  

Then, the  Crypto Officer must  execut e : 

$ cat  /proc/sys/crypto/fips_version 

This command must  output  t he  following: 

6.8.0-38-fips 

Then, the  Crypto Officer must  execut e : 

$ kcapi-hasher -v 

This command must  output  t he  following: 

kcapi-hasher: libkcapi 1.5.0 

On the  Ubuntu 24.04 LTS operat ional environment s, versions of the  inst alled packages can be  
verified using t he  following command: 

$ dpkg-query -W linux-image-6.8.0-38-fips linux-image-hmac-6.8.0-38-fips linux-modules-6.8.0-
38-fips libkcapi1 kcapi-tools 

On the  Ubuntu Core  24 operat ional environment s, revisions of the  inst alled snaps can be  
verified using t he  following command: 

$ snap list  fips-kerne l 

11.3 Non-Adminis t ra t or Guidance  
The approved and non-approved security funct ions available  t o users are  list ed in sect ion 2, 
t he  physical port s, and logical int e rfaces available  t o users are  specified in sect ion 3.1. The  
Approved and non-Approved modes of operat ion are  specified in sect ion 2.4. The  algorit hm-
specific informat ion is list ed in sect ion 2.7. 

11.4 End of Life  
As t he  module  does not  persist ent ly st ore  SSPs, secure  sanit izat ion of t he  module  consist s of 
unloading the  module . This will ze roize  all SSPs in volat ile  memory.  

If desired, the  linux-image-6.8.0-38-fips, linux-image-hmac-6.8.0-38-fips, linux-modules-6.8.0-
38-fips, linux-modules-ext ra-6.8.0-38-fips, libkcapi1, fips-init ramfs, and kcapi-t ools deb 
packages can be  uninst alled from the  Ubuntu 24.04 LTS syst em. 

The  Ubuntu Core  24 system is dist ribut ed as an operat ing syst em image , so removing t his 
image  will also uninst all t he  module . Alt e rnat ive ly, the  “snap remodel” command can be  used 
t o swit ch t o a generic model with a diffe rent  kerne l. 
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12 Mit iga t ion of  Ot he r At t acks 
The  module  does not  offe r mit igat ion of other at t acks and therefore  this sect ion is not  
applicable . 



Canonical Ltd. Ubuntu 24.04 Kernel Crypto API Cryptographic Module  FIPS 140-3 Non-Proprie t ary Securit y Policy 

 
 

 
© 2026 Canonical Ltd. /  at sec informat ion securit y. 

This document  can be  reproduced and dist ribut ed only whole and int act , including t his copyright  not ice . 
75 of 78 

Appe ndix A. Glossary and Abbre via t ions 
AES Advanced Encrypt ion Standard 
API Applicat ion Programming Int e rface 
CAST Cryptographic Algorithm Self-Test  
CAVP Cryptographic Algorithm Validat ion Program 
CBC Cipher Block Chaining 
CCM Counter with Cipher Block Chaining-Message  Authent icat ion Code  
CFB Cipher Feedback 
CKG Cryptographic Key Generat ion 
CMAC Cipher-based Message  Authent icat ion Code 
CMVP Cryptographic Module  Validat ion Program 
CSP Crit ical Security Parameter 
CTR Counter 
CTS Ciphert ext  St ealing 
DRBG Determinist ic Random Bit  Generator 
ECB Elect ronic Code  Book 
ECC Ellipt ic Curve  Cryptography 
ECDH Ellipt ic Curve  Diffie -Hellman 
ECDSA Ellipt ic Curve  Digit al Signature  Algorithm 
FFC Finit e  Fie ld Cryptography 
FIPS Federal Informat ion Processing St andards 
GCM Galois Counter Mode  
GMAC Galois Counter Mode  Message  Authent icat ion Code  
HKDF HMAC-based Key Derivat ion Funct ion 
HMAC Keyed-Hash Message  Authent icat ion Code  
IPsec Int e rne t  Protocol Securit y 
KAS Key Agreement  Scheme 
KAT Known Answer Test  
KBKDF Key-based Key Derivat ion Funct ion 
KW Key Wrap 
MAC Message  Authent icat ion Code  
NIST Nat ional Inst it ut e  of Science  and Technology 
OFB Output  Feedback 
PAA Processor Algorithm Accelerat ion 
PCT Pair-wise  Consist ency Test  
PBKDF2 Password-based Key Derivat ion Funct ion v2 
PKCS Public-Key Cryptography St andards 
RSA Rivest , Shamir, Addleman 
SHA Secure  Hash Algorit hm 
SSC Shared Secre t  Computat ion 
SSP Sensit ive  Security Parameter 
XTS XEX-based Tweaked-codebook mode  with cipher t ext  St ealing 
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Appe ndix B. Re fe re nce s 
FIPS 140-3 FIPS PUB 140-3 - Se curit y Re quire me nt s  For Crypt ographic Module s 

March 2019 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/FIPS/NIST.FIPS.140-3.pdf 

FIPS 140-3 IG Imple me nt a t ion Guidance  for FIPS PUB 140-3 and  t he  Crypt ographic 
Module  Valida t ion Program (04-18-2025) 
ht t ps:/ /csrc.nist .gov/Project s/cryptographic-module-validat ion-
program/fips-140-3-ig-announcement s 

FIPS 180-4 Se cure  Hash St andard  (SHS) 
March 2012 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/FIPS/NIST.FIPS.180-4.pdf 

FIPS 186-4 Digit a l Signa t ure  St andard  (DSS) 
July 2013 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/FIPS/NIST.FIPS.186-4.pdf 

FIPS 186-5 Digit a l Signa t ure  St andard  (DSS) 
February 2023 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/FIPS/NIST.FIPS.186-5.pdf 

FIPS 197 Advance d Encrypt ion St andard 
May 9, 2023 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/FIPS/NIST.FIPS.197-upd1.pdf 

FIPS 198-1 The  Ke ye d Hash Me ssage  Aut he nt ica t ion Code  (HMAC) 
July 2008 
ht t ps:/ /csrc.nist .gov/publicat ions/ fips/ fips198-1/FIPS-198-1_final.pdf 

FIPS 202 SHA-3 St andard:  Pe rmut a t ion-Base d  Hash and Ext e ndable -Out put  
Funct ions 
August  2015 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/FIPS/NIST.FIPS.202.pdf 

PKCS# 1 Public Ke y Crypt ography St andards (PKCS) # 1: RSA Crypt ography 
Spe cifica t ions Ve rsion 2.1 
February 2003 
ht t ps:/ /www.ie t f.org/rfc/ rfc3447.t xt  

RFC 3526 More  Modular Expone nt ia l (MODP) Diffie -He llman groups for Int e rne t  
Ke y Exchange  (IKE) 
May 2003 
ht t ps:/ /www.ie t f.org/rfc/ rfc3526.t xt  

RFC 4106 The  Use  of Galois / Count e r Mode  (GCM) in IPse c Encapsula t ing 
Se curit y Payload  (ESP) 
June  2005 
ht t ps:/ /dat at racker.ie t f.org/doc/html/rfc4106 

RFC 7296 Int e rne t  Ke y Exchange  Prot ocol Ve rsion 2 (IKEv2) 
October 2014 
ht t ps:/ /dat at racker.ie t f.org/doc/html/rfc7296 

https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-3.pdf
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/fips-140-3-ig-announcements
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/fips-140-3-ig-announcements
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-5.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.197-upd1.pdf
https://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.202.pdf
https://www.ietf.org/rfc/rfc3447.txt
https://www.ietf.org/rfc/rfc3526.txt
https://datatracker.ietf.org/doc/html/rfc4106
https://datatracker.ietf.org/doc/html/rfc7296
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SP 800-38A Re comme ndat ion for Block Ciphe r Mode s of Ope ra t ion Me t hods and  
Te chnique s 
December 2001 
ht t ps:/ /csrc.nist .gov/publicat ions/nist pubs/800-38a/sp800-38a.pdf 

SP 800-38A 
Addendum 

Re comme ndat ion for Block Ciphe r Mode s of Ope ra t ion: Thre e  
Variant s  of Ciphe rt e xt  St e a ling for CBC Mode  
October 2010 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/Legacy/SP/nist specialpublicat ion800-
38a-add.pdf 

SP 800-38B Re comme ndat ion for Block Ciphe r Mode s of Ope ra t ion: The  CMAC 
Mode  for Aut he nt ica t ion 
May 2005 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/SpecialPublicat ions/NIST.SP.800-
38B.pdf 

SP 800-38C Re comme ndat ion for Block Ciphe r Mode s of Ope ra t ion: t he  CCM Mode  
for Aut he nt ica t ion and  Confide nt ia lit y 
May 2004 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/Legacy/SP/nist specialpublicat ion800-
38c.pdf 

SP 800-38D Re comme ndat ion for Block Ciphe r Mode s of Ope ra t ion:  
Galois / Count e r Mode  (GCM) and GMAC 
November 2007 
ht t ps:/ /csrc.nist .gov/publicat ions/nist pubs/800-38D/SP-800-38D.pdf 

SP 800-38E Re comme ndat ion for Block Ciphe r Mode s of Ope ra t ion: The  XTS AES 
Mode  for Confide nt ia lit y on St orage  De vice s 
January 2010 
ht t ps:/ /csrc.nist .gov/publicat ions/nist pubs/800-38E/nist -sp-800-38E.pdf 

SP 800-38F Re comme ndat ion for Block Ciphe r Mode s of Ope ra t ion: Me t hods for 
Ke y Wrapping 
December 2012 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/SpecialPublicat ions/NIST.SP.800-
38F.pdf 

SP 800-56Ar3 Re comme ndat ion for Pa ir-Wise  Ke y Est ablishme nt  Sche me s Using 
Discre t e  Logarit hm Crypt ography 
April 2018 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/SpecialPublicat ions/NIST.SP.800-
56Ar3.pdf 

SP 800-90Ar1 Re comme ndat ion for Random Numbe r Ge ne rat ion Using De t e rminist ic 
Random Bit  Ge ne ra t ors 
June  2015 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/SpecialPublicat ions/NIST.SP.800-
90Ar1.pdf 

https://csrc.nist.gov/publications/nistpubs/800-38a/sp800-38a.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a-add.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38a-add.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38B.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38B.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38c.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-38c.pdf
https://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf
https://csrc.nist.gov/publications/nistpubs/800-38E/nist-sp-800-38E.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38F.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38F.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-56Ar3.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
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SP 800-90B Re comme ndat ion for t he  Ent ropy Source s  Use d  for Random Bit  
Ge ne ra t ion 
January 2018 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/SpecialPublicat ions/NIST.SP.800-
90B.pdf 

SP 800-133r2 Re comme ndat ion for Crypt ographic Ke y Ge ne ra t ion  
June  2020 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/SpecialPublicat ions/NIST.SP.800-
133r2.pdf 

SP 800-140Br1 CMVP Se curit y Policy Re quire me nt s 
March 2020 
ht t ps:/ /nvlpubs.nist .gov/nist pubs/SpecialPublicat ions/NIST.SP.800-
140Br1.pdf 

 

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90B.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90B.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-133r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-133r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-140Br1.pdf
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