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use only provided that:

> The copyright notice below, the confidentiality and proprietary legend and this full warning notice
appear in all copies.
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The information contained in this document is provided “AS IS” without any warranty of any kind.
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infringement. In no event shall Thales be liable, whether in contract, tort or otherwise, for any indirect,
special or consequential damages or any damages whatsoever including but not limited to damages
resulting from loss of use, data, profits, revenues, or customers, arising out of or in connection with the
use or performance of information contained in this document.

Thales does not and shall not warrant that this product will be resistant to all possible attacks and shall
not incur, and disclaims, any liability in this respect. Even if each product is compliant with current
security standards in force on the date of their design, security mechanisms' resistance necessarily
evolves according to the state of the art in security and notably under the emergence of new attacks.
Under no circumstances, shall Thales be held liable for any third party actions and in particular in case
of any successful attack against systems or equipment incorporating Thales products. Thales disclaims
any liability with respect to security for direct, indirect, incidental or consequential damages that result
from any use of its products. It is further stressed that independent testing and verification by the
person using the product is particularly encouraged, especially in any application in which defective,
incorrect or insecure functioning could result in damage to persons or property, denial of service or loss
of privacy.
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Acronyms and Abbreviations

ACRONYMS AND ABBREVIATIONS

Term Definition

AES Advanced Encryption Standard

ANSI American National Standards Institute
AU Audit User

API Application Programming Interface
CBC Cipher Block Chaining

CDH Cofactor Diffie-Hellman

CID Client IDentity

CITS Chrysalis ITS

CKG Cryptographic Key Generation

CFB Cipher FeedBack

CMAC Cipher Block Chaining Message Authenticate Code
CMVP Cryptographic Module Validation Program
(6{0)] Crypto Officer

CPV1 Cloning Protocol Version 1

CPV3 Cloning Protocol Version 3

CPV4 Cloning Protocol Version 4

CsP Critical Security Parameter

CTR CounTeR

CuU Crypto User

CVL Component Validation List

DAK Device Authentication Key

DAC Device Authentication Certificate

DEK Data Encryption Key
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Acronyms and Abbreviations

Term Definition

DH Diffie-Hellman

DMK Data MAC Key

DPK Data Protection Key

DSA Digital Signature Algorithm

DRBG Deterministic Random Bit Generator
ECB Electronic Code Book

ECC Elliptic Curve Cryptography

ECDH Elliptic Curve Diffie-Hellman

ECDSA Elliptic Curve Digital Signature Algorithm
EFP Environmental Failure Protection

EFT Environmental Failure Testing

EKA Ephemeral Key Agreement

ELF Executable and Linkable Format

EMC ElectroMagnetic Compatibility

EMI ElectroMagnetic Interference

ESV Entropy Source Validation

FFC Finite Field Cryptography

FIPS Federal Information Processing Standard
FM Functionality Module

GCM Galois Counter Mode

GMAC Galois Message Authentication Code
GSK Global Storage Key

HMAC Keyed-Hash Message Authentication Code
HA High Availability

HOC Hardware Origin Certificate

HOK Hardware Origin Key
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Acronyms and Abbreviations

Term Definition

HSE-BBRAM High-speed erase battery backed RAM

HSM Hardware Security Module / Host Security Module

ICD Interface Control Design/Document

IG Implementation Guidance

ISO/IEC International Organization for Standardization / International Electrotechnical
Commission

I/O Input/Output

v Initialization Vector

KAS Key Agreement Scheme

KAT Known Answer Test

KBKDF Key-Based Key Derivation Function

KCV Key Cloning Vector

KDF Key Derivation Function

KDM Key Destruction Method

KEK Key Encryption Key

KEV Key Encryption Vector

KTS Key Transport Scheme

KW Key Wrap

KWP Key Wrap with Padding

LCO Limited Crypto Officer

LED Light Emitting Diode

LSB Least Significant Bit

MAC Message Authentication Code

Masking A Thales term to describe the encryption of a key for use only within a Thales
cryptographic module

Mbps Megabits per second

MGF Mask Generation Function
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Acronyms and Abbreviations

Term Definition

MIC Manufacturer’s Integrity Certificate

MIK Manufacturer’s Integrity Key

MK Master Key

NIST National Institute of Science and Technology
N/A Not Applicable

OFB Output FeedBack

PAC PED Authentication Certificate

PAK PED Authentication Key

PBKDF Password Based Key Derivation Function
PCle Peripheral Component Interconnect Express
PCT Pair-wise Consistency Test

PEC Password Encryption Certificate

PED PIN Entry Device

PEK Password Encryption Key

PKCS Public-Key Cryptography Standards
POST Power-on Self-Test

PSK Partition Storage Key

PSS Probabilistic Signature Scheme

PST Periodic Self-Test

RDK Role Domain Key

RNG Random Number Generator

RPV Remote PED Vector

RSA Rivest Shamir Adleman

RSADP RSA Decryption Primitive

RSASVE RSA Secret-Value Encapsulation

RTC Real Time Clock
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Acronyms and Abbreviations

Term Definition

SALK Secure Audit Logging Key

SHA Secure Hash Algorithm

SKA Static Key Agreement

SMFS Secure Memory File System

SMK SKS Master Key

SKS Scalable Key Storage

SO Security Officer

SSC Shared Secret Computation

SSP Sensitive Security Parameter
STC Secure Trusted Channel

STM Secure Transport Mode
Triple-DES Triple Data Encryption Standard
TUK Token or Module Unwrapping Key
TVK Token or Module Variable Key
TWC Token or Module Wrapping Certificate
UsB Universal Serial Bus

USK User’'s Storage Key

VPD Vital Product Data

XEX XOR-encrypt-XOR

XOR eXclusive OR

XTS XEX Tweakable block cipher ciphertext Stealing
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Preface

PREFACE

This document deals only with operations and capabilities of the Thales Luna K7 Cryptographic Module in
the technical terms of [FIPS 140-3].

General information on Thales HSM alongside other Thales products is available from the following
sources:

> the Thales internet site contains information on the full line of available products at

> product manuals and technical support literature is available from the Thales Customer Support Portal
at

> online manuals for the product can be found at

> technical or sales representatives of Thales can be contacted through one of the channels listed on

NOTE: You require an account to access the Customer Support Portal. To create a new
account, go to the portal and click on the REGISTER link.

Thales Luna K7 Cryptographic Module - LEVEL 3 NON-PROPRIETARY SECURITY POLICY 15
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General

1 General

1.1 Security Level

The Thales Luna K7 Cryptographic Module meets all level 3 security requirements for [FIPS 140-3] as

summarized in the table below:

Table 1-1: Security Levels

[ISO/IEC 24759:2017]
Section 6

[Number Below]

FIPS 140-3 Section Title

Security Level

1 General 3
2 Cryptographic Module Specification 3
3 Cryptographic Module Interfaces 3
4 Roles, Services, and Authentication 3
5 Software/Firmware Security 3
6 Operational Environment N/A
7 Physical Security 3
8 Non-Invasive Security N/A
9 Sensitive Security Parameter Management 3
10 Self-Tests 3
11 Life-Cycle Assurance 3
12 Mitigation of Other Attacks N/A

Thales Luna K7 Cryptographic Module - LEVEL 3 NON-PROPRIETARY SECURITY POLICY

002-010935-003 Rev. T, February 23, 2024, Copyright © 2024 Thales.

16




Cryptographic Module Specification

2 Cryptographic Module Specification

2.1 Module Overview

The Thales Luna K7 Cryptographic Module is a multi-chip embedded hardware security module in the form of a
PCle card, which typically resides within a custom computing or security appliance. The cryptographic module
is contained in its own secure enclosure, which provides physical resistance to tampering.

The cryptographic boundary of the module is defined to encompass all components inside the secure enclosure
on the PCle card.

The module must be explicitly configured to operate in an [FIPS 140-3] approved mode of operation using steps
outlined in section 13.2 and where these are performed during the secure initialization of the module.

The module only supports a single approved mode of operation and any configuration changes to settings
defining that mode will trigger a zeroization of all partition Sensitive Security Parameter (SSP) and require the
full reset and re-initialization of the module.

NOTE Thales Luna K7 Cryptographic Module does not support degraded operation as
@ defined in [ISO/IEC 19790:2012].

The module provides secure key generation and storage for symmetric keys and asymmetric key pairs along
with support for a broad range of cryptographic services. Access to key material and cryptographic services for
users and user application software is provided through the PKCS #11 programming API, which is implemented
over the module’s proprietary command interface.

The module may host multiple ‘user partitions’ which are cryptographically separated and are presented as
‘virtual tokens’ to user applications. A single ‘admin partition’ exists, which is dedicated to the HSM Security
Officer (HSM SO) and Administrator roles. Each partition must be separately authenticated in order to make it
available for use.

2.2 Module Description

The cryptographic module, as defined in [ISO/IEC 19790:2012], is a hardware module of embodiment multi-
chip embedded.

@ NOTE The Thales Luna K7 Cryptographic Module can be used as follows:
> as a standalone device called the Thales Luna PCle HSM; or

> as an embedded device in the Thales Luna Network HSM.

The cryptographic boundary of the module is shown in Figure 2-1 and Figure 2-2 below with the module
embedded in the Thales Luna Network HSM shown in Figure 2-3. The cryptographic boundary is defined as
the metal enclosure on the top and bottom sides of the PCle card as outlined. The fans and heatsinks depicted
alongside the removable backup battery are inside the cryptographic boundary (i.e. included in the module
versioning on the certificate), but excluded from the testing requirements of FIPS 140-3.

Thales Luna K7 Cryptographic Module - LEVEL 3 NON-PROPRIETARY SECURITY POLICY 17
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Cryptographic Module Specification

Cryptographic
Boundary

Figure 2-1: Thales Luna K7 Cryptographic Module cryptographic boundary with fans

Cryptographic
Boundary

Figure 2-2: Thales Luna K7 Cryptographic Module cryptographic boundary with heatsinks
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Cryptographic Module Specification

THALES

Figure 2-3: Thales Luna Network HSM

The following figure highlights the logical boundary of the module covered by this certification:

FM1 FM2 L FMhn

S i Cryptographic Boundary

r N O W . . W . . O . O S O S O . O S O S O . O . w

Eoﬁlt.[::def Main Firmware 7.8.4

K7 Hardware Platform

Figure 2-4 — Thales Luna K7 Cryptographic Module, cryptographic boundary.

The boundary includes the bootloader and the main firmware but excludes any Functionality Module (FM) that
may be loaded by the HSM SO* onto the PCle card to interface to the main firmware.

The bootloader, main firmware and FM are considered ‘firmware’ within the scope of definitions in [ISO/IEC
19790:2012].

firmware, and may also contain optional FM’s if loaded. To use the module in an approved

@ NOTE As covered above, ‘firmware’ for the module includes the bootloader, main
mode of operation, all firmware, including the bootloader, main firmware and any FM’s

! The HSM Security Officer is responsible for managing the HSM. As such, the HSM SO is authorized to install and configure the HSM, set and
maintain global HSM security policies and load FMs. For more information on the HSM SO, and all other roles, refer to section 4.1.
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loaded onto the module must be validated to [FIPS 140-3] to run on Thales Luna K7
Cryptographic Module.

The scope of this certificate exclusively covers the bootloader and main firmware as
approved for use by the module.

Any FM approved to run on the module will have its own FIPS 140-3 certificate to run on
top of the module and where it will most likely be of embodiment, firmware module if
maintaining a FIPS 140-3, Level 3 approval overall.
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2.3 Test Configuration

The following tested configuration are covered in this security policy:

Table 2-1: Cryptographic module tested configuration.

Model

Hardware

[Part Number
and Version]

Firmware Version

Distinguishing Features

Thales Luna PCle HSM

808-000048-002
or

808-000048-003

Main firmware: 7.8.4;
with

Bootloader: 1.1.1,
1.1.2,1.14,0r1.1.5

Half-height PCle card with factory installed fans.

Listed hardware parts are functionally identical
with the difference being a change of supplier
for one of the internal components.

Thales Luna K7
Cryptographic Module as
used in Thales Luna
Network HSM

808-000066-001

Main firmware: 7.8.4;
with

Bootloader: 1.1.1,
1.1.2,1.14,0r1.15

Half-height PCle card with factory installed
heatsinks.

Thales Luna K7
Cryptographic Module as
used in Thales Luna
Network HSM

808-000073-001
or
808-000073-002

Main firmware: 7.8.4;
with

Bootloader: 1.1.1,
1.1.2,1.14,0r1.15

Half-height PCle card with factory installed
heatsinks.

This model is physically identical to 808-
000066-001.
Listed hardware parts are functionally identical

with the difference being a change of supplier
for one of the internal components.

‘ K

| @

This document covers both the PED and password authentication configurations of the Thales Luna K7
Cryptographic Module.

NOTE The security features described in this document apply to the Thales Luna K7
Cryptographic Module only and do not include any feature that may be enforced by the
host appliance, client or Thales Luna PED.

NOTE As the module is a hardware module of embodiment multi-chip embedded — this
security policy is not required to list an operating system.
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2.4 Approved Algorithms

The following cryptographic library and associated CAVP certificates are used by the cryptographic module:

> SafeNet Bootloader Cryptographic Library (Cert and );

> SafeNet Accelerated Cryptographic Library (Certs and );

> SafeNet Accelerated Cryptographic Library — Alternate (Cert and );
> SafeNet Cryptographic Library (Cert and ); and

> SafeNet Cryptographic Library — Alternate (Cert and ).

NOTE The following certificates referenced above contain redundant listings not used by the
@ cryptographic module:

> Cert includes a listing for FIPS 186-2, RSA, SigVer. This is redundant listing and where
the same implementation has been retested to [FIPS 186-4], RSA, SigVer covered under Cert

> Cert includes listing for KAS-ECC, KAS-FFC, CVL (RSADP), GMAC and TDES-CMAC as a
redundant MAC option for KDF [SP800-108r1];

> Cert includes a listing for KAS-ECC and CVL (RSADP);

> Cert includes KAS-ECC, KAS-FFC, GMAC, CVL (RSADP) and AES in GCM mode with

external IV; and
> Cert includes CVL (RSADP).

Implementations for these algorithms are present in the software libraries or hardware integrated
circuits used by the module and have completed CAVP testing but where this code is not
executable for the certified configuration of the module.

The following entropy source and associated ESV certificated are used by the cryptographic module:
> Thales K7 Hardware Platform TRNG (ESV Cert ).

The approved algorithms implemented by the module alongside their mapping to the certificates above
alongside algorithms use by service are listed in the Table 2-2 below.

Listings in the ‘Use / Function’ column map to services listed in Table 4-2 and Table 4-4:
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Table 2-2: Approved Algorithms

Algorithm and Description / Key Size(s) / Key
CAVP Cert Standard Mode / Method Strength(s) Use / Function

Symmetric Encryption/Decryption

Algorithm: AES. Mode: CBC, CFB128, CFBS, CTR, ECB, Key size: 128 and 256-bit - all modes. Initialize the HSM, Create a user partition, Export/import
2 3 4 audit log secret key, Request partition STC identity, Initiate
Standards: [FIPS 197], | GCM? KW, KWP?, OFB, XTS". 192-bits — CBC, CFB128, CFBS, CTR, ucit ‘og ¥, Request partitl lgentity, inftl

STC tunnel, Send commands to partition with STC tunnel
[SP800-38A], [SP800- ECB, GCM, KW, KWP AND OFB only. — " "

initiated, Clone SMK between partitions, Clone partition
38D], [SP800-38E] and

objects between partitions, Rollover SMK for a given
[SP800-38F]. partition, Request HSM self-test, Initialize role, Configure
partition for high-available recovery / login, Login as role,
Initialize Remote PED Vector (RPV), Send or receive data
over PED tunnel (local PED), Send or receive data over PED
tunnel (remote PED), Generate local symmetric or
asymmetric key-pair, Generate domain parameters, Derive
key from existing partition secret or private key object,
Import secret or private key using key wrapping, Export
secret or private key using key wrapping, Insert key from
external storage using SKS, Extract key to external storage
using SKS, Perform encrypt operation on user supplied data
object, Perform decrypt operation on user supplied data
object, Generate signature or MAC over user supplied data,
Activate SMFS, Store/retrieve data from SMFS.
Algorithm: AES. Mode: KW, KWP. Key size: 128, 192 and 256-bit. <As per ‘AES’ services above using KW and KWP, but
used when data being encrypted or decrypted is greater than
2KB in size.>

Standards: [FIPS 197],
[SP800-38D] and
[SP800-38F].
Algorithm: Triple-DES. | Mode: CBC, CFB64, CFBS8, CTR, ECB, OFB Key size: 168-bits (3-key). Request HSM self-test, Import secret or private key using
(decrypt only). key wrapping, Perform decrypt operation on user supplied
data object, Validate signature or MAC over user supplied
data.

Standards: [SP800-
67r2] and [SP800-
38A].

2 The module generates IVs internally using the approved DRBG where all IV used are 128-bits in length per [SP800-38D].

8 KW and KWP use this implementation configuration when objects are less than 2KB in size. Otherwise, the implementation is used.

4 XTS-AES is only supported for consumption by users with the ‘Perform encrypt operation on user supplied data object’ service. When used, output from this service should be used exclusively for
data storage. Keys generated using PBKDF are exclusively used for functions internal to the module and where these are used for storage applications.

Thales Luna K7 Cryptographic Module - LEVEL 3 NON-PROPRIETARY SECURITY POLICY 23
002-010935-003 Rev. T, February 23, 2024, Copyright © 2024 Thales.




Cryptographic Module Specification

CAVP Cert

Algorithm and
Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Hashing

Algorithm: SHA.

Standards: [FIPS 186-
4] and [FIPS 202].

Methods: SHA-1, SHA2-224, SHA2-256,
SHA2-384, SHA2-512, SHA3-224, SHA3-
256, SHA3-384, SHA3-512, SHAKE-128,
SHAKE-256 (Byte Only).

N/A.

Update firmware, Protect object integrity, Load
configuration update file, Request partition STC identity,
Initiate STC tunnel, Clone SMK between partitions, Clone
partition objects between partitions, Enable/disable STM,
Request HSM self-test, Initialize role, Change authentication
data, Configure partition for high-available recovery / login,
Login as role, Initialize Remote PED Vector (RPV), Generate
local symmetric or asymmetric key-pair, Generate domain
parameters, Derive key from existing partition secret or
private key object, Import secret or private key using key
wrapping, Export secret or private key using key wrapping,
Insert key from external storage using SKS, Re-seed partition
DRBG, Extract entropy from partition DRBG, Perform digest
operation on user supplied data, Perform encrypt operation
on user supplied data object, Generate signature or MAC
over user supplied data, Download FM, Activate SMFS,
Store/retrieve data from SMFS, Setup Local PED Session,
Setup Remote PED Session, Send or receive data over PED
tunnel (remote PED).

Algorithm: SHA.

Standards: [FIPS 180-
4].

Methods: SHA2-256, SHA2-512 (Byte
Only).

N/A.

Generate secure log record, Submit external messages for
entry into secure audit log, Validate the audit log, Request
HSM self-test.

Algorithm: SHA.

Standards: [FIPS 180-
4].

Methods: SHA-1, SHA2-384 (Byte Only).

N/A.

Request authentication and execution of main firmware.

Message Authentication Code

Algorithm: HMAC.

Standard: [FIPS 198-
1].

Methods: HMAC-SHA-1, HMAC-SHA2-224,
HMAC-SHA2-256, HMAC-SHA2-384,
HMAC-SHA2-512, HMAC-SHA3-224,
HMAC-SHA3-256, HMAC-SHA3-384,
HMAC-SHA3-512.

Mac size: 10-to-64 bytes (dependent
on hash).

Key size: key size < block size, key size
= block size, key size > block size.

Request HSM self-test, Send or receive data over PED tunnel
(remote PED), Generate signature or MAC over user supplied
data, Validate signature or MAC over user supplied data,
Store/retrieve data from SMFS, Initialize the HSM, Initialize
role, Change authentication data, Login as role

#C1718

Algorithm: HMAC.

Standard: [FIPS 198-
1].

Methods: HMAC-SHA2-256.

Mac size: 16, 24, 32 bytes.
Key size: key size < block size, key size
= block size, key size > block size.

<as per SHA from Cert #C1718 covered above where this
certificate covers the standalone algorithm implementation
exclusively used to support secure logging.>
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Algorithm and

Description / Key Size(s) / Key

CAVP Cert Standard Mode / Method Strength(s) Use / Function
Algorithm: Triple-DES. | Methods: CMAC (MAC validate only). Key size: 168-bits (3-key). Validate signature or MAC over user supplied data, Request
HSM self-test.
Standard: [SP800-
67r2] and [SP80O0-
38B].
Algorithm: AES. Methods: CMAC. Key size: 128, 192, 256-bits. Generate signature or MAC over user supplied data, Validate
signature or MAC over user supplied data, Request HSM self-
Standard: [FIPS 197] rest.
and [SP800-38B].
Asymmetric

Algorithm: RSA.

’

Standard: [FIPS 186-
4].

Method: Key Generation, Signature
Generation, Signature Verification.

Signature Type: ANSI X9.31, PKCS #1-v1.5
1.5, PKCS-PSS.

Hash options:

Signature Generation (PKCS #1-v1.5
and PKCS-PSS): SHA2-224, SHA2-256,
SHA2-384, SHA2-512, SHA3-224,
SHA3-256, SHA3-384, SHA3-512.

Signature Generation (ANSI X9.31):
SHA2-224, SHA2-256, SHA2-384,
SHA2-512.

Signature Verification (PKCS #1-v1.5
and PKCS-PSS): SHA-1, SHA2-224,
SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Signature Verification (ANSI X9.31):
SHA-1, SHA2-224, SHA2-256, SHA2-
384, SHA2-512.

Vendor affirmed using [FIPS 140-3 IG],
C.C, The Use and the Testing
Requirements for the Family of Functions
defined in FIPS 202, when using SHA-3.

Modulus length: 2048, 3072 — Key
Generation, Signature Generation and
Signature Verification.

1024 - Signature Verification only.

Clone SMK between partitions, Clone partition objects
between partitions, Generate local symmetric or asymmetric
key-pair, Request HSM self-test, Generate signature or MAC
over user supplied data, Validate signature or MAC over user
supplied data, Download FM.

Both algorithm implementations used when HSM Policy (43)
Enable low-level math acceleration is enabled.

Of the two implementations, Algorithm implementation
covered by used when Partition Policy (16) Operate
Without RSA blinding is enabled and used when
Partition Policy (16) Operate Without RSA blinding is
disabled.
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Algorithm and

CAVP Cert Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: RSA.

’

Standard: [FIPS 186-
4].

Method: Key Generation.

Key Generation Method: [FIPS 186-4]
B.3.3and B.3.6.

Modulus length: 2048 and 3072-bit.

Used for Generate local symmetric or asymmetric key-pair
as already mapped from the RSA listing above but where this
implementation is used when HSM Policy (43) Enable low
level math acceleration is disabled.

Of the two implementations, Algorithm implementation
covered by Cert used when Partition Policy (16)
Operate Without RSA blinding is enabled and Cert

used when Partition Policy (16) Operate Without
RSA blinding is disabled.

Algorithm: RSA.

Standard: [FIPS 186-
4].

Methods: Signature Generation,
Signature Verification.

Signature Type: ANSI X9.31, PKCS #1-v1.5,
PKCS-PSS.

Signature Generation (PKCS #1-v1.5
and PKCS-PSS): SHA2-224, SHA2-256,
SHA2-384, SHA2-512, SHA3-224,
SHA3-256, SHA3-384, SHA3-512.

Signature Generation (ANSI X9.31):
SHA2-224, SHA2-256, SHA2-384,
SHA2-512.

Signature Verification (PKCS #1-v1.5
and PKCS-PSS): SHA-1, SHA2-224,
SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Signature Verification (ANSI X9.31):
SHA-1, SHA2-224, SHA2-256, SHA2-
384, SHA2-512.

Vendor affirmed using [FIPS 140-3 IG],
C.C, The Use and the Testing
Requirements for the Family of Functions
defined in FIPS 202, when using SHA-3.

Modulus length: 4096-bit.

Vendor Note: Key sizes above 4096
and up to modulus length 8192-bit are
supported for signature generation
and verification by the module as
permitted by [SP800-131Ar2] but were
not supported for test by the NIST
CAVP program above modulus 4096-
bits at the time of module submission.

Modulus above 4096-bits may be used
in the approved mode but are
untested for RSA as part of the
independent CAVP assurance activities
performed.

Load configuration update file, Clone SMK between
partitions, Clone partition objects between partitions, ,
Configure partition for high-available recovery / login,
Generate local symmetric or asymmetric key-pair, Request
HSM self-test, Generate signature or MAC over user supplied
data, Validate signature or MAC over user supplied data,
Download FM.

Both algorithm implementations used when HSM Policy (43)
Enable low-level math acceleration is enabled.

Of the two implementations, Algorithm implementation
covered by Cert used when Partition Policy (16)
Operate Without RSA blinding is enabled and Cert
used when Partition Policy (16) Operate Without RSA
blinding is disabled.
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Algorithm and
CAVP Cert Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: RSA.

’ Standard: [FIPS 186- Key Generation Methods: B.3.3 and

, 4). B.3.6.

Method: Key Generation.

Modulus length: 4096-bit.

Vendor Note: Key sizes above 4096
and up to modulus length 8192-bit are
supported for signature generation
and verification by the module as
permitted by [SP800-131Ar2] but were
not supported for test by the NIST
CAVP program above modulus 4096-
bits at the time of module submission.

Modulus above 4096-bits may be used
in the approved mode but are
untested for RSA as part of the
independent CAVP assurance activities
performed.

Generate local symmetric or asymmetric key-pair.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is enabled
and Partition Policy (16) Operate Without RSA blinding is
enabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is enabled
and Partition Policy (16) Operate Without RSA blinding is
disabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is
disabled and Partition Policy (16) Operate Without RSA
blinding is enabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is
disabled and Partition Policy (16) Operate Without RSA
blinding is disabled.

Algorithm: RSA.

4].

Method: Signature Verification.

Standard: [FIPS 186- Signature Type: PKCS #1-v1.5.

Hash options: SHA-1, SHA2-384.

Modulus length: 4096-bit.

Request authentication and execution of main firmware.
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Algorithm and

CAVP Cert Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: DSA.

Standard: [FIPS 186-
4].

Methods: Parameter Generation, Key
Generation, Signature Generation,
Signature Verification.

Hash options:

Parameter Generation: SHA2-224,
SHA2-256.

Signature Generation: SHA2-224,
SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Signature Verification: SHA-1, SHA2-
224, SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Vendor affirmed using [FIPS 140-3 1G],
C.C, The Use and the Testing
Requirements for the Family of Functions
defined in FIPS 202, when using SHA-3.

Modulus length: 2048 and 3072 —
Parameter Generation, Key
Generation, Signature Generation.

1024, 2048 and 3072 — Signature
Verification.

Generate local symmetric or asymmetric key-pair, Generate
domain parameters, Generate signature or MAC over user
supplied data, Validate signature or MAC over user supplied
data.

Algorithm: DSA.

Standard: [FIPS 186-
4].

Methods: Parameter Generation, Key
Generation.
Hash Options:

Parameter Generation: SHA2-224,
SHA2-256.

Modulus length: 2048 and 3072 —
Parameter Generation, Key
Generation.

Generate local symmetric or asymmetric key-pair, Generate
domain parameters when HSM Policy (43) Enable low-level
math acceleration is disabled.

Algorithm: ECDSA.

Standard: [FIPS 186-
4].

Methods: Key Generation, Signature
Generation, Signature Verification.

Hash options:

Signature Generation: SHA2-224,
SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Signature Verification: SHA-1, SHA2-
224, SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Curves: B-233, B-283,
B-409, B-571, K-233,
K-283, K-409, K-571,
P-224, P-256, P-384,
P-521.

Signature Verification additional
Curves: P-192, K-163, and B-163

Non-NIST (as per [FIPS 140-3] IG C.A):
see Table 2-3 below.

Request partition STC identity, Initiate STC tunnel, Generate
local symmetric or asymmetric key-pair, Generate signature
or MAC over user supplied data, Validate signature or MAC

over user supplied data, Initialize Remote PED Vector (RPV).

Note: Initiate STC tunnel , Request partition STC identity and
Initialize Remote PED Vector (RPV) exclusively use P-521.

Algorithm implementation used when HSM Policy (43)
Enable low-level math acceleration is enabled.
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Algorithm and

CAVP Cert Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: ECDSA.

Standard: [FIPS 186-
4].

Methods: Key Generation, Signature
Generation, Signature Verification.

Hash options:

Signature Generation: SHA2-224,
SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Signature Verification: SHA-1, SHA2-
224, SHA2-256, SHA2-384, SHA2-512,
SHA3-224, SHA3-256, SHA3-384,
SHA3-512.

Curves: B-233, B-283,
B-409, B-571, K-233,
K-283, K-409, K-571.

Signature Verification additional
Curves: K-163 and B-163

Non-NIST (as per [FIPS 140-3] IG C.A):
see Table 2-3 below for curves over a
binary field — GF(2™) exclusively.

As per services mapped to ECDSA for above but
where this implementation is only exercised for the listed
curves and when HSM Policy (43) Enable low-level math
acceleration is disabled.

Key Agreement Scheme

Algorithm: KAS (KAS-
ECC-SSC (Cert )
and KDA (Cert

))-

Standard: [SP800-
56Ar3] and [SP800-

Methods: ephemeralUnified and
onePassDH with OneStep KDF from
[SP800-56Cr2]° with Auxiliary function:
SHA1, SHA2-224, SHA2-256, SHA2-384,
SHA2-512, SHA3-224, SHA3-256, SHA3-
384 or SHA3-512.

Curves: B-233, B-283, B-409, B-571, K-
233, K-283, K-409, K-571, P-224, P-
256, P-384, P-521.

Caveat: key establishment
methodology provides between 112
and 256 bits of encryption strength.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Algorithm implementation used when HSM Policy (43)
Enable low-level math acceleration is enabled.

Standard: [SP800-
56Ar3] and [SP800-
135r1].

56Cr2].

Algorithm: KAS (KAS-
ECC-SSC (Cert )
and CVL (Cert ).

Methods: ephemeralUnified and
onePassDH with X9.63 KDF [SP800-135r1]
using SHA2-224, SHA2-256, SHA2-384 or
SHA2-512.

Curves: B-233, B-283, B-409, B-571, K-
233, K-283, K-409, K-571, P-224, P-
256, P-384, P-521.

Caveat: key establishment
methodology provides between 112
and 256 bits of encryption strength.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Algorithm implementation used when HSM Policy (43)
Enable low-level math acceleration is enabled.

Algorithm: KAS (KAS-
ECC-SSC ( ) and
KDA ( ).

Standard: [SP800-
56Ar3] and [SP800-
56Cr2].

Methods: ephemeralUnified and
onePassDH with OneStep KDF from
[SP800-56Cr2]¢ with Auxiliary function:
SHA1, SHA2-224, SHA2-256, SHA2-384,
SHA2-512, SHA3-224, SHA3-256, SHA3-
384 or SHA3-512.

Curves: B-233, B-283, B-409, B-571, K-
233, K-283, K-409, K-571.

Caveat: key establishment
methodology provides between 112
and 256 bits of encryption strength.

As per services mapped to KAS-ECC-SSC for Cert

above but where this implementation is only exercised for
the listed curves and when HSM Policy (43) Enable low-level
math acceleration is disabled.

5 available for use with the C_DeriveKey ICD command.
6 available for use with the C_DeriveKey ICD command.
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Algorithm and

CAVP Cert Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: KAS (KAS-
ECC-SSC ( ) and
CVL ( ).

Standard: [SP800-
56Ar3] and [SP800-
135r1].

Methods: ephemeralUnified and
onePassDH with X9.63 KDF [SP800-135r1]
using SHA2-224, SHA2-256, SHA2-384 or
SHA2-512.

Curves: B-233, B-283, B-409, B-571, K-
233, K-283, K-409, K-571.

Caveat: key establishment
methodology provides between 112
and 256 bits of encryption strength.

As per services mapped to KAS-ECC-SSC for Cert

above but where this implementation is only exercised for

the listed curves and when HSM Policy (43) Enable low-level

math acceleration is disabled.

Algorithm: KAS (KAS-
FFC-SSC (Cert )
and KDA (Cert

).

Standard: [SP800-
56Ar3] and [SP800-

Methods: dhHybrid1, dhEphem,
dhHybridOneFlow and dhOneFlow with
OneStep KDF from [SP800-56Cr2] with
Auxiliary function: SHA1, SHA2-224, SHA2-
256, SHA2-384, SHA2-512, SHA3-224,
SHA3-256, SHA3-384 or SHA3-512.

Modulus length: 2048, 3072 and
4096.

Caveat: key establishment
methodology provides between 112
and 150-bits of encryption strength.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Implementation of KAS-FFC-SSC covered by Cert is
used when HSM Policy (43) Enable low-level math
acceleration is enabled.

Standard: [SP800-
56Ar3] and [SP800-
135r1].

56Cr2].

Algorithm: KAS (KAS-
FFC-SSC (Cert )
and CVL (Cert ).

Methods: dhHybrid1, dhEphem,
dhHybridOneFlow and dhOneFlow with
X9.42 KDF from [SP800-135r1] using
SHA2-224, SHA2-256, SHA2-384, SHA2-
512, SHA3-224, SHA3-256, SHA3-384 or
SHA3-512.

Modulus length: 2048, 3072 and
4096.

Caveat: key establishment
methodology provides between 112
and 150-bits of encryption strength.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Implementation of KAS-FFC-SSC covered by Cert is
used when HSM Policy (43) Enable low-level math
acceleration is enabled.

, Algorithm: KAS (KAS-
FFC-SSC (Cert. )
and KDA (Cert

).

Standard: [SP800-
56Ar3] and [SP800-
56Cr2].

Methods: dhHybrid1, dhEphem,
dhHybridOneFlow and dhOneFlow with
OneStep KDF from [SP800-56Cr2] with
Auxiliary function: SHA1, SHA2-224, SHA2-
256, SHA2-384, SHA2-512, SHA3-224,
SHA3-256, SHA3-384 or SHA3-512.

Modulus length: 2048, 3072 and
4096.

Caveat: key establishment
methodology provides between 112
and 150-bits of encryption strength.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Implementation of KAS-FFC-SSC covered by Cert is
used when HSM Policy (43) Enable low-level math
acceleration is disabled.

3 Algorithm: KAS (KAS-
FFC-SSC (Cert. )
and CVL ( ).

Standard: [SP800-
56Ar3] and [SP800-
135r1].

Methods: dhHybrid1, dhEphem,
dhHybridOneFlow and dhOneFlow with
X9.42 KDF from [SP800-135r1] using
SHA2-224, SHA2-256, SHA2-384, SHA2-
512, SHA3-224, SHA3-256, SHA3-384 or
SHA3-512.

Modulus length: 2048, 3072 and
4096.

Caveat: key establishment
methodology provides between 112
and 150-bits of encryption strength.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Implementation of KAS-FFC-SSC covered by Cert is
used when HSM Policy (43) Enable low-level math
acceleration is disabled.
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Algorithm and

Description / Key Size(s) / Key

CAVP Cert Standard Mode / Method Strength(s) Use / Function
Algorithm: KAS-ECC. Me.tho.ds: onePassDH. with full !(ey Curve: P-521. Setup Local PED Session.
Standards: [SP80O- validation and key pair generation
56Ar3] and [SP800- KDF: OneStep Key Derivation using SHA2-
56Cr2]. 512.

Key Confirmation: HMAC-SHA2-512
with 256-bit key and 512-bit MAC.
Algorithm: KAS-ECC. Mgthqu: fullUnified Yvith full k.ey Curve: P-521. Setup Remote PED Session.
Standards: [SP800- validation and key-pair generation
56Ar3] and [SP800- KDF: OneStep using SHA2-512.
56Cr2]. Key Confirmation: HMAC-SHA2-512
with 256-bit key and 512-bit MAC.
Algorithm: KAS-ECC. Curve: P-521. Initiate STC tunnel.

Standards: [SP800-
56Ar3] and [SP800-
56Cr2].

Methods: fullUnified with full key
validation and key pair generation

KDF: OneStep using SHA2-512.

Key Confirmation: HMAC with 512-bit key
and 512-bit MAC.
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Algorithm and
CAVP Cert Standard Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: KAS-RSA. Method: KAS1-basic.

’ Standards: [SP800-
’ 56Br2] and [SP800-
56Cr2]

Key generation method: rsakpgl-crt,
rsakpg2-crt

KDF method: One-Step Key Derivation
from [SP800-56Cr2] using SHA2-512.

Modulus length: 4096-bit.

Clone SMK between partitions, Configure partition for high-
available recovery / login.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is enabled
and Partition Policy (16) Operate Without RSA blinding is
enabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is enabled
and Partition Policy (16) Operate Without RSA blinding is
disabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is
disabled and Partition Policy (16) Operate Without RSA
blinding is enabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is
disabled and Partition Policy (16) Operate Without RSA
blinding is disabled.

Algorithm: KAS-ECC- Methods: ephemeralUnified, onePassDH.
SSC.

Standards: [SP800-
56Ar3].

Curves: B-233, B-283, B-409, B-571, K-
233, K-283, K-409, K-571, P-224, P-
256, P-384, P-521.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Algorithm implementation used when HSM Policy (43)
Enable low-level math acceleration is enabled.

Algorithm: KAS-ECC- Methods: ephemeralUnified, onePassDH.

Curves: B-233, B-283,

As per services mapped to KAS-ECC-SSC for Cert

SSC. B-409, B-571, K-233, above but where this implementation is only exercised for
Standards: [SP800- K-283, K-409, K-571. the listed curves and when HSM Policy (43) Enable low-level
56Ar3]. math acceleration is disabled.
Algorithm: KAS-FFC- . i Request HSM self-test, Derive key from existing partition

. g Methods: dhHybrid1, dhEphem, Modulus length: 2048, 3072 and q . : y gp
SsC. dhHybridOneFlow, dhOneFlow. 4096-bit secret or private key object.
;a';g?rds: [SP800- Implementation covered by Cert is used when HSM

Policy (43) Enable low-level math acceleration is enabled.

Implementation covered by Cert is used when HSM
Policy (43) Enable low-level math acceleration is
disabled.
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Algorithm and

CAVP Cert Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Key Transport

Algorithm: KTS (AES
Cert ).

Standards: [FIPS 197],
[SP800-38D] and
[SP800-38F].

Modes: GCM, KW and KWP.

Key size: 128, 192, and 256-bit.

Caveat: key establishment
methodology provides between 128
and 256 bit of encryption strength.

Export/import audit log secret key, Configure partition for
high-available recovery / login, Export secret or private key
using key wrapping, Clone SMK between partitions, Clone
partition objects between partitions.

AES KW and AES KWP implementation covered by this KTS is
used when data sizes being encrypted or decrypted are less
than 2KB in size.

When cloning objects using CPV3, KWP is used.
When cloning objects with CPV4, GCM is one of two

supported key transport options (CTR with HMAC-SHA2-512
is the other, as covered below).

Algorithm: KTS (AES
Cert ).
Standards: [FIPS 197]
and [SP800-38F].

Modes: KW and KWP.

Key size: 128, 192, and 256-bit.

Caveat: key establishment
methodology provides between 128
and 256 bit of encryption strength.

Export/import audit log secret key, Configure partition for
high-available recovery / login, Export secret or private key
using key wrapping, Clone SMK between partitions, Clone
partition objects between partitions.

AES KW and AES KWP implementation covered by
this KTS are exclusively used when data sizes being

encrypted or decrypted are 2KB or greater in size.

When cloning objects using CPV3, KWP is used.

Algorithm: KTS (AES
Cert , HMAC
Cert ).

Standards: [FIPS 197],
[FIPS 198-1] and
[SP800-38F].

Modes: CTR.

MAC: HMAC-SHA2-512 or HMAC-SHA3-
512.

Key Size: 256-bits (separate
encryption and MAC keys, each of
256-bit).

Clone SMK between partitions, Clone partition objects
between partitions — both when exclusively using the
Cloning Protocol Version 4.

CTR with HMAC-SHA2-512 is one key transport option
available with CPV4 with the other option being GCM
covered above.
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Cryptographic Module Specification

Algorithm and

CAVP Cert Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: KTS-RSA.

’ Standards: [SP800-
’ 56Br2] and [SP800-
56Cr2].

Method: KTS-OAEP-basic.

Key generation method: rsakpgl-crt and
rsakpg2-crt.

Hash: SHA2-224, SHA2-256, SHA2-384,
SHA2-512, SHA3-224, SHA3-256, SHA3-
384, SHA3-512.

Mask Generation Function: SHA2-224,
SHA2-256, SHA2-384, SHA2-512, SHA3-
224, SHA3-256, SHA3-384, SHA3-512

Modulus length: 2048, 3072, 4096,
6144, and 8192.

Caveat: key establishment
methodology provides between 112
and 201 bits of encryption strength.

Request HSM self-test, Import secret or private key using
key wrapping.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is enabled
and Partition Policy (16) Operate Without RSA blinding is
enabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is enabled
and Partition Policy (16) Operate Without RSA blinding is
disabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is
disabled and Partition Policy (16) Operate Without RSA
blinding is enabled.

Implementation covered by Cert used when HSM
Policy (43) Enable low-level math acceleration is
disabled and Partition Policy (16) Operate Without RSA
blinding is disabled.

Key Derivation Function,

Algorithm: Key-Based
Key Derivation
Function (KBKDF).

Standards: [SP800-
108r1].

Mode: Counter.

MAC Mode: CMAC-AES128, CMAC-
AES192, CMAC-AES256, HMAC-SHA-1,
HMAC-SHA2-224, HMAC-SHA2-256,
HMAC-SHA2-384, HMAC-SHA2-512.

Supported Lengths: 1024, 1032,
2048, and 2056.

Fixed Data Order: Before Fixed
Data.

Counter Length: 32.

Initialize the HSM, Initialize role, Derive key from existing
partition secret or private key object, Change authentication
data, Login as role, Request HSM self-test.

Algorithm: KDA?.

Standards: [SP800-
56Cr2].

Method: One-Step Key Derivation.

Hash: SHA-1, SHA2-224, SHA2-256, SHA2-
384, SHA2-512, SHA3-224, SHA3-256,
SHA3-384, SHA3-512.

Shared secret length: 224-8192,
increment 1 byte.

Derived Key length: 128 — 4096-bits,
increment 1 byte.

Request HSM self-test, Derive key from existing partition
secret or private key object, Clone SMK between partitions,
Clone partition objects between partitions.
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CAVP Cert

Algorithm and
Standard

Mode / Method

Description / Key Size(s) / Key
Strength(s)

Use / Function

Algorithm: X9.42 Key
Derivation Algorithm
(CVL).

Standards: [SP800-
133], [SP800-135r1]
and [ANSI X9.42].

Methods: SHA-1, SHA2-224, SHA2-256,
SHA2-384, SHA2-512, SHA3-224, SHA3-
256, SHA3-384, SHA3-512.

Shared secret length:
64-4096-bits,
increment 1 byte.

Derived Key Length: 384-bits.

Request HSM self-test, Derive key from existing partition
secret or private key object.

Algorithm: X9.63 Key
Derivation Function
(CVL).

Standards: [ANSI
X9.63].

Methods: SHA2-224, SHA2-256, SHA2-
384, SHA2-512.

Field Size: 224, 256, 384, 521.
Shared Secret Length: 128-4096
Increment 8-bits.

Perform encrypt operation on user supplied data object

Algorithm: PBKDF®.

Standards: [SP800-
132].

Methods: HMAC-SHA2-512 (as covered
under Cert ).

Derived Key Length:
256-bit.

Password Length:
128-bit.

Salt Length: 256-bits.

Initialize the HSM, Initialize role, Change authentication
data, Login as role, Request HSM self-test.

Random Number Generation

ESV (Cert
)

Algorithm: Physical.
Standards: [SP800-
908B], [FIPS 180-4].

Methods: Live noise source with SHA2-
512 vetted conditioning function.

Security Strength:
Full Entropy.

Initialize the HSM, Create a user partition, Request partition
STC identity, Initiate STC tunnel, Clone SMK between
partitions, Clone partition objects between partitions,
Rollover SMK for a given partition, Enable/disable STM,
Request HSM self-test, Initialize role, Configure partition for
high-available recovery / login, Initialize Remote PED Vector
(RPV), Setup Local PED Session, Setup Remote PED Session,
Generate local symmetric or asymmetric key-pair, Generate
domain parameters, Derive key from existing partition secret
or private key object, Export secret or private key using key
wrapping, Re-seed partition DRBG, Extract entropy from
partition DRBG, Perform encrypt operation on user supplied
data object, Generate signature or MAC over user supplied
data, Activate SMFS

Algorithm: CTR_DRBG.

Standard: [SP800-
90Ar1].

Mode: AES-256.

Security strength:
256-bit.

<as per ESV (Cert ) on row above>

8 Used internal to the cryptographic module to derive the storage encryption key used to encrypt the checkword used during password based authentication. The derived key is separately used to
encrypt for storage the USK which is independently also encrypted under the module generated KEK. The module uses method 1a from [SP800-132] where the derived Master Key (MK) is used
directly as the Data Protection Key (DPK).
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Algorithm and

Description / Key Size(s) / Key

CAVP Cert Standard Mode / Method Strength(s) Use / Function
Key Generation
Vendor Algorithm: CKG. Method: symmetric keys and seed for Security strength: Initialize the HSM, Create a user partition, Request partition

Affirmed | gyandard: [SP800-
133,

asymmetric key generation are created
based on the direct output of the module
DRBG (Cert ).

256-bit.

STC identity, Initiate STC tunnel, Clone SMK between
partitions, Clone partition objects between partitions,
Rollover SMK for a given partition, Initialize role, Change
authentication data, Initialize Remote PED Vector (RPV),
Setup Remote PED Session, Generate local symmetric or
asymmetric key-pair, Generate domain parameters, Activate
SMFS.
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Table 2-3: Supported non-NIST elliptic curve as per [FIPS 140-3] IG C.A

Curve Field Type

Permitted Operations

Curve Name Definition Security Strength
Sign Verify Derive
sect571r2 Binary field - GF(2™) [SEC 2]. 285-bit X X X
sect571k2 Binary field - GF(2™) [SEC 2]. 285-bit X X X
Brainpool P512r1 Prime field — GF(p) [RFC 5639]. 256-bit X X X
Brainpool P512t1 Prime field — GF(p) [RFC 5639]. 256-bit X X X
X9.62 c2pnb431rl Binary field - GF(2™) [ANSI X9.62]. 215-bit X X X
sect409r1 Binary field - GF(2™) [SEC 2]. 204-bit X X X
sect409k1 Binary field - GF(2m) [SEC 2]. 204-bit X X X
Brainpool P384r1 Prime field — GF(p) [RFC 5639]. 192-bit X X X
Brainpool P384t1 Prime field — GF(p) [RFC 5639]. 192-bit X X X
X9.62 c2pnb368w1l Binary field - GF(2™) [ANSI X9.62]. 184-bit X X X
X9.62 c2pnb359v1 Binary field - GF(2™) [ANSI X9.62]. 179-bit X X X
Brainpool P320r1 Prime field — GF(p) [RFC 5639]. 160-bit X X X
Brainpool P320t1 Prime field — GF(p) [RFC 5639]. 160-bit X X X
X9.62 c2pnb304w1l Binary field - GF(2™) [ANSI X9.62]. 152-bit X X X
sect283rl Binary field - GF(2™) [SEC 2]. 141-bit X X X
sect283k1 Binary field - GF(2™) [SEC 2]. 141-bit X X X
X9.62 c2pnb272w1 Binary field - GF(2™) [ANSI X9.62]. 136-bit X X X
sm2p256v1 Prime field — GF(p) [1ISO/IEC 14888-3:2018] 128-bit X X X
secp256k1 Prime field — GF(p) [SEC 2]. 128-bit X X X
Brainpool P256r1 Prime field — GF(p) [RFC 5639]. 128-bit X X X
Brainpool P256r1 Prime field — GF(p) [RFC 5639]. 128-bit X X X
Curve25519 Prime field — GF(p) [RFC 7748] 128-bit X X X
X9.62 prime239v3 Prime field — GF(p) [ANSI X9.62]. 119-bit X X X
X9.62 prime239v2 Prime field — GF(p) [ANSI X9.62]. 119-bit X X X
X9.62 prime239v1 Prime field — GF(p) [ANSI X9.62]. 119-bit X X X
X9.62 c2pnb239v1 Binary field - GF(2™) [ANSI X9.62]. 119-bit X X X
X9.62 c2pnb239v2 Binary field - GF(2™) [ANSI X9.62]. 119-bit X X X
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Curve Field Type

Permitted Operations

Curve Name Definition Security Strength
Sign Verify Derive
X9.62 c2pnb239v3 Binary field - GF(2™) [ANSI X9.62]. 119-bit X X X
sect239k1 Binary field - GF(2™) [SEC 2]. 119-bit X X X
sect233rl Binary field - GF(2™) [SEC 2]. 116-bit X X X
sect233k1 Binary field - GF(2™) [SEC 2]. 116-bit X X X
secp224kl Prime field — GF(p) [SEC 2]. 112-bit X X X
Brainpool P224r1 Prime field — GF(p) [RFC 5639]. 112-bit X X X
Brainpool P224t1 Prime field — GF(p) [RFC 5639]. 112-bit X X X
sect193r2 Binary field - GF(2™) [SEC 2]. 96-bit = X -
sect193r1 Binary field - GF(2™) [SEC 2]. 96-bit = X -
X9.62 prime192v3 Prime field — GF(p) [ANSI X9.62]. 96-bit - X -
X9.62 prime192v2 Prime field — GF(p) [ANSI X9.62]. 96-bit - X -
secpl92kl Prime field — GF(p) [SEC 2]. 96-bit - X -
Brainpool P192r1 Prime field — GF(p) [RFC 5639]. 96-bit - X -
Brainpool P192t1 Prime field — GF(p) [RFC 5639]. 96-bit - X -
X9.62 c2pnb191v3 Binary field - GF(2™) [ANSI X9.62]. 95-bit - X -
X9.62 c2pnb191v2 Binary field - GF(2™) [ANSI X9.62]. 95-bit - X -
X9.62 c2pnb191v1 Binary field - GF(2™) [ANSI X9.62]. 95-bit - X -
X9.62 c2pnb163v1 Binary field - GF(2™) [ANSI X9.62]. 81-bit - X -
X9.62 c2pnb163v2 Binary field - GF(2™) [ANSI X9.62]. 81-bit - X -
X9.62 c2pnb163v3 Binary field - GF(2™) [ANSI X9.62]. 81-bit - X -
sect163r2 Binary field - GF(2™) [SEC 2]. 81-bit - X -
sect163rl Binary field - GF(2™) [SEC 2]. 81-bit - X -
sect163kl Binary field - GF(2™) [SEC 2]. 81-bit - X -
Brainpool P160r1 Prime field — GF(p) [RFC 5639]. 80-bit - X -
Brainpool P160t1 Prime field — GF(p) [RFC 5639]. 80-bit - X -
secpl60r2 Prime field — GF(p) [SEC 2]. 80-bit - X -
secpl60rl Prime field — GF(p) [SEC 2]. 80-bit - X -
secpl60kl Prime field — GF(p) [SEC 2]. 80-bit - X -
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Table 2-4 Non-approved algorithms allowed in the approved mode of operation

Algorithm Caveat Use / Function
Key Transport
KTS (AES Cert [Key unwrapping; key establishment methodology provides | Clone partition objects between partitions, Clone
) between 128 and 256 bits of encryption strength. SMK between partitions, Import secret or private
Uses allowances in [FIPS 140-3 1G] D.G, Key transport key using key wrapping.
methods, for key unwrapping using un-authenticated modes
of encryption listed on Cert without use of an
additional approved hash function.
KTS (Triple- Key unwrapping; key establishment methodology provides | Import secret or private key using key wrapping.
DES Cert 112 bits of encryption strength.
) Uses allowances in [FIPS 140-3 IG] D.G, Key transport
methods, for key unwrapping using un-authenticated modes
of encryption listed on Cert without use of an
additional approved hash function.
KAS-ECC-SSC  [Key establishment methodology provides between 112 and [Derive key from existing partition secret or private
(Cert )  [256-bits of encryption strength. key object.
C Non-NIST FIPS 140-3 1G] C.A): Table 2-3
ascr)\\l/zs on (as per [ ] ): see Table Algorithm implementation used when HSM Policy
' (43) Enable low-level math acceleration is
enabled.
KAS-ECC-SSC  |Key establishment methodology provides between 112 and |Perive key from existing partition secret or private
(Cert )  [256-bits of encryption strength. key object.

Curves Non-NIST (as per [FIPS 140-3 IG] C.A): see Table 2-3
above for curves over a binary field — GF(2™) exclusively.

As per services mapped to KAS-ECC-SSC for Cert
above but where this implementation is

only exercised for the listed curves and when HSM

Policy (43) Enable low-level math acceleration is

disabled.

Table 2-5: Non-Approved Algorithms Allowed in the Approved Mode of Operation with No Security Claimed

Algorithm

Caveat

Use / Function

N/A

N/A

N/A
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2.5 Non-Approved Algorithms

Non-Approved security functions are not available for use when the module has been configured to operate in
the approved mode (see section 13.2).

The following table lists non-approved algorithms supported for use with certain user consumable services
when the module is configured in the non-Approved mode of operation during secure initialization.

approved to non-approved mode of operation automatically triggers HSM zeroize or

@ NOTE The module is capable of supporting a single mode of operation. Transition from an
decommission module service.

Table 2-6: Non-approved algorithms not allowed in the approved mode of operation.

Algorithm / Function Use / Function

Symmetric Encryption / Decryption

ARIA Perform decrypt operation on user supplied
data object, Perform encrypt operation on

CAST3 user supplied data object, Derive key from

CASTS existing partition secret or private key object,
Import secret or private key using key

DES wrapping

RC2

RC4

RC5

RSA (non-compliant with less than 112 bits of encryption strength)

RSA X.509°

SEED

SM4

Triple-DES (non-compliant for encrypt operations)

XOR?™0

Hashing

HAS-160 Derive key from existing partition secret or
private key object, Validate signature or MAC

KECCAK over user supplied data, Perform digest

MD2 operation on user supplied data

MD5

RIPEMD-160

SM3

Message Authentication Code

ARIA-CMAC

SEED-CMAC

9 this algorithm allows RSA encryption of a supplied data object without the use of padding. Any required padding is added by the operator ahead
of supplying the data to this variant of the RSA encrypt/decrypt function.

10 this algorithm allows the operator to XOR supplied data with either a supplied base key or key derived from a base key. This function is
deprecated for use in any situation where security of the data or key is required.
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Algorithm / Function

Use / Function

Triple-DES-CMAC (non-compliant for MAC generation)

HMAC (non-compliant with less than 112 bits of encryption strength)

HAS160-HMAC

MD5-HMAC

SM3-HMAC

RIPEMD160-HMAC

AES-MAC

ARIA-MAC

CAST3-MAC

CAST5-MAC

DES-MAC

RC2-MAC

RC5-MAC

SEED-MAC

SSL3-MD5-MAC

SSL3-SHA1-MAC

Triple-DES-MAC

Triple-DES-x9.19-MAC

TUAK

MILENAGE

COMP128

Generate signature or MAC over user
supplied data, Validate signature or MAC
over user supplied data

Asymmetric

DSA (non-compliant with less than 112 bits of encryption strength)

ECDSA (non-compliant with less than 112 bits of encryption strength)

EdDSA

EdDSA PH

KCDSA

RSA (non-compliant with less than 112 bits of encryption strength)

SM2

SM3

Generate signature or MAC over user
supplied data, Validate signature or MAC
over user supplied data

Key Derivation

AES™

ARIA

BIP32

DES

Derive key from existing partition secret or
private key object

11 AES is non-approved for key derivation when used to derive keys using methods other than as permitted by NIST standard such
as [SP800-56Cr2] and [SP800-108r1] in particular, use of AES in ECB or CBC mode directly to derive keys.
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Cryptographic Module Specification

Algorithm / Function Use / Function
MD5

SHAL2

SSL PRE-MASTER

SSL3-MASTER

SM3

Triple-DES

XOR?3

Key Agreement

ECC (non-compliant with less than 112 bits of encryption strength) Derive key from existing partition secret or
private key object

Diffie-Hellman (key agreement; key establishment methodology; non-compliant with
less than 112 bits of encryption strength)

Key Transport

AES Import secret or private key using key
wrapping, Export secret or private key using

ARIA key wrapping, Clone partition objects

CAST3 between partitions?®

CASTS

DES

RC2

RSA (key wrapping; key establishment methodology; non-compliant with less than
112 bits of encryption strength or when using PKCS#1, v1.5 padding)

RSA16

SEED

SM4

TDES

Asymmetric Key Generation

Diffie-Hellman (non-compliant with less than 112 bits of encryption strength) Generate local symmetric or asymmetric key-
pair, Generate domain parameters.

ECC (non-compliant with less than 112 bits of encryption strength)

KCDSA

RSA (non-compliant with less than 112 bits of encryption strength)

SM2

X9.42 Domain Parameter Generation

12 SHA1, SHA2 and SHA3 are non-approved for key derivation when they are used to derive keys in a way that is non-compliant with NIST
standards such as [SP800-56Cr2], [SP800-108r1], [SP800-132] and [SP800-135r1].

13 XOR is non-approved for key derivation when selected as a mechanism to combine supplied user data with an existing module stored key.

14 AES is non-approved for key transport when used to encrypt keys using methods other than as permitted by NIST standards such as [SP800-
38F]. In particular, use of un-authenticated modes of AES for encryption without a separate authentication tag (e.g. signature or MAC) is non-
approved.
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