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Description of TOE 

This product is a software program to be installed for use on the Canon 

iR4570/iR3570/iR2870/iR2270-series multifunction products (hereafter 

referred to collectively as the “multifunction product”). 

The multifunction product is a digital copier that offers the combined 

functionality of Copy, Send (Universal Send), Fax Reception, Mail Box, 

Print, Remote UI (a Web browser interface for operating the 

multifunction product), plus many others. When the Copy, Send 

(Universal Send), Fax Reception (fax/I-fax reception) or Print function is 

used, temporary image data is created on the hard drive of the 

multifunction product. Also, when the Mail Box function is used (for 

document storage) or the Fax Reception function is used (for 

“in-memory reception” of faxes/I-faxes or forwarding of faxes/I-faxes), 

image data is stored in the receiving inbox that is on the multifunction 

product. Furthermore, when the Remote UI function is used, image data 

is exchanged over the network between the Web browser on the user’s 

PC and the multifunction product. By installing this product, security 

enhancements are added to the multifunction product, helping counter 

the threat of disclosure of temporary image data created on the hard 

drive, permanent image data stored in the inboxes, and image data that 

is transmitted over the Remote UI communication path. 

 


