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1 Security Target Introduction

This chapter presents the Security Target (ST) tifileation information and an
overview. An ST contains the Information Technoldgly) security requirements of an
identified Target of Evaluation (TOE) and specifiee functional and assurance security
measures offered by the TOE.

ST Reference

This section provides information needed to idgraifid control this ST and its Target of
Evaluation. This ST targets Evaluation AssuranceelL2 (EAL?2).

1.1.1 ST Identification

ST Title: CA SPECTRUM® Network Fault Manager r91S®ecurity Target
ST Version: 15

ST Publication Date: August 14, 2009

ST Author: Booz Allen Hamilton

1.1.2 Document Organization

Chapter 1 of this ST provides identifying infornaatifor the CA SPECTRUM® Network
Fault Manager r9 SP1. Itincludes an ST IntroductST Reference, ST Identification,
TOE Reference, TOE Overview, and TOE Type. Cha@ediscusses the TOE
Description, which consists of the physical anddabboundaries. Chapter 3 describes
the conformance claims made by this ST. Chapteegktribes the Security Problem
Definition as it relates to threats, OperationatiBty Policies, and Assumptions met by
the TOE. Chapter 5 identifies the Security Objadiof the TOE and of the operational
environment. Chapter 6 describes the Extended Bgchunctional Requirements.
Chapter 7 describes the Security Functional Requéngs (SFRs). Chapter 8 describes
the Security Assurance Requirements (SARs). Cha@taes the TOE Summary
Specification (TSS), a description of the functigrevided by the CA SPECTRUM®
Network Fault Manager r9 SP1 to satisfy the segufiinctional and assurance
requirements. Chapter 10 provides a rationale, adnters to a rationale, for security
objectives, assumptions, threats, requirementgracies, and PP claims. Chapter 11
provides the terminology and acronyms used witheST.

1.1.3 References

Reference Title ID

Common Criteria for Information Technology SecuriBvaluation,| [CC]
CCMB-2007-09-004, Version 3.1 Revision 2, Septen#i€7.

SPECTRUM OneClick Console User Guide [5130] r9.0 133

SPECTRUM SpectroSERVER Performance Administrationid&| [3509]
[3509] r9.0
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Reference Title ID

SPECTRUM OneClick Administration Guide [5166] r9.0 [5166]
SPECTRUM Control Panel User Guide [5029] r9.0 [5029
SPECTRUM Installation Guide [5136] r9.0 [5136]

SPECTRUM Report Manager Installation and Administra Guide| [5169]
[5169] r9.0

Table 1 References

TOE Reference
1.1.4 TOE Identification
CA SPECTRUM® Network Fault Manager r9 SP1

1.1.5 TOE Type

SPECTRUM® Network Fault Manager r9 SP1 provides fb#owing: Network
Management

1.1.6 TOE Overview

SPECTRUM® Network Fault Manager r9 SP1, hereupfermed to as SPECTRUM, is a
network management system that monitors the statewaged elements, including
devices, host systems, and connections. Statognafion, such as fault and
performance data from these elements, is colleteldstored. SPECTRUM constantly
analyzes this information to track conditions witkihe network it monitors. If an
abnormal condition is detected, the event is aralyand the appropriate users are
alerted. SPECTRUM presents the user with poss#duises and solutions to the problem.

The TOE will:
* Provide auditing of user’s actions on the TOE
* Provide identification and authentication of it®rss
* Provide access control based on assigning seaaitynunities, privileges, and
roles to a specific user, or to a group in whiaksar belongs
* Provide management of user accounts and theirigeatiributes
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Figure 1 TOE Boundary

There are three default user roles in the evaluatafiguration which are maintained by
the TOE: Super User, Administrator, and Operaftecess to SPECTRUM by users is
performed over three interfaces during the setupcanfiguration of the TOE, but only
two of those interfaces are security relevant wihiee TOE is in the evaluated
configuration. Only the user with the Super Usge will have direct access to the host
machine with the main components of the TOE; wthikeclient machine will be
accessible to all users maintained by the TOE mRt@ client machine the users have
access to two interfaces to SPECTRUM, all of wiichnect to SPECTRUM via the
Web Server located on the host machine. The atenivhich is not security relevant in
the evaluated configuration but are used duringsétep and configuration of the TOE
are the SPECTRUM Control Panel; which hereuponhélbdescribed as a SPECTRUM
interface. The two interfaces which are secuetgvant in the evaluated configuration
of the TOE are the OneClick Console, and the Orn&@iReport Manager Web Pages;
which hereupon will be described as TOE interfaces.
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The user with the Super User role will be the ardgr who has direct access to the host
machine and thus access to the SPECTRUM Contra@lPaihis is because the user with
the Super User role will be the user who instaREESTRUM, and therefore will receive
the highest level of privileges for the TOE, indhglthe Service Manager role’s
privileges. The Services Manager role is an aoladti role provided by SPECTRUM
which can be assigned to any user; however, theswidl not be provided to any other
user in the evaluated configuration. SPECTRUMerebn the host machine’s OS to
provide identification, authentication, and authation support for access to the
SPECTRUM Control Panel interface, which is why T@E will be installed under the
administrator or root account for the OS. Thigifdce is used to start and stop the
SpectroSERVER and Archive Manager, configure th&T&hd perform other
maintenance tasks. The only security relevantifeatfor the SPECTRUM Control
Panel are the abilities to create and maintain asesunts. These abilities can also be
done via the OneClick Console; therefore, thisrfate is placed outside the evaluated
configuration and will only be used for the initedtup and configuration of the TOE.

The first interface on the client machine is theeOlick & Report Manager Web Pages
which can be accessed via the OneClick Consolehmugh the following URLSs:
https://host_ip_address:port_number/spectrum/admaliex.jsp
https://host_ip_address:port_number/spectrum/repmgr

When access to the web pages is requested thenustrprovide their authentication
information, username and password, to gain adceS®ECTRUM. These web pages
provide access to many configuration pages for SHBOM, and integration
components within SPECTRUM which allow SPECTRUMirterface with additional
CA and third party products. These web pages @@ @wed to generate reports on the
information the TOE has collected on the monitonetivork. Note: This interface is
encrypted by SPECTRUM; however, the encryption lut tinterface has not been
included as part of the TOE. The cryptography usethis product has not been FIPS
certified nor has it been analyzed or tested tdaramto cryptographic standards during
this evaluation. All cryptography has only beereaissl as tested by the vendor.

The second interface from the client machine iSQheClick Console. This is a GUI
which can be launched from either the OneClick &€Manager Web Pages or the
executable file located on the machine’s OS whsatiawnloaded during the installation
of the TOE. Once launched the user must providig #uthentication information,
username and password, to gain access to the TODEe access to this interface is
granted, a user can access the event records Wi&crOE creates. The OneClick
Console is also used to provide the functionalityolv makes the TOE a network
management system to its users. This functionaldydes allowing a user to discover
elements, model elements, and manage events orsaldiote: This interface is
encrypted by SPECTRUM; however, the encryptiorhaf interface has not been
included as part of the TOE. The cryptography useHis product has not been FIPS
certified nor has it been analyzed or tested tdaramto cryptographic standards during
this evaluation. All cryptography has only beereaiesl as tested by the vendor.
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Components of the TOE (in evaluation)

CA SPECTRUM® Network Fault Manager r9 SP1 is maldgesen components; the
SpectroSERVER, the SpectroSERVER Database, theveréfhanager, the Distributed
Data Manager (DDM) database, the Web Server, R&migbase and the OneClick
Console.

1.1.7 SpectroSERVER

SpectroSERVER is the primary server for the SPECVRIdoduct; it functions as a
database server, modeling engine, and device man&gectroSERVER processes
events, generates alarms, and tracks statistic®oang managed elements.

1.1.8 SpectroSERVER Database

The SpectroSERVER relies on this object-orientadlse which contains model types
that define how a managed element is represemeédnadels that represent specific
managed elements.

1.1.9 Archive Manager

The Archive Manager is used to log and retrieveaohisal event records, which it
provides to users via the Web Server when acceabe tstored information is requested.

1.1.10 Distributed Data Manager

The Distributed Data Manager (DDM) database sttiresogged historical event records
of the elements which SPECTRUM manages on its madtnetwork. The DDM
database is updated with the information whiclei#t $o it via the Archive Manager.

1.1.11 Web Server

The Tomcat Web Server contains two componentsOtieClick Server and the Report
Manager. The OneClick Server allows users fromnaate machine to connect to the
TOE to manage the TOE’s users, access controlrisgtand perform the TOE’s network
management capabilities on the models of elemeniswvthe network the TOE
manages. Report Manager allows users generaie-digké reports about the inventory,
availability, performance, change and fault histofyetwork assets managed by
SPECTRUM.

1.1.12 Report Database

The Report Database stores the information whiefRéport Manager extracts from the
SpectroSERVER Database. This information is keptent by the Report Manager by
extracting the information at regular intervals.
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1.1.13 OneClick Console

The OneClick Console is a graphical user interfabih is designed to deliver
SPECTRUM information to remote users. OneClicktsh@ecture uses the Java
Network Launch Protocol (JNLP) v1.6.0 and the Jaieb Start application to allow
remote systems and users to access the Web Server.

1.1.14 Network

The network and its elements which SPECTRUM mositme not components of the
TOE. Depending on how the user with the Super Uskr configures the TOE to

operate, the SpectroSERVER receives informatiom fvarious different elements on the
network. Communications traverse between the mitwelements and the

SpectroSERVER via the IETF Standard SNMP protoession 1, or 3. SPECTRUM

will work with an SNMP manageable device that haBnéd MIB support which can be

certified and supported with SPECTRUM. The SNMPagement devices are listed at
http://support.concord.com/devices/html/search_tspl.h

Excluded From TOE (out of evaluation)

» Local Configuration Files

* Operating Systems

* E-Mail Alerts

» Distributed SpectroSERVER

* Integration with CA eHealth

* Integration with LDAP Directory

* Single Sign-On (Integration with CA EEM or SiteMe)l

* Integration with CA Unicenter NSM

* Model Type Editor

» All Other Third Party Applications (includes thestallation and use of the
CORBA Toolkit and Extensions Integration Toolkititdegrate the Third Party
Applications with the TOE)

» Service Manager and the Service Manager Role

SPECTRUM Concepts

This section details the concepts regarding theCSFREJM approach to a network
management system. SPECTRUM will monitor and martlag performance of
networks, and systems which have been discoverdideb$pectroSERVER.

Page 11



1.1.15 Elements

An element is a device, host system, or connethiahSPECTRUM discovers and then
collects data through the element’s MIBs via the@@e Network Management Protocol
(SNMP) version 1, or 3. Depending on the TOE'sfiguration an element can then be
polled by the TOE on a regular basis, to updateattrédbutes which make up the TOE'’s
informational representation of that particulameéat.

1.1.16 Knowledge Base

One of the main parts of SpectroSERVER is the kedgé base, which stores current
model types, relations, models, and event inforomatiThe knowledge base is comprised
of data and the procedural information necessamyanage the monitored network. This
includes a modeling catalog which is the knowlebgse’s meta-data.

1.1.16.1 Model Types

Model types correspond mainly with different famdiof managed elements and are the
templates used to build models. Model types cartta information (attributes) needed
to manage a specific type of managed elementdditian, there are also model types for
the users and groups which are created.

1.1.16.2 Attributes

Each model type has attributes that defines theactexistics and properties of the
managed element that the model type representsseTdttributes can be either internal
or external. External attributes reflect objectsf the MIBs supported by the managed
element. Internal attributes reflect informatibattis specific to SPECTRUM'’s
management of a particular element. All attribdtage default values associated with
the model type.

1.1.16.3 Relations

Relations define the potential ways that modelshemarelated to each other. There are
many relations defined in the SPECTRUM knowledgeeb&ontains, Manages, and
Connects_to are all examples of relations. A melaidentifies the model types that the
models need to be in order to participate in digela Examples of a relation which
follows the meta-rule format would bé:AN containsworkstationsor ‘switch
connects_tavorkstations, routers, efc
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1.1.16.4 Models

In addition to storing model types, the knowledgséstores all of the models that have
been instantiated to represent elements of theamktitvmonitors, as well as, the
users/groups of the TOE which have been createthodel is created by copying the
template of the model type it is, and then inpgttralues for the attributes to represent
the real world element in the monitored networkhar user/group that has been created.
The knowledge base stores the current value fdr aticbute of the model.

1.1.16.5 Inference Handlers

Inference handlers define the behavior and intatige of a model type. Each inference
handler can perform a specific task. The tasklbeaas simple as changing the value of
an attribute, or it may be as complex as discogeasihthe managed elements on a
segment of a network. An inference handler majopera generic task like calculating
an average, or it may perform a task specific toodel type, such as creating models of
ports in LAN switches.

1.1.16.6 Actions

SPECTRUM defines a set of operations that can enpeed on a model, such as
reading or writing an attribute. To expand onnhbenber of operations that can be
performed on a model, SPECTRUM provides a mechaoa@led an action. Sending an
action to a model causes the model type to reaszinme way; for example, it may return
requested data to the action’s sender, or it magecthe model type to perform a specific
task.

1.1.17 Discovery

Discovery finds devices in the network, collectssMIB objects which the
SpectroSERVER will use to then create a model aff dlevice. The Discovery process
uses a set of configuration parameters to determimeh network entities to discover
and model. A user specifies these configuratioarmpaters using Discovery accessed
from the OneClick Console. Users have the ahititperform Discovery in an automated
method or a manual method.

1.1.18 Polling

SpectroSERVER constantly updates its knowledgeetfork conditions using SNMP
and ICMP polling services. When attributes for @del type are defined, they can either
be external (to be obtained from the managed elgremternal (stored either in
memory or the database). Some external attribuéededined as polled, meaning that
SpectroSERVER polls the managed elements on aareasis.

1.1.19 Managing of Elements

SPECTRUM is a network management system designedtify its users if there is a
fault with a particular managed element in the cotimg environment. One way that
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SPECTRUM accomplishes this is by receiving aleé8tdNIP traps) from problem areas
in the managed network, and converting those aleidsevents and alarms to be
displayed to users on the OneClick Console. SPEQWIRREes a series of support files
called event configuration files to indicate howréd, events, and alarms should be
processed.

1.1.19.1 Alerts

An alert is an unsolicited message sent from a geshalement to SPECTRUM. The
management protocol that SPECTRUM uses to commignwigh managed elements is
SNMP. An alert sent by an SNMP compliant manadewhent is called a trap.
Managed elements with SNMP traps enabled can ggooed to direct their traps to the
SpectroSERVER. SpectroSERVER uses the trap’s edBraddress to identify the
model associated with that managed element. Gwecmobdel is known, the trap is
processed as directed by the AlertMap file thaisisociated with that model type.

1.1.19.2 Events

An event is an object representing an instantaneoasrrence within SPECTRUM.
Events usually indicate that something has occurreélation to the model or other
component. When an event occurs SPECTRUM usesBiggrfiles to determine how
the event should be processed. There are two tffegentDisp files, global and ones
that are specific for a model type. If SPECTRUKbDS an EventDisp file for a specific
model type it will use that file for processing tneent; otherwise, it will use the global
EventDisp file.

1.1.19.3 Alarms

An alarm is an object that indicates a user-achtmabnormal condition exists in the
managed environment. Usually an alarm is genenakexh an event has occurred, and
the EventDisp file specifies that an alarm showdybnerated.
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2 TOE Description

This section provides a description of the TOE tm evaluated configuration. This
includes the physical and logical boundaries of Tt

Physical Boundary

In the evaluated configuration the TOE is instaledtwo machines, with the TOE being
administered remotely which requires the OneClicki$dle to be installed on a separate
machine from the other components. The TOE runsvormachines (SPECTRUM Host
and Client) that meet the physical hardware antvsoé requirements as outlined in
Tables 2 and 3 respectively. The physical boundairythe TOE includes the
SPECTRUM Network Fault Manager r9 SP1 software ggiaed in Figure 1 and is
responsible for implementing the TOE's securitydtional requirement components.

As illustrated in Figure 1, the TOE includes thdéldeing CA SPECTRUM r9 SP1
components in the evaluated configuration:

* SpectroSERVER

» SpectroSERVER Database

* Archive Manager

» Distributed Data Manager (DDM)

*  Web Server

* OnecClick Console

* Report Database

The following table illustrates the minimum requirents needed to install the
SPECTRUM core components on the Host machine.

Component Windows 2003 Server SP2 Solaris 10 (Unix)
Intel x86 1.5 GHz or better UltraSPARC Il
CPU
(dual processor) (dual processor)
Memory 4096MB 4096MB
Available Disk Space 2 separate 2 separate
. 1024x768 pixels 1024x768 pixels
Screen Resolution . : . .
20-inch monitor or larger | 20-inch monitor or larger
PDF Document Viewer Adobe Reader 5.x or later AdRbader 5.x or later

Table 2 Minimum requirements for installation of SFECTRUM

The following table illustrates the minimum requirents needed to install the
SPECTRUM OneClick Console component on the Clieatme.

Component Windows 2003 Server SPZ Solaris 10 (Unix)

JRE Version 1.6.0 Version 1.6.0
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Internet Explorer 6.0 or

Firefox 1.5 or later
later

Web Browser

Table 3 Minimum requirements for installation of OneClick Console

Logical Boundary

The logical boundaries of the TOE are describedtha terms of the security
functionalities that the TOE provides to users veltoess the TOE to manage its users,
the TOE's access control features, and the infaonatored by the TOE on the elements
on the network which the TOE monitors.

The logical boundary of the TOE will be broken dowmto six security class features.
The TOE provides the following security features:

2.1.1 Identification and Authentication

The TOE provides user identification and authetibcathrough the use of user accounts
and passwords for users of the TOE. Users haigetdify and authenticate themselves
before being allowed to access the OneClick Consolas is accomplished by the Web

Server requesting and then checking the usernachg@assword of the user when they
first launch the OneClick Console’s GUI or the OhelC& Report Manager Web Pages.

Identification and Authentication is explained ioma detail in section 9.1.1.

2.1.2 Authorization

The TOE provides authorization checks before gngntisers the right to view or
perform actions on TOE information. The TOE maiin$ three default user roles: Super
User, Administrator, and Operator. The Super Wser full privileges of the TOE, and
cannot have his privileges changed by any usere SRECTRUM Administrator and
Operator roles have a specific set of privilegesgaed to them. A user with the user
management privileges (by default users of the SUiger and Administrator roles) can
provide specific users and groups with additiomalilgges other than those provided by
the default roles. They can also create new mids a custom set of privileges which
can include a combination of privileges normallgigeed to both the Administrator and
Operator roles.

A user’s access to the event records, through theClick Console and OneClick &
Report Manager Web Pages interfaces, are deternipetie privileges assigned to a
user’s roles (default or custom), any additionalifgges assigned to that user, or a group
to which they belong; and the security communityigised to that user or to a group in
which they belong. Security communities are assigio usernames and groups, while
security strings are assigned to models. For atoseéew a model’s event records, the
user or a group in which the user belongs must hasecurity community with the same
value as that model’s security string. Authoriaatis explained in more detail in section
9.1.2.
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2.1.3 Security Management

The OneClick Console provides SPECTRUM users widtugty management
capabilities. OneClick Console allows users wigkrrumanagement privileges to manage
users and manage access control with the use ahames, groups, and security
communities. All users in the evaluated configoratwill have the ability to change
their own password via the OneClick Console anddheClick & Report Manager Web
Pages interfaces, because in the evaluated coafigarall users will be assigned the
change password privilege. Security Managemeekgained in more detail in section
9.1.3.

2.1.4 Security Audit

The TOE provides security auditing capabilitiesheTWeb Server records user actions
performed via the OneClick Console and the OneCficReport Manager Web Pages
interfaces. These actions are stored in the Torki¢eb Server log file or in the
Distributed Data Manager (DDM) database as an ev&atcurity Audit is explained in
more detail in section 9.1.4.

TOE Security Environment

It is assumed that there will be no untrusted ueersoftware on the SPECTRUM host
and client machines. The TOE relies upon the uyderoperating system and platform
to provide reliable time stamps and to protect SPREQ@M’s components on the host and
client machines from interference or tampering. bl&a 2 and 3 provide information
regarding the supported operating systems forwioenhachines. The TOE environment
is one where the potential attacker is unsophisittawith access to only standard
equipment and public information about the product.

The TOE security environment requires the followsegurity support:

* ldentification and authentication — There are three default user roles in the
evaluated configuration which are maintained by {R@E: Super User,
Administrator, and Operator. Only the user witk Buper User role will have
direct access to the host machine with the mainpom@nts of the TOE; while the
client machine will be accessible to all users raaired by the TOE. Access to
the TOE by users is performed over three interfadesng the setup and
configuration of the TOE: SPECTRUM Control Panebgitimachine), OneClick
& Report Manager Web Pages (Client machine), andGhok Console (Client
machine). However, only the OneClick Console andeClick & Report
Manager Web Pages will be used while in the evatuabnfiguration.
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The TOE relies on the Operational Environment twvjgle user identification and
authentication for the user with the Super Usee mh the SPECTRUM Host
machine. The root or Windows administrator on $iRECTRUM Host machine
is automatically granted full control of the SPEGIR Control Panel. This

account, therefore, has administrative control thkerSPECTRUM Host machine
and the features available from the SPECTRUM Comtamel. In the evaluated
configuration the user with the Super User role tmhes the root or Windows
administrator of the OS on the SPECTRUM Host maehin

On the SPECTRUM Client machine, operating systeoesis based on the OS
user accounts, and will only give access to theGlink Console executable and a
web browser to access the OneClick & Report Man&geb Pages. Access to
the TOE via this interface is provided by the TOH®entification and
authentication services.

» Partial protection of TSF - The TOE relies on the underlying OS to provide
security capabilities for the TOE’s protection. eTRSF relies on the host OS to
prevent other applications from:

o Interfering with an executing TSF
0 Bypassing the TOE security functions at the OSl|eual
o Modifying TSF configuration, audit data, and exedié images on disk.

Reliable Time —The TOE relies on the underlying OS for reliabiedi TOE functions
such as audit logging rely on reliable time stamps.
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3 Conformance Claims

CC Version
This ST is CC v3.1.

CC Part 2 conformant
This ST and Target of Evaluation (TOE) is Part ZiRen 2 conformant for EAL2.

CC Part 3 conformant
This ST and Target of Evaluation (TOE) is Part ¥iBen 2 conformant for EAL2.

PP Claims
This ST does not claim Protection Profile (PP) comiance.

Package Claims
This ST claims a package for EALZ2.

Package Name conformant or Package Name Augmented
This ST and Target of Evaluation (TOE) is confortmanEAL2 package claims.

Conformance Claim Rationale
There is no Conformance Claim rationale for this ST
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4 Security Problem Definition

Threats

The TOE itself has threats and the TOE is alsoarsiple for addressing threats to the
environment in which it resides. The assumed lefelxpertise of the attacker for all the
threats is unsophisticated. The following aredts@ddressed by the TOE.

T.ACCESS A legitimate user of the TOE could gain unauthed
access to information protected by the TOE, orqerf
operations for which no access rights have beentepa
via user error, system error, or other actions.

T.ADMIN_ERROR An administrator may incorrectly install or capfre the
TOE, or install a corrupted TOE resulting in inetfee
security mechanisms.

T.MASK Users whether they be malicious or non-maliciaaild
gain unauthorized access to the TOE by bypassing
identification and authentication countermeasures.

T.MODIFY Users, whether they be malicious or non-malicicasyld
attempt to misconfigure or modify their user acdsun an
attempt to tamper with TOE resources or modify ggcu
information relative to the TOE.

Organizational Security Policies
There are no Organizational Security Policies #pgtly to the TOE.

Assumptions

The specific conditions listed in this section assumed to exist in the environment in
which the TOE is deployed. These assumptions acessary as a result of practical
realities in the development of the TOE securitguieements and the essential
environmental conditions on the use of the TOE.

4.1.1 Personnel Assumptions

A.ADMIN There will be only one user (Super User) assigioehstall, and
configure the TOE, while one or more users will ange the TOE
and the security information it contains.
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A.PATCHES The user with the Super User role will exercise digence to
update the TOE with the latest patches and patelOfherational
Environment (e.g. OS) so they are not susceptiblengtwork
attacks.

A.NOEVIL Administrators of the TOE are not careless, wiliffulegligent, or
hostile and will follow and abide by the instructgprovided by
the guidance documentation.

4.1.2 Logical Assumptions

A.LOCATE The network the TOE will monitor is isolated fronmyaother
network. The SNMP monitored traffic is limited thet isolated
intranet, (i.e., no connections exist to other roeks).

4.1.3 Physical Assumptions

A.PROTECT The TOE’s software which is critical to security lipg
enforcement will be protected from unauthorized gitsl
modification.
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5 Security Objectives

Security Objectives for the TOE
The following security objectives are to be satidfby the TOE.

O.ACCESS

O.AUDIT

O.IDEN

O.MANAGE

The TOE will provide measures to authorize uskrsaccess
specified TOE information once the user has bedheaticated.
User authorization is based on access rights aordehby the TOE
users with user management privileges.

The TOE will provide measures for recording segurelevant
events that will assist the users with the appaterprivileges in
detecting misuse of the TOE and/or its securityules that would
compromise the integrity of the TOE and violate ®ecurity
objectives of the TOE.

The TOE will provide measures to uniquely identflyusers and
will authenticate the claimed identity prior to gtiag a user
access to the TOE and its information.

The TOE will provide users with user managementileges with
the resources to manage user accounts, informadiuh,security
information relative to the TOE.

O.ROBUST_ADMIN_GUIDANCE The TOE will provide the TOE’s users with

the necessary information for secure
delivery, installation, management, and
operation of the TOE.

Security Objectives for the operational environmentof the TOE

The following security objectives for the OperaabiEnvironment of the TOE must be
satisfied in order for the TOE to fulfill its sedyrobjectives.

OE.ADMIN

OE.FILESYS

OE.LOCATE

One user (Super User) will be assigned to installl configure the
TOE, while one or more users will manage the TOH &#me
security of the information it contains.

The security features offered by the underlyimqefating System
protect the files used by the TOE.

The TOE will be located on an isolated network witio
connections to other networks.
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OE.NOEVIL Administrators of the TOE are not careless, wiljf negligent, or
hostile and will follow and abide by the instruetsoprovided by
the guidance documentation.

OE.PROTECT The parts of the TOE critical to security policjf@cement will be
protected from unauthorized physical modification.

OE.SYSTIME The Operational Environment will provide relialsistem time.

OE.AUDIT The Operational Environment will provide local agsseontrol,
storage, and the ability to read to the audit wbgh are stored on
the machine where the TOE is installed.

OE.TRUSTED_CHANNEL The Operational Environment shall ensure thaa dat

sent between the TOE and users is protected from
unauthorized disclosure and modification.

OE.TRUSTED_PATH The Operational Environment shall maintain a

trusted path for user identification and
authentication.
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6 Extended Requirements

Extended Security Functional Requirements
There are no extended Security Functional Requinésria this ST.

Extended Security Assurance Requirements
There are no extended Security Assurance Requitsnrethis ST.
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7 Security Functional Requirements

The following table provides a summary of the SeguFunctional Requirements
implemented by the TOE.

Security Function Security Functional Components
FAU_GEN.1 Audit data generation
Security Audit FAU_GEN.2 User identity association

FAU_SAR.1 Audit review

FDP_ACC.1 Subset access control
FDP_ACF.1 Security attribute based access control

User Data Protection

FIA_ATD.1 User attribute definition
FIA_UAU.2 User authentication before any action
FIA_UID.2 User identification before any action

Identification and
Authentication

FMT_MSA.1 Management of security attributes
FMT_MSA.2 Secure security attributes
FMT_MSA.3 Static attribute initialization

Security Management | FMT_MTD.1(1) Management of TSF data
FMT_MTD.1(2) Management of TSF data
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

Table 4 Functional Components

7.1.1 Class FAU: Security Audit
7.1.1.1 FAU_GEN.1 Audit data generation
Hierarchical to: No other components.

FAU GEN.1.1 The TSF shall be able to generate afit aecord of the
following auditable events:
a. Start-up and shutdown of the audit functions;
b. All auditable events for thgnot specified]level of
audit; and
c. [All auditable events specified in Table]5.

FAU GEN.1.2 The TSF shall record within each audit record astighe
following information:
a. Date and time of the event, type of event, subject
identity, and the outcome (success or failurehef t
event; and
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Dependencies:

Application Note:

b. For each audit event type, based on the auditable

event definitions of th

e functional components

included in the PP/ST[the information specified
in the third column of Table h

FPT_STM.1 Reliable time stamps

The TOE meets the requirementsutiét ‘a’ by recording
the following: the date and time at which the paf&UI
was accessed (date and time of the event), the pathe

operation that was performed
account name (subject ident

(type of event), tlseru
ity), and the return ecod

(outcome (success or failure) of the event).

Requirement

Auditable Events

Additional Audit Record

Contents

FAU_GEN.1 None

FAU_GEN.2 None

FAU_SAR.1 None

FDP_ACC.1 Decision to permit/deny access to gnThe identity of the individual user whic

operation on an object tried to perform the operation on the

object.
The Hostname and/or IP address of th
Remote Workstation from which the
action was performed.

FDP_ACF.1 Decision to permit/deny access to gnThe identity of the individual user whic

operation on an object tried to perform the operation on the

object.
The Hostname and/or IP address of th
Remote Workstation from which the
operation was performed.

FIA_ATD.1 None

FIA_UAU.2 None Claimed identity of the user usiing t
identification mechanism.
The Hostname and/or IP address of th
Remote Workstation from which the
operation was performed.

FIA_UID.2 All use of the user identification Claimed identity of the user using the

mechanism used for authorized user
(that is, those that authenticate to th

sidentification mechanism.

3The Hostname and/or |IP address of th
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Requirement

Auditable Events

Additional Audit Record
Contents

TOE)

Remote Workstation from which the
operation was performed.

FMT_MSA.1 All manipulation of the security The identity of the Super User or
attributes Administrator performing the function.
The Hostname and/or IP address of th
Remote Workstation from which the
operation was performed.
FMT_MSA.2 None
FMT_MSA.3 None

FMT_MTD.1(1)

All manipulation of the security
attributes

The identity of the Super User or
Administrator performing the function.

The Hostname and/or IP address of th
Remote Workstation from which the
operation was performed

FMT_MTD.1(2)

All manipulation of a user’s passwordThe identity of that specific user, the

Super User or Administrator performin
the function.

The Hostname and/or IP address of th
Remote Workstation from which the
operation was performed.

FMT_SMF.1 All manipulation of users and their | The identity of the Super User or
attributes Administrator performing the function.
All manipulation of groups The Hostname and/or IP address of th
All manipulation of objects and ob'ectRemOte Workstation from which the
. P . J - J operation was performed.
attributes (security communities)
FMT_SMR.1 None
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7.1.1.2 FAU_GEN.2
Hierarchical to:

FAU _GEN.2.1

Dependencies:

7.1.1.3 FAU_SAR.1
Hierarchical to:

FAU_SAR.1.1

FAU_SAR.1.2

Dependencies:

Table 5 Auditable Events
User identity association
No other components.

For audit events resulting from actiefsdentified users,
the TSF shall be able to associate each auditablat avith
the identity of the user that caused the event.

FAU_GEN.1 Audit data generation, EI®.1 Timing of
identification

Audit review
No other components.

The TSF shall providga user with the appropriate
privileges assignddwith the capability to reafHostname
and/or IP address of the Remote Workstation fromiafn
the action was completed, the user's account name
responsible for the record’s creation, date and &@nat
which the action was performed, name of the opeoati
that was performed, and the success or failure bkt
operatior] from the audit records.

The TSF shall provide the audit recomsa manner
suitable for the user to interpret the information.

FAU_GEN.1 Audit data generation

7.1.2 Class FDP: User Data Protection

7.1.2.1 FDP_ACC.1
Hierarchical to:

Subset access control
No other components.
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FDP_ACC.1.1

Dependencies:

Application Note:

Application Note:

The TSF shall enforce th§PECTRUM Discretionary
Access Control (DAC) Polidy on [subjects: processes
acting on the behalf of users, objects: event red®rand
all operations among subjects and objects covergdhe
SPECTRUM DAC Policy

FDP_ACF.1 Security attribute basexss control

The SPECTRUM DAC Policy is basgmbn assigning
privileges for an operation and/or a role of burdle
privileges to a specific username, or to a groupmhich
the user belongs; and the assignment of security
communities to a specific username, or to a groughich
the user belongs. In addition to the privilegesigised to a
specific user, the user also gains the privilegésheir
assigned roles, and any groups in which they belohge
privileges associated to a user from these thregrces
define how the SPECTRUM DAC Policy affects their
operations on the event records. Security striags
assigned to models and are associated to the egeatds
(objects) for those models. For a user to accesgent
record for a particular model, their username ogiup in
which they belong must be assigned a security cantynu
with the same value as the model’'s security strifgge
Section 9.1.2.1 for more information.

The SPECTRUM DAC Policy doesrequire a user to be
assigned to one of the default roles. These mna@peesent

a default set of privileges which have been bundled
together for the default operation of the TOE. Thkes

are merely a method to allow for easier user manag&
capabilities through the ability to assign roles tsers
instead of individual privileges. Therefore, rol@® not a
security attribute for users in determining accessitrol.
See Section 9.1.2.2 for more information.
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7.1.2.2 FDP_ACF.1
Hierarchical to:

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

Dependencies:

Application Note:

Security attribute based access control
No other components.

The TSF shall enforce th§PECTRUM Discretionary
Access Control (DAC) Polidyto objects based on the
following: [Username, Group, Security Communities

The TSF shall enforce the followingesuto determine if
an operation among controlled subjects and coetioll
objects is allowed[A process acting on behalf of a user is
granted access to perform an operation on an ohjdwnt
association of the operation to their username ogeoup
in which they belong; and by comparing the security
string assigned to the object and the security coamity
assigned to their username or a group in which they
belong].

The TSF shall explicitly authorize asxcef subjects to
objects based on the following additional rulghe Super
User has full control with no exceptiofs

TSF shall explicitly deny access of jecis to objects
based on thgnong.

FDP_ACC.1 Subset access controF&id MSA.3 Static
attribute initialization.

The SPECTRUM DAC Policy is basgmbn assigning
privileges for an operation and/or a role of bumdle
privileges to a specific username, or to a groupmhich
the user belongs; and the assignment of security
communities to a specific username, or to a grouwhich
the user belongs. In addition to the privilegesigised to a
specific user, the user also gains the privilegésheir
assigned roles, and any groups in which they belonge
privileges associated to a user from these thregrces
define how the SPECTRUM DAC Policy affects their
operations on the event records. Security strirgs
assigned to models and are associated to the egeatds
(objects) for those models. For a user to accesg\aent
record for a particular model, their username ogi@up in
which they belong must be assigned a security camtynu
with the same value as that model’s security strirffee
Section 9.1.2.1 for more information.
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Application Note: The SPECTRUM DAC Policy doesrequire a user to be
assigned to one of the default roles. These mna@peesent
a default set of privileges which have been bundled
together for the default operation of the TOE. Thkes
are merely a method to allow for easier user managg
capabilities through the ability to assign roles tsers
instead of individual privileges. Therefore, rol@® not a
security attribute for users in determining accesstrol.
See Section 9.1.2.2 for more information.

7.1.3 Class FIA: Identification and Authentication
7.1.3.1 FIA ATD.1 User attribute definition
Hierarchical to: No other components.

FIA_ATD.1.1 The TSF shall maintain the followingstl of security
attributes belonging to individual userqusername,
security communities, group

Dependencies: No dependencies

Application Note: Roles and individual privilegesvie not been listed as
security attributes for individual users. This bgcause
these access control attributes are associated with
usernames and groupnames and do not have to bgnassi
to an individual user. When the TOE performs agces
control, it is their username or groupname which is
checked to determine if they are granted or demietess
to an object.

7.1.3.2 FIA_UAU.2 User authentication before any action
Hierarchical to: FIA_UAU.1
FIA_UAU.2.1 The TSF shall require each user to hecessfully
authenticated before allowing any other TSF-mediate
actions on behalf of that user.

Dependencies: FIA_UID.1 Timing of identification
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7.1.3.3 FIA_UID.2 User identification before any action
Hierarchical to: FIA_UID.1 Timing of identificatio
FIA_UID.2.1 The TSF shall require each user to $accessfully
identified before allowing any other TSF-mediatetians
on behalf of that user.

Dependencies: No dependencies
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7.1.4 Class FMT: Security Management

7.14.1

Application note:

7.1.4.2

7.1.4.3

FMT_MSA.1
Hierarchical to:

FMT_MSA.1.1

Dependencies:

Management of security attributes
No other components.

The TSF shall enforce tHSPECTRUM Discretionary
Access Control (DAC) Polidyto restrict the ability to
[modify] the security attributefaused for access contrpto
[users with the Super User or Administrator role &gsed
to their username or to a group in which they belgin

[FDP_ACC.1 Subset access control]
FMT_SMR.1 Security roles,
FMT_SMF.1 Specification of Management Functions

This SFR only lists the SupeeftUsnd Administrator roles
because this is the TOE’s default means to comtcokss

to this ability. In addition, the TOE also allows
administrators to create custom roles which canehaser
management privileges. These custom roles and the
individual user management privileges can be assigio
usernames or to groups. A user with a usernamea or
group in which they belong that has been assigheduser
management privileges directly or through a rolen @lso
manage user security attributes.

FMT_MSA.2 Secure security attributes

Hierarchical to:

FMT_MSA.2.1

Dependencies:

FMT_MSA.3
Hierarchical to:

FMT_MSA.3.1

No other components.

The TSF shall ensure that only seaalees are accepted
for [username, security communities, group, security
stringyg.

[FDP_ACC.1 Subset access control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Static attribute initialization

No other components.

The TSF shall enforcihe [SPECTRUM Discretionary
Access Control (DAC) Polidy to provide [restrictivd

default values for security attributes that areduseenforce
the SFP.
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FMT_MSA.3.2

Dependencies:

Application note:

Application note:

7144 FMT _MTD.1(1)
Hierarchical to:

FMT_MTD.1.1(1)

Dependencies:

Application note:

The TSF shall allowhe [users with the Super User or
Administrator role assigned to their username orgaoup

in which they belong to specify alternative initial values
to override the default values when an object or
information is created.

FMT_MSA.1 Management of security ribates,
FMT_SMR.1 Security roles

This SFR is included to capture management of security
attributes which relate to access control.

This SFR only lists the SupeeftUsnd Administrator roles
because this is the TOE’s default means to comtcokss
to this ability. In addition, the TOE also allows
administrators to create custom roles which canehaser
management privileges. These custom roles and the
individual user management privileges can be assigto
usernames or to groups. A user with a username or
group in which they belong that has been assighediser
management privileges directly or through a rolen @also
manage user security attributes.

Management of TSF data
No other components.

The TSF shall restrict the abiliy [view, create modify,
delete] the [security attribute$ to [users with the Super
User or Administrator role assigned to their usenma or
a group in which they belonjg

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

This SFR only lists the SupeeftUsnd Administrator roles
because this is the TOE’s default means to comtcokss
to this ability. In addition, the TOE also allows
administrators to create custom roles which canehaser
management privileges. These custom roles and the
individual user management privileges can be assigio
usernames or to groups. A user with a username or
group in which they belong that has been assighediser
management privileges directly or through a rolen @also
manage user security attributes.
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Application note: Security attributes include ussrcurity attributes listed
under FIA_ATD.1.1, as well as, object attributestsas
security strings.

7.1.45 FMT_MTD.1(2) Management of TSF data
Hierarchical to: No other components.

FMT_MTD.1.1(2) The TSF shall restrict the ability[ithangg the[password
of a specific usdr to [that specific user, users with the
Super User or Administrator role assigned to their
username or a group in which they belohg

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Application note: This SFR only lists the SupeeftUsnd Administrator roles
because this is the TOE’s default means to comtcokss
to this ability. In addition, the TOE also allows
administrators to create custom roles which canehaser
management privileges. These custom roles and the
individual user management privileges can be assigio
usernames or to groups. A user with a usernamea or
group in which they belong that has been assighediser
management privileges directly or through a rolen @lso
manage user security attributes.

7146 FMT_SMF.1 Specification of management functions
Hierarchical to: No other components.

FMT_SMF.1.1 The TSF shall be capable of performihg following
management functionf:
1. View, Create, Modify, and Delete Users and User
Attributes (including passwords)
2. View, Create, Modify, and Delete Groups and
Group Attributes
3. View, and Modify Objects and Object Attributes
(Security Strings)

Dependencies: No dependencies
Application note: The reference to objects in t8ER refers the TOE data

which represents the network elements which the TOE
monitors.
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7.1.47 FMT_SMR.1 Security roles

Hierarchical to: No other components.

FMT_SMR.1.1 The TSF shall maintain the rolesSuper User,
Administrator, Operato}.

FMT_SMR.1.2 The TSF shall be able to associatesusih roles.

Dependencies: FIA_UID.1 Timing of identification

Application note: The TOE maintains three defaudles: Super User,

Administrator, and Operator. It is also possibler f
additional roles to be created and managed by usetis

user management privileges; the TSF will also naamt
these custom roles.

Application Note: The SPECTRUM DAC Policy doesreqtiire a user to be
assigned to one of the default roles. These n@peesent
a default set of privileges which have been bundled
together for the default operation of the TOE. Thokes
are merely a method to allow for easier user managyg
capabilities through the ability to assign roles users
instead of individual privileges. Therefore, role® not a
security attribute for users in determining accesstrol.
See Section 9.1.2.2 for more information.

Proper dependencies

All dependencies for the security functional reqmients were pulled from CC Part 2.

Operations defined

The notation, formatting, and conventions usedis $ecurity target (ST) are consistent
with version 3.1 of the Common Criteria for Infortimd@ Technology Security
Evaluation. All of the components in this ST aaiken directly from Part 2 of the CC.
Font style and clarifying information conventionsre& developed to aid the reader.

The CC permits four functional component operatiotesation, assignment, selection,
and refinement to be performed on functional rezqagnts. These operations are defined
in Common Criteria, Part 1 as:

7.1.5 Assignments made

Assignments allow the specification of parameters are specified by the ST author in
[italicized bold text].
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7.1.6 lIterations made

Iterations allow a component to be used more threoe ovith varying operations and are
specified by the ST author by placing the iteratioimber in round brackets “(1)”. These
follow the short family name and allow componerdsbe used more than once with
varying operations. An asterisk “*” refers to idrations of a component.

7.1.7 Selections made

Selections allow the specification of one or mdesis from a list and are specified by
the ST author ifitalicized text].

7.1.8 Refinements made

Refinements allow the addition of details and apecffied by the ST author with

"Refinement:" right after the short name. Additiotts the CC text are specified in
italicized bold and underlined text.
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8 Security Assurance Requirements

This section identifies the Security Assurance Reguent components met by the TOE.
These assurance components meet the requiremeBALR.

Security Architecture
8.1.1 Security Architecture Description (ADV_ARC.1)

ADV_ARC.1.1D The developer shall design and immetthe TOE so that the
security features of the TSF cannot be bypassed.

ADV_ARC.1.2D The developer shall design and impmetrthe TSF so that it is able
to protect itself from tampering by untrustethaeentities.

ADV_ARC.1.3D The developer shall provide a seguaitchitecture description of
the TSF.

ADV_ARC.1.1C The security architecture descriptstrall be at a level of detalil
commensurate with the description of the SFRyeirig
abstractions described in the TOE design doctimen

ADV_ARC.1.2C The security architecture descriptstrall describe the security
domains maintained by the TSF consistently withSFRs.

ADV_ARC.1.3C The security architecture descriptstrall describe how the TSF
initialisation process is secure.

ADV_ARC.1.4C The security architecture descriptstrall demonstrate that the
TSF protects itself from tampering.

ADV_ARC.1.5C The security architecture descriptstrall demonstrate that the
TSF prevents bypass of the SFR-enforcing funetity.

ADV_ARC.1.1E The evaluator shall confirm that theormation provided meets all
requirements for content and presentation afence.

8.1.2 Security-Enforcing Functional Specification (ADV_F3.2)

ADV_FSP.2.1D The developer shall provide a funwicspecification.

ADV_FSP.2.2D The developer shall provide a traé¢mg the functional
specification to the SFRs.
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ADV_FSP.2.1C

ADV_FSP.2.2C

ADV_FSP.2.3C

ADV_FSP.2.4C

ADV_FSP.2.5C

ADV_FSP.2.6C

ADV_FSP.2.1E

ADV_FSP.2.2E

The functional specification shalingetely represent the TSF.

The functional specification shakchibe the purpose and method
of use for all TSFI.

The functional specification sha#éntify and describe all
parameters associated with each TSFI.

For each SFR-enforcing TSFI, the fiomal specification shall
describe the SFR-enforcing actions associatdutive TSFI.

For each SFR-enforcing TSFI, the fiomal specification shall
describe direct error messages resulting fromgssing associated
with the SFR-enforcing actions.

The tracing shall demonstrate th@aiSRRs trace to TSFIs in the
functional specification.

The evaluator shall confirm thatitifermation provided meets all
requirements for content and presentation afence.

The evaluator shall determine thatftimctional specification is an
accurate and complete instantiation of the SFRs.

8.1.3 Basic Design (ADV_TDS.1)

ADV_TDS.1.1D

ADV_TDS.1.2D

ADV_TDS.1.1C

ADV_TDS.1.2C

ADV_TDS.1.3C

ADV_TDS.1.4C

ADV_TDS.1.5C

The developer shall provide the desa§the TOE.

The developer shall provide a mapghogn the TSFI of the
functional specification to the lowest leveldg#fcomposition
available in the TOE design.

The design shall describe the stmecti the TOE in terms of
subsystems.

The design shall identify all subgyss of the TSF.

The design shall describe the behavwid each SFR non-
interfering subsystem of the TSF in sufficieatall to determine
that it is not SFR-enforcing.

The design shall summarise the SFRreimg behaviour of the
SFR-enforcing subsystems.

The design shall provide a descriptd the interactions among
SFR-enforcing subsystems of the TSF, and betwee8FR-
enforcing subsystems of the TSF and other stdsgsof the TSF.
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ADV_TDS.1.6C The mapping shall demonstrate thabethaviour described in the
TOE design is mapped to the TSFIs that invoke it

ADV_TDS.1.1E The evaluator shall confirm that thisrmation provided meets all
requirements for content and presentation afence.

ADV_TDS.1.2E The evaluator shall determine thatdlesign is an accurate and
complete instantiation of all security functibnequirements.

Guidance Documents
8.1.4 Operational user guidance (AGD_OPE.1)

AGD_OPE.1.1D The developer shall provide operaiiaser guidance.

AGD_OPE.1.1C The operational user guidance slesiticbe, for each user role, the
user-accessible functions and privileges thatikhbe controlled
in a secure processing environment, includinyapriate
warnings.

AGD_OPE.1.2C The operational user guidance slesltigbe, for each user role,
how to use the available interfaces providedhieyTOE in a
secure manner.

AGD_OPE.1.3C The operational user guidance slealtiibe, for each user role, the
available functions and interfaces, in particalh security
parameters under the control of the user, inidigaecure values
as appropriate.

AGD_OPE.1.4C The operational user guidance sloalgach user role, clearly
present each type of security-relevant eveatixd to the user-
accessible functions that need to be performmetyding changing
the security characteristics of entities untlerdontrol of the TSF.

AGD_OPE.1.5C The operational user guidance stialitify all possible modes of
operation of the TOE (including operation foliog failure or
operational error), their consequences and gaptins for
maintaining secure operation.

AGD_OPE.1.6C The operational user guidance sloalgach user role, describe the
security measures to be followed in order té@lfahe security
objectives for the operational environment ascdbed in the ST.

AGD_OPE.1.7C The operational user guidance sleatiéar and reasonable.
AGD_OPE.1.1E The evaluator shall confirm thatittfermation provided meets all

requirements for content and presentation afence.
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8.1.5 Preparative Procedures (AGD_PRE.1)

AGD_PRE.1.1D

AGD_PRE.1.1C

AGD_PRE.1.2C

AGD_PRE.1.1E

AGD_PRE.1.2E

The developer shall provide the T@&uding its preparative
procedures.

The preparative procedures shallrdesall the steps necessary
for secure acceptance of the delivered TOE aom@ance with the
developer's delivery procedures.

The preparative procedures shallriesall the steps necessary
for secure installation of the TOE and for teewge preparation of
the operational environment in accordance wviighdecurity
objectives for the operational environment @scdbed in the ST.

The evaluator shall confirm thatittfermation provided meets all
requirements for content and presentation afence.

The evaluator shall apply the prepargprocedures to confirm
that the TOE can be prepared securely for ojperat

Life Cycle Support
8.1.6 Use of a CM System ( ALC_CMC.2)

ALC_CMC.2.1D
ALC_CMC.2.2D
ALC_CMC.2.3D
ALC_CMC.2.1C

ALC_CMC.2.2C

ALC_CMC.2.3C

ALC_CMC.2.1E

The developer shall provide the TOt a reference for the TOE.
The developer shall provide the CMaimentation.

The developer shall use a CM system.

The TOE shall be labelled with its quré reference.

The CM documentation shall descrieemethod used to uniquely
identify the configuration items.

The CM system shall uniquely idengdy configuration items.

The evaluator shall confirm that thisrmation provided meets all
requirements for content and presentation afence.

8.1.7 Parts of the TOE CM Coverage (ALC_CMS.2)

ALC_CMS.2.1D

The developer shall provide a confegion list for the TOE.
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ALC_CMS.2.1C

ALC_CMS.2.2C

ALC_CMS.2.3C

ALC_CMS.2.1E

The configuration list shall inclutkes following: the TOE itself;
the evaluation evidence required by the SARd;the parts that
comprise the TOE.

The configuration list shall uniquédentify the configuration
items.

For each TSF relevant configuratiemi, the configuration list
shall indicate the developer of the item.

The evaluator shall confirm that ihi@rmation provided meets all
requirements for content and presentation afence.

8.1.8 Delivery Procedures (ALC_DEL.1)

ALC_DEL.1.1D

ALC_DEL.1.2D

ALC_DEL.1.1C

ALC_DEL.1.1E

The developer shall document proceddor delivery of the TOE
or parts of it to the consumer.

The developer shall use the deliverycedures.

The delivery documentation shall dése all procedures that are
necessary to maintain security when distributiagsions of the
TOE to the consumer.

The evaluator shall confirm that theormation provided meets all
requirements for content and presentation mfesce.

Security Target Evaluation
8.1.9 Conformance Claims (ASE_CCL.1)

ASE_CCL.1.1D
ASE_CCL.1.2D

ASE_CCL.1.1C

ASE_CCL.1.2C

ASE_CCL.1.3C

The developer shall provide a confomoe claim.
The developer shall provide a confamoe claim rationale.

The conformance claim shall conta@@Caconformance claim that
identifies the version of the CC to which the 8 the TOE claim
conformance.

The CC conformance claim shall desditie conformance of the
ST to CC Part 2 as either CC Part 2 conforma® Part 2
extended.

The CC conformance claim shall desctihe conformance of the
ST to CC Part 3 as either CC Part 3 conforma® Part 3
extended.
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ASE_CCL.1.4C

ASE_CCL.1.5C

ASE_CCL.1.6C

ASE_CCL.1.7C

ASE_CCL.1.8C

The CC conformance claim shall be isb&st with the extended
components definition.

The conformance claim shall idenaiftyPPs and security
requirement packages to which the ST claimsaromdnce.

The conformance claim shall descaitpg conformance of the ST
to a package as either package-conformant dagacaugmented.

The conformance claim rationale sti@thonstrate that the TOE
type is consistent with the TOE type in the RFPsvhich
conformance is being claimed.

The conformance claim rationale sthafhonstrate that the
statement of the security problem definitiocasisistent with the
statement of the security problem definitiorthia PPs for which
conformance is being claimed.

8.1.10 Extended components definition (ASE_ECD.1)

ASE_ECD.1.1D

ASE_ECD.1.2D

ASE_ECD.1.1C

ASE_ECD.1.2C

ASE_ECD.1.3C

ASE_ECD.1.4C

ASE_ECD.1.5C

ASE_ECD.1.1E

ASE_ECD.1.2E

The developer shall provide a statgraksecurity requirements.

The developer shall provide an ex¢drmbmponents
definition.

The statement of security requiresshéll identify all extended
security requirements.

The extended components definitiotl diefine an extended
component for each extended security requirement

The extended components definitiail stescribe how each
extended component is related to the existingcQ@ponents,
families, and classes.

The extended components definitiail sise the existing CC
components, families, classes, and methodolegyraodel for
presentation.

The extended components shall coosieeasurable and
objective elements such that conformance or mwiocmance to
these elements can be demonstrated.

The evaluator shall confirm thatittfermation provided meets all
requirements for content and presentation afence.

The evaluator shall confirm that reeded component can be
clearly expressed using existing components.
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8.1.11 ST Introduction (ASE_INT.1)

ASE_INT.1.1D

ASE_INT.1.1C

ASE_INT.1.2C
ASE_INT.1.3C

ASE_INT.1.4C

ASE_INT.1.5C

ASE_INT.1.6C

ASE_INT.1.7C
ASE_INT.1.8C

ASE_INT.1.1E

ASE_INT.1.2E

The developer shall provide an STaduction.

The ST introduction shall contain&hreference, a TOE
reference, a TOE overview and a TOE description.

The ST reference shall uniquely idgrihe ST.
The TOE reference shall identify T@E.

The TOE overview shall summarizeubage and major security
features of the TOE.

The TOE overview shall identify th®E type.

The TOE overview shall identify angrTOE
hardware/software/firmware required by the TOE.

The TOE description shall descrike physical scope of the TOE.
The TOE description shall describelthgical scope of the TOE.

The evaluator shall confirm that thi@rmation provided meets all
requirements for content and presentation afence.

The evaluator shall confirm that T@E reference, the TOE
overview, and the TOE description are consistgti each other.

8.1.12 Security Objectives (ASE_OBJ.2)

ASE_OBJ.2.1D
ASE_OBJ.2.2D

ASE_0OBJ.2.1C

ASE_OBJ.2.2C

ASE_0BJ.2.3C

The developer shall provide a statgémisecurity objectives.
The developer shall provide a secobjectives rationale.

The statement of security objectsresl describe the security
objectives for the TOE and the security objexgifor the
operational environment.

The security objectives rationaldl $teece each security objective
for the TOE back to threats countered by thatiss objective
and OSPs enforced by that security objective.

The security objectives rationaldl $teece each security objective
for the operational environment back to threatsntered by that

Page 44



ASE_0BJ.2.4C

ASE_OBJ.2.5C

ASE_0BJ.2.6C

ASE_OBJ.2.1E

security objective, OSPs enforced by that secobjective, and
assumptions upheld by that security objective.

The security objectives rationalelsterhonstrate that the security
objectives counter all threats.

The security objectives rationaldl slsanonstrate that the security
objectives enforce all OSPs.

The security objectives rationaldl slsanonstrate that the security
objectives for the operational environment uphadl assumptions.

The evaluator shall confirm thatittiermation provided meets all
requirements for content and presentation afence.

8.1.13 Security Requirements (ASE_REQ.2)

ASE_REQ.2.1D
ASE_REQ.2.2D

ASE_REQ.2.1C

ASE_REQ.2.2C

ASE_REQ.2.3C

ASE_REQ.2.4C

ASE_REQ.2.5C

ASE_REQ.2.6C

ASE_REQ.2.7C

ASE_REQ.2.8C

ASE_REQ.2.9C

The developer shall provide a statémiesecurity requirements.
The developer shall provide a secvetjuirements rationale.

The statement of security requiremgall describe the SFRs and
the SARs.

All subjects, objects, operationsusty attributes, external
entities and other terms that are used in tHesSfd the SARs
shall be defined.

The statement of security requiremsall identify all operations
on the security requirements.

All operations shall be performedexcity.

Each dependency of the security reopgnts shall either be
satisfied, or the security requirements ratiersdlall justify the
dependency not being satisfied.

The security requirements rationadd! sface each SFR back to
the security objectives for the TOE.

The security requirements rationaddl sliemonstrate that the
SFRs meet all security objectives for the TOE.

The security requirements rationaddl eilxplain why the SARs
were chosen.

The statement of security requiremgindll be internally
consistent.
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ASE_REQ.2.1E

The evaluator shall confirm thatittiermation provided meets all
requirements for content and presentation afence.

8.1.14 Security Problem Definition (ASE_SPD.1)

ASE_SPD.1.1D
ASE_SPD.1.1C

ASE_SPD.1.2C

ASE_SPD.1.3C

ASE_SPD.1.4C

ASE_SPD.1.1E

The developer shall provide a secpritblem definition.
The security problem definition skhakicribe the threats.

All threats shall be described imgeof a threat agent, an asset,
and an adverse action.

The security problem definition skhakcribe the OSPs.

The security problem definition skdalicribe the assumptions
about the operational environment of the TOE.

The evaluator shall confirm thatitii@rmation provided meets all
requirements for content and presentation afence.

8.1.15 TOE Summary Specification (ASE_TSS.1)

ASE_TSS.1.1D

ASE_TSS.1.1C

ASE_TSS.1.1E

ASE_TSS.1.2E

Tests

The developer shall provide a TOEmsary specification.

The TOE summary specification stedcdbe how the TOE
meets each SFR.

The evaluator shall confirm thatitii@mation provided meets all
requirements for content and presentation afence.

The evaluator shall confirm thatftd& summary specification is
consistent with the TOE overview and the TOEcdpson.

8.1.16 Evidence of Coverage (ATE_COV.1)

ATE_COV.1.1D

ATE_COV.1.1C

ATE_COV.1.1E

The developer shall provide evideotthe test coverage.

The evidence of the test coverag# shaw the correspondence
between the tests in the test documentatiorttend@SFIs in the
functional specification.

The evaluator shall confirm that ti@rmation provided meets all
requirements for content and presentation afence.
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8.1.17 Functional Tests (ATE_FUN.1)

ATE_FUN.1.1D
ATE_FUN.1.2D

ATE_FUN.1.1C

ATE_FUN.1.2C

ATE_FUN.1.3C

ATE_FUN.1.4C

ATE_FUN.1.1E

The developer shall test the TSF @mcliment the results.
The developer shall provide test doeatation

The test documentation shall corefisést plans, expected test
results and actual test results.

The test plans shall identify thegde be performed and describe
the scenarios for performing each test. Theseag@s shall
include any ordering dependencies on the restilbgher tests.

The expected test results shall stimnanticipated outputs from a
successful execution of the tests.

The actual test results shall be isbast with the expected test
results.

The evaluator shall confirm that theermation provided meets all
requirements for content and presentation afence.

8.1.18 Independent Testing (ATE_IND.2)

ATE_IND.2.1D
ATE_IND.2.1C

ATE_IND.2.2C

ATE_IND.2.1E

ATE_IND.2.2E

ATE_IND.2.3E

The developer shall provide the TQIE testing.
The TOE shall be suitable for testing

The developer shall provide an eqgl@maset of resources to those
that were used in the developer’s functionaingsof the TSF.

The evaluator shall confirm that theormation provided meets all
requirements for content and presentation afence.

The evaluator shall execute a samplests in the test
documentation to verify the developer test itssul

The evaluator shall test a subseéhefTSF to confirm that the TSF
operates as specified.

Vulnerability Assessment
8.1.19 Vulnerability Analysis (AVA_VAN.2)

AVA_VAN.2.1D

The developer shall provide the TOd festing.
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AVA_VAN.2.1C

AVA_VAN.2.1E

AVA_VAN.2.2E

AVA_VAN.2.3E

AVA_VAN.2.4E

The TOE shall be suitable for testing

The evaluator shall confirm that tidormation provided meets all
requirements for content and presentation afence.

The evaluator shall perform a seaofhpublic domain sources to
identify potential vulnerabilities in the TOE.

The evaluator shall perform an indedent vulnerability analysis
of the TOE using the guidance documentationgtional
specification, TOE design and security architeetdescription to
identify potential vulnerabilities in the TOE.

The evaluator shall conduct penetrattesting, based on the
identified potential vulnerabilities, to detemaithat the TOE is
resistant to attacks performed by an attackesgssing Basic
attack potential.
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9 TOE Summary Specification

TOE Security Functions
This section describes the security functions mlediby the TOE.

Note: The remote user interfaces described in @e&il are encrypted by SPECTRUM,;
however, the encryption of these interfaces havebeen included as part of the TOE.
The cryptography used in this product has not bEEIS certified nor has it been
analyzed or tested to conform to cryptographic daats during this evaluation. All
cryptography has only been asserted as testecebyetidor.

9.1.1 Identification and Authentication

The TOE provides user identification and authetibcathrough the use of user accounts
and passwords for users of the TOE. In the evatuebnfiguration, all users will access
the TOE via the OneClick Console or the OneClicR&port Manager Web Pages on the
SPECTRUM Client machine. After launching the OnelCIConsole or accessing the
OneClick & Report Manager Web Pages, the TOE reguihe user to submit their
username and password. The user’s username aswiqudswill then be used to identify
and authenticate the user against the stored aighon information located in the
SpectroSERVER Database. The verification of ther’'ssauthentication information is
accomplished by the Web Server component and isireztibefore a user is allowed to
perform any other actions on the TOE.

9.1.2 Authorization

The SPECTRUM Discretionary Access Control (DAC)i&pls what determines access
control for the TOE over the OneClick Console ahd OneClick & Report Manager
Web Pages interfaces. This policy relies on th&8@bility to maintain a set of three
security attributes, and to allow for users witkerusianagement privileges to manage the
security attributes for users. The security atiiés used by the policy are username,
groups, and security communities. For more infdiomaregarding these attributes refer
to Section 9.1.3.1 Management of Security Attrisute

9.1.2.1 SPECTRUM DAC Policy

The SPECTRUM DAC Policy provides access controlusérs over the OneClick
Console and the OneClick & Report Manager Web Pagésrfaces. Starting
immediately after the identification and authentima process, the Web Server performs
authorization processes to determine what infoilwnaiill be provided to that individual
user. In addition, the OneClick Console GUI wippear differently to users with
different privileges based on the SPECTRUM DAC @&polwhich determines the
information they are authorized to view and manage.
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The Web Server will use the user supplied userndumieg authentication to determine
access control. The username is used by the WelerS® determine the roles and
individual privileges which have been assignedhet individual user. The username is
also used to find the group in which the user bgdonOnce the Web Server has the
group-names for the groups the user belongs tthei finds the roles and individual
privileges which have been assigned to those gnaupes. The Web Server then uses all
the roles and individual privileges, which wereigised to the user’'s username and their
groups’ group-names, to determine what operatibeauser is allowed to perform. This
decision is used by the Web Server to determine th@vOneClick Console GUI will
appear to an individual user; only the tabs, franfietdds and buttons that control the
operation processes which the user can performrasented to the user.

Access to the information within the tabs and frane controlled by both the Web
Server and the OneClick Console. In the evaluatediguration, the objects that the
TOE controls access to are the models and thenteeeords. Event records are stored
in the Distributed Data Manager (DDM) database, amedrecords of events that occurred
on the elements in SPECTRUM'’s monitored networkheW a user requests access to a
particular model or its event records, the Web &emakes a decision on if that user has
access to that particular model and its event d=cofThis is accomplished through the
assignment of security communities to users andpgowhile assigning security strings
to models. For a user to be granted access tdiaydar model and its event records the
security string assigned to the model must matskaarrity community assigned to that
user’s username or to the group-name of a growphioh the user belongs. By default
ADMIN is the security community assigned to all issand groups, and the security
string assigned to models. The ADMIN security camity allows users to have access
to all models regardless of a model's securityngtri To limit user access, a user with
user management privileges must change the ADMIburgg community for the
individual users and their groups. Then the usén wser management privileges must
assign a security string to the models associatddtiwe event records to which they are
granting those users and groups access. Howdvar,user with user management
privileges does not set a security string for a ehoithen the TOE will grant access to the
model’s event records without performing this auitetion check.

9.1.2.2 Roles and Individual Privileges

The TOE maintains three default user roles for SRECTRUM DAC Policy: Super
User, Administrator, and Operator. The SPECTRUM@DRolicy utilizes roles as a
bundled set of privileges which can be assigned tiger or to a group. The Super User
has full privileges of the TOE, and cannot haveprigileges changed by any user. The
Administrator and Operator roles have a specifio§erivileges assigned to them. Also,
both the Administrator and Operator roles have m@algt and read/write privileges. In
the evaluated configuration, the main differencéwken these two roles is that the
Administrator role has user management privileges.
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The SPECTRUM DAC Policy does not require a usdre@ssigned to one of the default
roles, since a user can be assigned privilegesithdilly, or belong to a group which has
been assigned a role or privileges individuallyhe3e roles represent a default set of
privileges which have been bundled together fordékult operation of the TOE. The
roles are merely a method to allow for easier msanagement capabilities through the
ability to assign roles to users instead of indinadprivileges. Therefore, roles are not a
security attribute for users in determining acaEs#rol.

In the evaluated configuration all new users wdldssigned both the Administrator and
Operator roles during their creation and the usassignment to these roles can be
modified after initial creation on a user by usasis. The ability to modify a user’s role
and assign individual privileges to a user can treedby any user with user management
privileges. In addition to being assigned indiatiprivileges and default roles, a user or
group can also be assigned a custom role. Cusiten are also created by users with
user management privileges, and can include pgedevhich would normally be found
in both the Administrator and Operator roles. slaiso possible for a user or group to be
assigned multiple roles and/or individual privilege the same time.

9.1.3 Security Management
9.1.3.1 Management of Security Attributes

The TOE'’s access control functions rely on theighaf the TOE and its users, with user
management privileges, to be able to manage theigeattributes assigned to its users.
The TOE's default roles which have been assigned msnagement privileges are the
Super User and Administrator roles; however, theBéleges can be assigned
individually or new custom roles can be created/als. Therefore, any user with a
username or a group in which they belong that leas lassigned the user management
privileges, through any of the above means, canagmthe security attributes of the
TOE's users. Through the SPECTRUM DAC Policy, Ti@E ensures that default
values are assigned to the security attributesagwrser creation, and ensures that only
secure values are assigned while the securitpatés are being maintained by a user
with user management privileges. Table 6 belots lise three security attributes for
users which are maintained by the TOE, includesed 8escription of each attribute, and
their default value.

Security Attribute Description Default Value
Username A uniquely named character string Assigned. Users
assigned to an individual user upon must be assigned a
creation of their account. unique username
during creation.
Groups A list of unique group-names that None. Users will not
represent the groups to which the be assigned groups
individual user belongs. upon creation.
Security A character string which is assigned to | ADMIN
Community each individual user. It is checked against
a model’s security string in the event
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records, if they match then the user gains
access. When assigned to a username|or
group the ADMIN security community
allows unrestricted access. A user and
group can be assigned multiple security
communities.

Table 6 Security Attributes

9.1.3.2 Management of TSF Data

The OneClick Console provides its users an interfato the TOE to perform functions
on the TOE and its information. The OneClick Cdass made up one main frame
which includes standard toolbars and contains thubeframes: Navigation, Contents,
and Component Detail. Within these sub-framesheClick Console lists the
information that the user requests. This infororatan be requested through the use of
the tabs, fields, and button located within eaemte.

9.1.3.2.1 User Creation and Management

The TOE’s OneClick Console component allows a ustr user management privileges,
such as a user with the Super User or Administredtas, to manage users and their
attributes including their three security attrilgind passwords. When a user with user
management privileges wants to view, create, modifylelete a user and their attributes,
they must select the Users tab of the Navigatiamé&. This will populate the Navigation
and Content frames with a list of current TOE userd populates the Component Detail
frame with the user’s attributes.

A new user can be created by clicking the Credtlew User button, once clicked there
is a popup window where the new user’s username bauassigned a new unique value
and must be assigned a password to be creatéhisAidint the user can also be assigned
a different security community other than the déf&ADMIN and be assigned to the
Administrator and/or Operator roles, which can Ibenged at a later time. In the
evaluated configuration all new users will be ass@yboth roles at this time, and their
assignment to these roles can be modified aftéialirgreation on a user by user basis.
After a user is created the user can be vieweabtettl or have any of their attributes
(including security attributes and password) medifother than their username through
the use of the three frames of OneClick Console.the evaluated configuration, the
TOE'’s ability to restrict access to the managenoénisers and their attributes will be
limited to a user’s security attributes and passiwor
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All users have the ability to change their own passls in the evaluated configuration,
since all users, other than the user in the Super tble, will be assigned the change
password privilege. This can be given throughassignment of the Operator role, the
change password privilege, or a custom role withdhange password privilege to the
user's username or a group in which the user bslon§ user can perform a self
password change by logging into the OneClick Cansaind clicking the change
password link in the bottom toolbar of the maimfea Once clicked there is a popup
window which requests the old password, the nevewasd, and a confirmation of the
new password. A user can also change their padsttom the OneClick & Report
Manager Web Pages in the same manner as descrébdee\OneClick Console; the only
difference is that the action is performed via aygmwindow in the user’'s web browser.
Once the user submits the password change re@mesthe old password is verified and
the new password is confirmed by the TOE, the agmmssword is updated.

9.1.3.2.2 Group Creation and Management

The TOE’s OneClick Console component allows a us#r user management privileges,

such as a user with the Super User or Administrail@s, to manage groups and their
attributes. When a user with user managementl@ges wants to view, create, modify,

or delete a group and their attributes, they makdcs the Users tab of the Navigation
frame. This will populate the Navigation frame it list of current TOE groups. When

one of the current TOE groups is selected in theiddéion frame, the Contents frame
will provide a list of users in the group, and ttemponent Detail frame will provide the

group’s attributes.

A new group can be created by clicking the Crealdew Group button, once clicked
there is a popup window where the new group’s gmoaime must be assigned a new
unique value. At this point the group can als@bsigned a different security community
other than the default ADMIN and be assigned to Algeninistrator and/or Operator
roles, which can be changed at a later time. dretraluated configuration all new groups
will be assigned both roles at this time, and tressignment to these roles can be
modified after initial creation on a group by grobasis. After a group is created the
group can be viewed, deleted, or have any of thiiibutes modified other than their
group-name through the use of the three framesnaiQlick Console. In the evaluated
configuration, the TOE’s ability to restrict accéeshe management of groups and their
attributes will not be evaluated.

9.1.3.2.3 Modify Model Security Strings
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The TOE’'s OneClick Console component allows a uséh model management
privileges, such as a user with the Super UserdmiAistrator roles, to view and modify
models and their attributes (security string). Wt user with model management
privileges wants to view, or modify a model anditlatributes, they can navigate to the
model in many ways. One method would be throughBkplorer tab on the Navigation
frame. This will populate the Navigation frame hwa list of TOE configuration items,
including the Universe which contains models. Whea of the models is selected in the
Navigation frame, the Contents frame and Compobetil frames will provide several
tabs of information. Now to change an attributeshsas a model’s security string, in the
Component Detail frame the information tab can bkeded and under SPECTRUM
Modeling Information the model's attributes can bwdified. In the evaluated
configuration, the TOE’s ability to restrict accéasgthe management of model’s and their
attributes (security string) will not be evaluated.

9.1.4 Security Audit

The TOE provides security auditing capabilities ke Web Server and the
SpectroSERVER components. The auditing of autbetdn and the initial
authorization of users is performed by the Web &eras well as, the auditing of start-up
and shutdown of the audit functions. The audit@ny actions which occur after the
initial authorization, are recorded by the SpedfBSER as an event because the action
results in a change of the affected model's infdroma Auditing allows a user with the
appropriate privileges the ability to track usetivaty over the OneClick Console and the
OneClick & Report Manager Web Pages interfacesa inimum, the audit record for a
process acting on behalf of a user’s action onTi@& will store: the date and time the
record was created, the remote workstation’s hastnand/or IP address from which the
action was completed, the user’'s account name mefile for the record’s creation, the
operation that was performed, and the successiloregaf the operation. Based on the
content of these logs, the TOE is able to assoti@event with the user that caused the
event.
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The audit records for authentication and initiathauization of users are stored in the
Web Server's Tomcat audit logs which are locatedh@ Operational Environment.
These logs are viewed by a user via the OneClicRé&ort Manager Web Pages
interface; which requires that the user to haveaghgropriate privileges assigned to their
username or to a group in which they belong to tiesse logs. The audit records for the
start-up and shutdown of the TOE’s audit functiame stored in the respective OS’s
syslog file. The TOE relies on the Operational iEsvment to protect these audit
records from unauthorized access, modification@ndkletion to the records in the audit
logs. For the Super User to view the syslog laggy must authenticate to the
SPECTRUM Host machine’s OS which the Web Serverpmmant is installed on and
access the audit log files with an equal or higlegel of permissions than those used
when the Super User installed SPECTRUM. Finalhg audit records for all other
authorizations of users are stored in the DDM &ty and are accessed by the Archive
Manager. These files are viewed as events by wsarhe OneClick Console; which
requires that the user to have the appropriatelgges assigned to their username or to a
group in which they belong. The appropriate pegés include having either the
ADMIN security community or the security communityhich matches the security
string of the event’s model.

For all audit logs, TOE’s auditing capabilities alsely on the SPECTRUM Host
machine’s underlying operating system to providialée time stamps.

TOE Summary Specification Rationale

This section identifies the security functions pded by the TOE mapped to the security
functional requirement components contained in®Tis This mapping is provided in the
following table.

Security Function Security Functional Components
FAU_GEN.1 Audit data generation
Security Audit FAU_GEN.2 User identity association

FAU_SAR.1 Audit review

FDP_ACC.1 Subset access control
FDP_ACEF.1 Security attribute based access control

User Data Protection

FIA_ATD.1 User attribute definition
Identification and FIA_UAU.2 User authentication before any action
Authentication FIA_UID.2 User identification before any action

Security Management FMT_MSA.1 Management of security attributes
FMT_MSA.2 Secure security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.1(1) Management of TSF data
FMT_MTD.1(2) Management of TSF data
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Security Function Security Functional Components

FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles

Table 7 Security Functional Components

Note: The remote user interfaces described in @e&i2 are encrypted by SPECTRUM,;
however, the encryption of these interfaces havebeen included as part of the TOE.
The cryptography used in this product has not bEEIS certified nor has it been
analyzed or tested to conform to cryptographic daats during this evaluation. All
cryptography has only been asserted as testecebyetidor.

9.1.5 Security Audit

The security audit function of the TOE enforces B&U_GEN.1, FAU_GEN.2, and
FAU_SAR.1 requirements.

In the evaluated configuration for Windows, and &8sl (UNIX), each operating
system’s respective syslog file stores the recbtdestartup and shutdown of the TOE’s
audit functions. The TOE also provides user andittapabilities through its use of the
Tomcat web server, which is part of the SPECTRUMbV&erver component, and the
SpectroSERVER’s creation of events on models. dumdit logs include the records of
processes acting on behalf of a user’s activityr e OneClick Console and the
OneClick & Report Manager Web Pages interfaces.e finimum contents of each
record in the audit log include the following: Dated time of the record’s creation, the
hostname and/or IP address of the remote workstdtiom which the action was
completed, the user’'s account name responsibl¢htorecord’s creation, name of the
operation performed, and the success or failuth@foperation. The audit logs on user
authentication and initial authorization locatedhe Tomcat’s log file are viewed via the
OneClick & Report Manager Web Pages interface. @ndit logs on all other user
authorizations are viewed as events via the Onk@ansole. Whereas, the syslog files
are viewed by the Super User in the form of thesQf8edefined syslog file.

9.1.6 User Data Protection

The User Data Protection function of the TOE erdercche FDP_ACC.1, and
FDP_ACF.1 requirements.
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When a user attempts to access the TOE's informatia the OneClick Console or
OneClick & Report Manager Web Pages, the user'ssses determined by the user’s
security attributes. The SPECTRUM DAC Policy ugadividual privileges and roles
assigned to a user’'s username and their group®teErndine what operations can be
perform on objects via the OneClick Console and@neClick & Report Manager Web
Pages interfaces. This policy also uses secuoityneunities to determine which event
records a user can access. This is accomplishexhdgking the security communities
associated with the user and the groups in whief bielong against the security string of
the event record’s model; if they match then aceegganted. The SPECTRUM DAC
policy grants access to an operation on an obfettteir security attributes meet the
requirements for that operation and that objectl #ye policy does not explicitly deny
access to users. Also, only the Super User hastriimted access to the TOE'’s functions
over these interfaces.

9.1.7 Identification and Authentication

The identification and authentication function detTOE enforces the FIA ATD.1,
FIA_UAU.2, and FIA_UID.2 requirements.

The TOE provides user identification, and authextiton through the use of checking the
usernames and passwords of users. Users haventfydand authenticate themselves
before being allowed access to any other actiongvenTOE via the OneClick Console
and the OneClick & Report Manager Web Pages irdegfa During authentication, the
Web Server requests the user for their usernamepassivord, which it checks against
the authentication information stored in the SpERERVER Database. If the username
and password submitted during authentication matthe username and password in the
database, the user is granted access to the TO&Wite, access is denied.

9.1.8 Security Management

The security management function of the TOE enfothe FMT_MSA.1, FMT_MSA.2,
FMT_MSA.3, FMT_MTD.1(1), FMT_MTD.1(2), FMT_SMF.1, na FMT_SMR.1
requirements.

The TOE provides management capabilities through @meClick Console and the
OneClick & Report Manager Web Pages (only self wasd changes) interfaces. The
TSF shall provide the ability to manage users, gspmodels and their attributes. In the
evaluated configuration, the TOE’s ability to regtaccess to these management abilities
will only be to the management of a user's secuattyibutes and their password. The
SPECTRUM DAC Policy ensures that only users witerusanagement privileges, such
as a user with the Super User or Administrators;ot@ve the ability to change a user’'s
security attributes’ restrictive default values\pded by the TOE, and that all attribute
values accepted through the management of theavsexecure. The SPECTRUM DAC
Policy also ensures that all users can manage dkgirpasswords, and users with user
management privileges have the ability to manageraiser’s passwords.
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The TOE maintains three default roles: Super Usdministrator, and Operator. These
roles represent a default set of privileges whiavehbeen bundled together for the
default operation of the TOE. The default roles mrerely a method to allow for easier
user management capabilities through the abilityassign roles to users instead of
individual privileges. It is also possible for aittwhal roles to be created and managed by
users with user management privileges; the TSFaldlb maintain these custom roles.
The SPECTRUM DAC Policy does not require a usdre@ssigned to one of the default
roles or a custom role. Therefore, roles are naieeurity attribute for users in
determining access control.
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10 Rationale

Security Objectives Rationale
The following table provides a mapping with ratitn#o identify the security objectives

that address the stated ass

umptions and threats.

Assumption Objective Rationale
A. ADMIN There will be| OE.ADMIN  One  useff OE.ADMIN maps to A.
only one user (Super UserfSuper User) will be ADMIN in order to ensure
assigned to install, andassigned to install, andhat only the user with th

configure the TOE, whil¢

one oOr more users wi
manage the TOE and tt
security  information it
contains.

2 configure the TOE, whilé
lone or more users wi
nénanage the TOE and b
security of the information i
contains.

t configuration.

N

e
2 Super User role will install,

land configure the TOE to
dring it into the evaluated
During

operation the user with the
Super User role, and any
other user with the

necessary security
attributes assigned to them
will be able to manage the

TOE in a manner that

maintains  its  security

objectives.
A.PATCHES The user withOE.ADMIN  One  useff OE.ADMIN maps to A.
the Super User role will(Super User) will be PATCHES in order tg
exercise due diligence taassigned to install, andensure that the user with
update the TOE with theconfigure the TOE, whilethe Super User rolg
latest patches and patch thene or more users willproperly patches the TOE
Operational  Environmentmanage the TOE and thend the Operational
(e.g. OS) so they are npsecurity of the information it Environment in a manner
susceptible to  networkcontains. that maintains their
attacks. security objectives.

A.NOEVIL Administrators
of the TOE are not careleg
willfully  negligent, or
hostile and will follow and
abide by the instruction
provided by the guidanc
documentation.

OE.NOEVIL Administrators
f the TOE are not careles
willfully  negligent, or
hostile and will follow and
sabide by the instruction
eprovided by the guidang
documentation.

OE.NOEVIL directly maps
g0 A.NOEVIL and ensure
that all administrators Q@
the TOE are properl
strained in the configuratio
eand usage of the TOE ai
will follow the guidance

-~ —=h U]

provided.
A.LOCATE The OE.LOCATE The TOE willl OE.LOCATE directly
network the TOE will be located on an isolatednaps to A.LOCATE tg

monitor is isolated from an
other network. The SNMI
monitored traffic is limited

ynetwork with no connection
Pto other networks.

to the isolated intranet, (i.€.

sensure that the monitore
network is isolated an
safe from interference b

other networks.
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no connections exist to other

networks).

A.PROTECT The TOE's OE.PROTECT The | OE.PROTECT directly

software which is critical to parts of the TOE critical to | maps to A.PROTECT tp

security policy enforcementsecurity policy enforcement ensure that those

will be protected from will be protected from responsible for the TOE

unauthorized physicalunauthorized physical must ensure that the TQE

modification. modification. hardware and software
critical to security policy
are protected from physical
attack and unauthorized
physical modification
which might compromise
the TOE security
objectives.

Table 8 Assumption to Objective Mapping
Threat Objective Rationale

T.ACCESS O.ACCESS The TOE will O.ACCESS

A legitimate user of theprovide measures to(FDP_ACC.1,

TOE could gain authorize users to accesBDP_ACF.1) addresses

unauthorized access @pecified TOE information T ACCESS by providing

information protected by theonce the wuser has beethe users with user

TOE, or perform operationsauthenticated. Usermanagement  privileges

for which no access rightsauthorization is based qrwith the capability to

have been granted, via us
error, system error, or oth
actions.

\specify access restrictior
2ron  the protected TO
information  to
which meet the acces
control restrictions for thg
operation and object.
OE.TRUSTED_CHANN

eaccess rights configured [
cthe  TOE users with  usé
management privileges.

OE.TRUSTED_CHANNEL
The Operational EL addresses T.MASK b
Environment shall ensurneproviding a trusteq
that data sent between thehannel between users a
TOE and users is protectethe TOE to protect th

users

NS

5S

D

from unauthorized disclosutedata sent between the two
and modification. entities from being read
during transit.
OE.FILESYS The securityOE.FILESYS addresses
features offered by theT.ACCESS by ensuring
underlying Operating Systenthat the underlying
protect the files used by théperating System
TOE. provides the capability tp
store and protect the files
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Threat Objective Rationale

used by the TOE.

T.ADMIN_ERROR O.ROBUST_ADMIN_GUID| O.ROBUST_ADMIN_G
An  administrator = may ANCE The TOE will provide UIDANCE (ALC_DEL.1,
incorrectly install ofl the TOE’'s users with theAGD_PRE.1,

configure the TOE, or insta‘llnecessary information fQrAGD_OPE.1) helps to0
a corrupted TOE resulting insecure delivery, installationmitigate

ineffective security management, and operation. ADMIN_ERROR by

mechanisms. of the TOE. ensuring the TOE
administrators have
guidance that instructs
them how to administer
the TOE in a secure
manner and to provide the

administrator with
instructions to ensure the
TOE was not corrupted
during the delivery
process. Having this
guidance helps to reduce
the mistakes that an
administrator might make
that could cause the TOE
to be configured in a way
that is unsecure.
O.MANAGE The TOE willf O.MANAGE
provide users with user(FMT_MSA.1,
management privileges withFMT_MSA.2,
the resources to manage us&MT_MSA.3,
accounts, information, andFMT_SMR.1,
security information relative FMT_SMF.1) addresses
to the TOE. T.ADMIN_ERROR by
ensuring only users with
user management
privileges can use the
provided resources to
manage user accounts,
y

information, and securit
information relative to thé
TOE.

T.MASK O.AUDIT The TOE will| O.AUDIT (FAU_GEN.1,
Users whether they heprovide measures forFAU_GEN.2,

malicious or non-malicious,recording security relevantFAU_SAR.1) addresses
could gain unauthorizedevents that will assist theT.MASK by providing the
access to the TOE DQyusers with the appropriatausers with the appropriate
bypassing identification andprivileges  in  detecting privileges with the tool$
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Threat

Objective

Rationale

authentication

misuse of the TOE and/or i

[necessary to monitor usger

countermeasures. security features that wouldactivity to ensure that
compromise the integrity ofmisuse of the TOE does
the TOE and violate thenot occur.
security objectives of the
TOE.
OE.SYSTIME The OE.SYSTIME addresses
Operational Environment | this threat by providing an
will provide reliable system | audit mechanism in the
time. underlying Operating
System includes the
current date and time in
each audit record. All
audit records that include
the user ID, will also
include the date and time
that the event occurred.
OE.AUDIT The OE.AUDIT addresses this
Operational Environment | threat by providing the
will provide local access TOE with OS’s ability to
control, storage, and the store and protection the
ability to read to the audit | audit log files from local
logs which are stored on the access, and providing the
machine where the TOE is | Super User with the
installed. ability to read the audit
logs through the OS’s
auditing services.
O.IDEN The TOE will O.IDEN addresses
provide measures to uniquelyf.MASK by providing
identify all users and will measures to uniquely
authenticate the claimed identify and authenticate
identity prior to granting a | users through successful
user access to the TOE and login to the Web Server
its information. component.
OE.TRUSTED_PATH The | OE.TRUSTED_PATH
Operational Environment | addresses T.MASK by
shall maintain a trusted path providing a trusted path
for user identification and | between users and the
authentication. TOE to protect their
identification and
authentication information
from being read during
transit.
T.MODIFY O.MANAGE The TOE will | O.MANAGE addresses

Users, whether they be

provide users with user

T.MODIFY by ensuring
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Threat

Objective

Rationale

malicious or non-malicious,
could attempt to
misconfigure or modify
their user accounts in an
attempt to tamper with TOE
resources or modify securit
information relative to the
TOE.

management privileges with
the resources to manage ug
accounts, information, and

security information relative

F to the TOE.
y

that only users with user
ananagement privileges
can use the provided
resources for managing
and monitoring user
accounts, TOE
information and security
information relative to the
TOE.

Table 9 Threat to Objective Mapping

Security Functional Requirements Rationale

The following table provides a mapping with ratitn#o identify the security functional
requirement components that address the statedobj2€tives.

Security Functional

Objective Rationale
Components
O.ACCESS FDP_ACC.1 FDP_ACC.1 states the TSF
: ., | Subset access control shall enforce the SPECTRUM
The TOE will prOV'd_e_ DAC Policy when authorizing
measures to autho'rl'ze user a0CEesS to TOE
users 10 access specified information (models and event
TOE information once the
has been records).
;ﬁter:enticate J UsaF DP_ACF.1 FDP_ACF.1 states the TSF
authorization .is based c Security attribute based | shall enforc_e the SPECTRUM
access rights Configure(rl}zlccess control DAC .Pollcy to TOE
by the TOE users with information based on
user management username, groups, and security
privileges communities, and requires
' users with user management
privileges to configure user
access rights.
O.AUDIT FAU GEN.1 FAU GEN.1 defines the
: . .| Audit data generation security relevant events that
The TOE wil prowd_e will be recorded by the TOE
measures for ~recording along with the details of the
security relevant events event that will be recorded.

that will assist the usel
with appropriate privilege
in detecting misuse of th
TOE and/or its securit

y
features that would

FAU_GEN 2
eUser identity association

FAU GEN.2 states the TS
shall be able to associate e3
auditable event with th
identity of the user that causg

F
ich
e
2d

the event.
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Security Functional

Objective Rationale
Components

compromise the integrityFAU_SAR.1 FAU_SAR.1 requires that th

of the TOE and violate theAudit Review TOE provide audit records in

security objectives of the manner that is suitable fg

TOE. interpretation by users with th
appropriate privilege
assigned.

O.IDEN FIA_ATD.1 FIA_ATD.1 ensures that user

The TOE will provide
measures to uniquely
identify all users and will
authenticate the claimed
identity prior to granting &
user access to the TOE
and its information.

User attribute definition

have a defined set of tasks th
they can perform based on
their access permissions
defined by users with user
management privileges.

FIA_UAU.2 User
authentication before any
action

FIA_UAU.2 requires a user b
authenticated before  an
access to the TOE an
information protected by th
TOE is allowed.

FIA UID.2
User identification before
any action

FIA_UID.2 requires a user b
identified before any access
the TOE and its information |
allowed.

e

e

Yy
nd

e
to

n

O.MANAGE

The TOE will provide
users with user
management privileges
with the resources to
manage user accounts,
information, and security
information relative to the
TOE.

FMT_MSA.1
Management of security
attributes

FMT_MSA.1 states the TS
shall enforce the SPECTRU

DAC Policy to restrict the

ability to modify security
attributes used for acce
control to users with use
management privilege
assigned to their username
to a group in which the
belong.

FMT_MSA.2
Secure security attributes

FMT_MSA.2 states the TS
shall ensure that only secu

values are accepted.
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Security Functional

Rationale
Components

Objective

FMT_MSA.3 FMT_MSA.3 states the TSF
Static attribute shall enforce the SPECTRUM
initialization DAC Policy to provide
restrictive default values far
security attributes that are used
to enforce the SFP. It allows
the users with user
management privileges 1o
override the default values get
for security attributes when
creating user accounts.
FMT_MTD.1(1) FMT_MTD.1(1) states the TSF
Management of TSF data shall restrict the ability to view
or change user security
attributes to users which haye
been assigned the appropriate
roles or user management
privileges.
FMT_MTD.1(2) states the TSF
shall restrict the ability to
change a user's password |to
that user or other users which
have been assigned the
appropriate roles or user
management privileges.
FMT_SMF.1 FMT_SMF.1 requires that the
Specification of TOE provide the ability to
management functions | manage its security functions
including the management of
user accounts, groups, objeqts,
and each security function|s
attributes.
FMT_SMR.1 FMT_SMR.1 requires the TOE
Security Roles to provide the ability tg
maintain the roles Super User,
Administrator, and Operato
Users with the Super User and
Administrator roles are by
default granted the user
management privileges.

FMT_MTD.1(2)
Management of TSF data

O.ROBUST ADMIN Gu|ALC_DEL.1 ALC_DEL.1 describes product
IDANCE - Delivery Procedures delivery and a description of

: . all procedures used to ensure
Ib\e,_,T OE will pro‘({ﬂe tk,le objectives are nat
roc o USCTI1oS VVILTT ic
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Security Functional

Objective Rationale
Components
necessary information far compromised in the deliveny
secure delivery process.
installation, managementAGD_ PRE.1 AGD _PRE.1 documents the

and operation of the TOE| Preparative Procedures | procedures necessary and
describes the steps required for
the secure installation,
generation, and start-up of the
TOE.

AGD_OPE.1 AGD _OPE.1 describes the
Operational user guidanceproper use of the TOE from|a
user standpoint for the TOE]s
management and operation.

Table 10 Security Functional Requirements Rationale

Extended Requirements Rationale

There are no extended Security Functional Requinésnenor extended Security
Assurance Requirements in this ST.

Requirement Dependency Rationale

All Security Functional Requirement component delegicies have been met by the
TOE with the exception of FPT_STM.1 and FMT_SMR.1.

FPT_STM.1, Reliable Time Stamps is a dependen&Atf GEN.1. This dependency
is met by the Operational Environment. The undegyOperating System will be
available to the TOE for use in determining theestamp for the audit trail.

FMT_SMR.1, Security Roles is a dependency of FMTAMSFMT_MSA.2,

FMT_MSA.3, FMT_MTD.1(1), and FMT_MTD.1(2). The FMBMR.1 requirement

has been included in the ST; however, the interdfdhese dependencies is based on the
use of roles for access control, which has not Ineein This is because the TOE's access
control policy is based on discretionary accesdroband not role based access control.
Since the TOE still maintains roles this SFR hamnhkacluded, but the use of roles is
merely a method to allow for easier user managewegdbilities, through the ability to
assign roles to users instead of individual prgéle. Therefore, roles are not a security
attribute for users in determining access control.

Assurance Measures

This section identifies the assurance measuresdao\wy the developer in order to meet
the security assurance requirement components Ab2 EA description of each of the
TOE assurance measures follows in Table 11.
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Component

Document(s)

Rationale

ADV_ARC.1 TOE Design Specification DocumentThis document describes the
Security Architecture for CA SPECTRUM® Network security architecture of the
Description Fault Manager r9 SP1 version 0.4 | TOE.

ADV_FSP.2 Functional Specification Document| This document describes the

Security-Enforcing
Functional Specification

for CA SPECTRUM® Network
Fault Manager r9 SP1 version 0.3

functional specification of the¢
TOE with complete summary.

ADV_TDS.2
Basic Design

TOE Design Specification DocumentThis document describes the

for CA SPECTRUM® Network
Fault Manager r9 SP1 version 0.4

architectural design of the TOH.

AGD_OPE.1
Operational User Guidance

SPECTRUM OneClick Console Usé
Guide [5130] r9.0

SPECTRUM OneClick
Administration Guide [5166] r9.0

2rThis document describes the
operational user guidance for
CA SPECTRUM r9 SP1.

AGD_PRE.1
Preparative Procedures

SPECTRUM SpectroSERVER
Performance Administration Guide
[3509] 9.0

SPECTRUM Control Panel User
Guide [5029] r9.0

SPECTRUM Installation Guide
[5136] 9.0

SPECTRUM Report Manager
Installation and Administration
Guide [5169] r9.0

Evaluated Configuration for CA
Spectrum Network Fault Manager R
SP1

This document describes the
preparative procedures that need
to be done prior to installing CA
SPECTRUM r9 SP1.

R9

ALC_CMC.2
Use of a CM System

CM Plan and CI List for
Spectrum.zip

CA SPECTRUM® Network Fault
Manager r9 SP1 (installable media)

These documents describe the
use of the CM system in terms
of the TOE.

ALC_CMS.2
Parts of the TOE CM
Coverage

CM Plan and CI List for
Spectrum.zip

CA SPECTRUM® Network Fault
Manager r9 SP1 (installable media)

These documents describe the
CM scope of the TOE.
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Component Document(s) Rationale
ALC DEL.1 CA_Spectrum_Delivery Plan This document describes
Delivery Procedures (physical).docx product delivery for CA
SPECTRUM r9 SP1 and fa
ESD Delivery Plan (SPECTRUM | description of all procedures

document)

CA SPECTRUM® Network Fault
Manager r9 SP1 (installable media)

used to ensure objectives are not
compromised in the delivery
process.

ASE_CCL.1
Conformance Claims

CA SPECTRUM® Network Fault
Manager r9 SP1 Security Target
version 1.5

This document describes the (
conformance claims made by
the TOE.

ASE_ECD.1

Extended Components
Definition

CA SPECTRUM® Network Fault
Manager r9 SP1 Security Target
version 1.5

This document provides
definition for all extended
components in the TOE.

[}

ASE_INT.1
Security Target Introduction

CA SPECTRUM® Network Fault
Manager r9 SP1 Security Target
version 1.5

This document describes the
Introduction of the Security
Target.

ASE_OBJ.2
Security Objectives

CA SPECTRUM® Network Fault
Manager r9 SP1 Security Target
version 1.5

This document describes all of
the security objectives for the
TOE.

ASE_REQ.2
Security Requirements

CA SPECTRUM® Network Fault
Manager r9 SP1 Security Target
version 1.5

This document describes all
the security requirements for the
TOE.

ASE_SPD.1
Security Problem Definition

CA SPECTRUM® Network Fault
Manager r9 SP1 Security Target
version 1.5

This document describes the
security problem definition of
the Security Target.

ASE_TSS.1
TOE Summary Specification

CA SPECTRUM® Network Fault
Manager r9 SP1 Security Target
version 1.5

This document describes the
TSS section of the Security
Target.

ATE_COV.1
Evidence of Coverage

Booz Allen_CA_SPEC9+1 SFRto
TSFI Mapping_2_20090619.xls

Spectrum Security Test Plan.doc

CA SPECTRUM® Network Fault
Manager r9 SP1 (installable media)

This document provides 4
analysis of coverage for th
TOE.

D S

ATE_FUN.1
Functional Tests

Booz Allen_CA_SPEC9+1 SFRto
TSFI Mapping_2_20090619.xls

Spectrum Security Test Plan.doc

CA SPECTRUM® Network Fault

Manager r9 SP1 (installable media)

This document describes the
functional tests for the TOE.
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Component Document(s) Rationale

ATE_IND.2 Booz Allen_CA SPEC9+1 SFRto| This document describes the
Independent Testing TSFI Mapping_2_20090619.xls independent testing for the
TOE.

Spectrum Security Test Plan.doc

CA SPECTRUM® Network Fault
Manager r9 SP1 (installable media)

AVA VAN.2 CA SPECTRUM® Network Fault | This document describes the the
Vulnerability Analysis Manager r9 SP1 Security Target TOE and its requirements which
version 1.5 will  reviewed during the

vulnerability analysis.

CA SPECTRUM® Network Fault
Manager r9 SP1 (installable media)

Table 11 Assurance Requirements Evidence

EAL2 Justification

The threats that were chosen are consistent wabkar of low attack potential, therefore
EAL2 was chosen for this ST.

PP Claims Rationale
This Security Target does not claim Protection iRr@onformance.
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11 Terminology and Acronyms

Terminology

Term

Definition

Administrator

A default role in SPECTRUM with setijileges. In the evaluate
configuration the main difference between this ratel the Operato
role is that this role has user management priggeg

=

Authorized User

A user that has been identified autienticated by the TOE.

Client machine

A machine that contains the OneQlickisole, and is where all use
interface with the TOE.

2rsS

Discretionary

A means of restricting access to objects baseth@dentity of users

\°24

Access Contro| and/or groups in which they belong.
(DAC) Policy
Element A device, host system, or connection on tetwork which

SPECTRUM is monitoring. SPECTRUM collects inforinaton an
element to create a model of that element in itsltadge base.

Event record

A record of events that occurred @ dssociated element
SPECTRUM’s monitored network. In the evaluated figumation,
these are the objects the TOE protects.

in

Group

A named categorization used to manage thelgmes of multiple
users within the group.

Host machine

A machine that contains the main corapts of the TOE, including:

SpectroSERVER, SpectroSERVER DB, Archive ManageBNVD
DB, Web Server, and Report DB.

L

d

nt

D

to

d

Model An instantiation of an element on the netw@RPECTRUM is
monitoring. A model contains information regardihg element an
is used to create event record on that element.

Object A model’s event record.

Operation Any action on an object.

Operator A default role in SPECTRUM with set pregks. In the evaluate
configuration the main difference between this raded the
Administrator role is that this role does not haxr managemer
privileges.

Security A character string which is assigned to each useémgaoup. They ar

Community used to control access to the TOE’s objects.

Security String A character string which is ass@jieeeach model. They are used
control access to the TOE’s objects.

Super User A default role in SPECTRUM with full\pkeges. In the evaluate
configuration only one user can have the Super Uder that usef
will install and configure SPECTRUM.

TOE Security| A set consisting of all hardware, software, anthfuare of the TOE

Functions (TSF)

that must be relied upon for the correct enforceméthe TSP.

User

Any user of the TOE.

Table 12 Customer Specific Terminology
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Acronyms

Acronym

Definition

ADV

Development

=)

AGD Guidance Documents

ALC Life cycle support

ASE Security Target Evaluation

ATE Tests

AVA Vulnerability assessment

CcC Common Criteria [for IT Security Evaluatio
DAC Discretionary Access Control
DDM Distributed Data Manager

EAL Evaluation Assurance Level

FAU Security Audit

FDP User Data Protection

FIA Identification and Authentication
FMT Security Management

GUI Graphical User Interface

ICMP Internet Control Message Protocol
ID Identifier

IETF Internet Engineering Task Force
IP Internet Protocol

IT Information Technology

JNLP Java Network Launch Protocol
MIB Management Information Base
SF Security Function

SFP Security Function Policy

SNMP Simple Network Management Protocol
ST Security Target

TCP Transmission Control Protocol
TOE Target of Evaluation

TSC TSF Scope of Control

TSF TOE Security Functions

TSFI TOE Security Functions Interface
TSP TOE Security Policy

Table 13 Acronyms
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