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[ Introduction

This section identifies the Security Target (STardet of Evaluation (TOE), and the ST organizatidine
Target of Evaluation (TOE) is the EMC® VMAX™ (inading VMAX 100K, 200K, and 400K) with
HYPERMAX™ OS 5977, Solutions Enabler 8.0.2, anddphere for VMAX 8.0.2, and will hereafter be
referred to as the TOE throughout this documerte TOE consists of hardware and software that geovi
data availability, storage, and management capiakilfor mid- to high-end data storage systemse Th
TOE can operate within a Storage Area NetW¢8AN) or connected directly to a device

.1 Purpose

This ST is divided into nine sections, as follows:

e Introduction (Section 1) — Provides a brief summafythe ST contents and describes the
organization of other sections within this documetit also provides an overview of the TOE
security functionality and describes the physical #ogical scope for the TOE, as well as the ST
and TOE references.

e Conformance Claims (Section 2) — Provides the ifleation of any Common Criteria (CC),
Protection Profile, and Evaluation Assurance LefleAL) package claims. It also identifies
whether the ST contains extended security requinésne

» Security Problem (Section 3) — Describes the tkreatganizational security policies, and
assumptions that pertain to the TOE and its enwient.

» Security Objectives (Section 4) — Identifies thews#y objectives that are satisfied by the TOE
and its environment.

 Extended Components (Section 5) — Identifies nempmnents (extended Security Functional
Requirements (SFRs) and extended Security Assur&emirements (SARs)) that are not
included in CC Part 2 or CC Part 3.

e Security Requirements (Section 6) — Presents tiRsSiRd SARs met by the TOE.

 TOE Security Specification (Section 7) — Describies security functions provided by the TOE
that satisfy the security functional requiremenmtd abjectives.

» Rationale (Section 8) - Presents the rationaletfersecurity objectives, requirements, and SFR
dependencies as to their consistency, completeardssuitability.

» Acronyms and Terms (Section 9) — Defines the aarengnd terminology used within this ST.

1.2 Security Target and TOE References

Table 1 below shows the ST and TOE references.
Table | ST and TOE References

ST Title | EMC Corporation EMC® VMAX™ (including YMAX 100K, 200K, and
400K) with HYPERMAX™ OS 5977, Solutions Enabler 8.0.2, and
Unisphere for VMAX 8.0.2 Security Target

ST Version ‘ Version 2.1

ST Author | Corsec Security, Inc.

! Please refer to Section 9.2 for a definition @f tbrm “SAN”.

2 The term “device” refers to any type of computihgyice that can attach to or access storage on AX/Bystem.
Typical usage refers to application servers (@gveb server or file server), and mainframes (€emputing devices
used to house large databases).
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ST Title EMC Corporation EMC® VMAX™ (including VMAX 100K, 200K, and
400K) with HYPERMAX™ OS 5977, Solutions Enabler 8.0.2, and
Unisphere for YVMAX 8.0.2 Security Target

ST Publication 2015-07-27
Date

TOE Reference EMC® HYPERMAX™ OS 5977.596.583,
EMC Solutions Enabler 8.0.2.0
EMC Unisphere for VMAX™ 8.0.2.6
EMC VMAX 100K System Bay:
* P/N 900-887-024
* P/N 900-887-025
* P/N 900-887-026
EMC VMAX 200K System Bay:
* P/N 900-887-021
* P/N 900-887-022
* P/N 900-887-023
EMC VMAX 400K System Bay:
* P/N 900-887-028
* P/N 900-887-029
* P/N 900-887-030
EMC VMAX Storage Bay:
* P/N 100-887-053-02
* P/N 100-887-055-02
* P/N 100-887-057-02
EMC VMAX Disk Array Enclosure (P/N 100-887-010-03)
EMC VMAX Engine (P/N 100-887-01 1-02)
EMC VMAX MMCS (P/N 100-887-103-00)
EMC VMAX Front End I//O Modules:
*  Fibre Channel (P/N 303-092-102B)
*  FCoE (P/N 303-142-100A)
EMC VMAX Back End I/O Module:

«  Serially Attached SCSI (P/N 303-161-101B-04)
FIPS 140-2 Status [I)

1.3 Product Overview

The VMAX Series storage solution offers a physistbrage array combined with operating and
management software to fulfill an organization’sadstorage and availability needs. Applicatiornvees
can use the storage array to store mission-critiatd and facilitate the sharing of important fil&storage
arrays can range in size from hundreds of terabigtgmtabytes of raidata storage capacity, and can be
composed of a combination of high-capacity magneladter disk drives, or high-speed Enterprise liflas
drives. Disks in the storage array can be furtii@uped into a collection of Redundant Array of
Independent Disks (RAIT) groups to ensure reliability and mitigate datslo

% The term “raw” refers to the total storage capaoifered by the VMAX disks. After users apply RAland the
VMAX array claims a small portion of the space itsrown use, the drives offer less total storagmcéy.

4 Please refer to “Flash” in Section 9.2 Terminolégya definition of the term “flash”.

5 Please refer to “RAID” in Section 9.2 Terminolofgy a definition of the term “RAID".
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VMAX arrays offer storage to direct-attached andNs#tached devices. The SAN is composed of a
series of controller cards and falirannections that provide redundant access tottitage array. The
SAN architecture allows many different types of ides to share the services that a single VMAX array
can provide, and allows organizations to manageagéo across all devices from a single interface.
Simplified management of storage for devices allawgers greater control over storage allocation,
improved fault tolerance, and simplified backupssus directly attaching storage to individual degic

Several racks filled with VMAX components, calledyls, organize the VMAX hardware into serviceable
units. There are two types of bays: System Bapsch contain the components necessary for coirtgpll
and servicing the VMAX array; and Storage Bays,alitiold disks (up to 240 per bay) and Link Control
Cards (LCCs). LCCs provide several services fek dirives, including data connectivity, environnant
monitoring, failovef control, drive detection, and other functions tetato drive control and reliability.
Depending on solution level, the VMAX array canlie one System Bay and one to ten Storage Bays.
The VMAX SE® alternative offers an integrated system bay wjittai 120 disks and an optional Storage
Bay.

Each Storage Bay connects (directly or daisy-clthine the System Bay, which connects to devicet tha
use the VMAX array. The System Bay mediates aclbesgeen devices and the data stored on the VMAX
array.

5 Please refer to “Fabric” in Section 9.2 Termingldor a definition of the term “fabric”.
" Please refer to “Failover” in Section 9.2 Termamp} for a definition of the term “failover”.
8 SE - Single Engine
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Table 2 below explains the differences betweeMidX 100K, 200K, and 400K models.
Table 2 VMAX 100K, 200K, and 400K

Engine Support

Drive

Front

Internal

Support End Ports Networking
100K | I-2 Engines Up to 1440 Upto 64 |56 Gb/s' 12-port
o 2421 GHZ Ivy 2.5” drives InfiniBand switch
Bridge cores Up to 720 3.5”
« 128GB', 256GB, drives
512GB RAM"
200K I-4 Engines Up to 2880 Upto 128 |56 Gb/s I2-port
* 322.6 GHz lvy Bridge |2.5” drives InfiniBand switch
cores Up to 1440
e 128GB, 256GB, 3.5” drives
512GB RAM
400K I-8 Engines Up to 5760 Up to 256 |56 Gb/s |8-port
* 4827 GHz lvy Bridge |2.5” drives InfiniBand switch
cores Up to 2880
e 128GB, 256GB, 3.5” drives
512GB RAM

1.4 TOE Overview

The TOE Overview summarizes the usage and majarisgdeatures of the TOE. The TOE Overview
provides a context for the TOE evaluation by idgitg the TOE type, describing the product, and

defining the specific evaluated configuration.

The TOE is a combination of the software and hardwsortions of the VMAX Series storage solution.
EMC® develops VMAX arrays to provide enterprise-claaadavailability, storage, and management to a
user’s Information Technology (IT) infrastructurdhe TOE components of the VMAX Series storage

solution consists of:

«  VMAX 100K, 200K, and 400K Hardware

O O0O0OO0OO0OOo

VMAX System Bay
VMAX Storage Bay and Disk Array Enclosures (DAES)
VMAX Engine hardware
VMAX MMCS*?

Fibre Channel and FCd&front end I/O modules
Serially Attached SC$1 (SAS) back end 1/0 modules

® GHz - Gigahertz
10 GB - Gigabyte

1 RAM — Random Access Memory
12 Gb/s — Gigabit per second

13 MMCS - Management Module Control Station

14 FCoE - Fibre Channel over Ethernet
15 5CSI — Small Computer System Interface
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*  VMAX Software
o HYPERMAX 0S'°5977, the VMAX operating environment,
0 Solutions Enabler 8.0.2, a Command Line Interfacel) that allows management and
configuration of VMAX arrays, and
o Unisphere for VMAX (Unisphere), a web-based Graphidser Interface (GUI) that
allows management and configuration of VMAX arrays.

The VMAX 100K, 200K, and 400K Architecture provides highly scalable storage subsystem with
consolidation and efficiency technologies for eptiese consumers. A standard configuration caruhel
one to eight system bays and up to 10 standarcagtoBays for expansion. System Bays house the
VMAX Engines, the MMCS (including KVNf), DAEs, and other additional components. Storaggs
provide additional expansion for DAEs for storagenaltiple Flash, Fibre Channel, and SAS drives.

Each VMAX Engine provides support for a Front EidE) Adapter housing front end and back end I/O
modules, cards that plug into the Engine that gle¥iont end Fibre Channel and FCoE ports and badk
SAS ports. Management and storage data flowiraptbfrom the TOE is processed by the HYPERMAX
operating environment executing on the VMAX Engines

The HYPERMAX OS efficiently services devices’' reamhd write (Input/Output (I/O)) requests.
HYPERMAX is designed to work with the VMAX architiece to manage 1/O operations while minimizing
the delays typically associated with such operatiohechniques that increase efficiency includénivarof
data in a large area of global mem@ryntelligent prefetchint, and asynchronous writes to disk

The MMCS is an administrative server delivered wiite TOE. On-site EMC engineers use a KVM
connection to the MMCS to deploy the VMAX systentoirits evaluated configuration. Access to the
MMCS is restricted by contract to EMC engineersyonlth credentials obtained from a secure website
that are specific to each user and activity andtl\fal a limited duration. Its use (after systeaptbyment)

is not part of the evaluated configuration. Vidaéhet port connections, it maintains remote cotivigc

to EMC monitoring centers, provides remote supmatification, and allows local and remote support
connectivity to the TOE. For redundancy, every VKlArray contains a second MMCS in case the
primary MMCS should fail. Any use of the MMCS bWIE engineers during deployment of the TOE
requires bringing the TOE out of the evaluated igumétion. In the evaluated configuration of th@H,
neither KVM or Ethernet connections to the MMCS peemitted.

Solutions Enabler includes the VMAX Command Lingefface (SYMCLI). Unisphere is a web-based
GUI. These two interfaces provide the managemaendt @nfiguration framework for VMAX arrays.
Solutions Enabler administratétsan enter commands manually or write scripts taage and configure
the TOE through SYMCLI. Both interfaces requirattadministrators identify themselves before th&TO
performs any actions on their behalf. Unisphese akquires administrators’ identities to be auticared.

Solutions Enabler also includes the VMAX Applicati®rogramming Interface (SYMAPI). SYMAPI
consists of a set of libraries and support servibhas provide several interfaces designed to bleddy
SYMCLI, Unisphere, and third party SYMAPI-consumiagplications which reside outside of the TOE
boundary and whose use is excluded from the evaduainfiguration of the TOE.

16 0s — Operating System

" KVM - Keyboard, Video, and Mouse

18 please refer to “Global Memory” in Section 9.2 Matology for a definition of the term “Global Memgr

19 Intelligent prefetching is a technique used todjfmewhat data will be accessed next, based on gtz has been
recently accessed.

2Asynchronous writes occur because devices write dat global memory, rather than directly to thekdis
HYPERMAX performs the disk write as a separate apen.

2L Unless explicitly noted, the term “administratis”used in this document to refer to an individuab manages the
TOE and not the “administrator” role.
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The TOE does not present physical disks to usastead, administrators define logical disks. Labic
disks typically include segments from multiple piegs disks, rather than occupying physically adidce
areas on a single disk. When creating a logics#t,dadministrators can define the capacity of tis&.d
Administrators configure one or more logical disk® pools— groups of logical disks—and give users
access to the pools.

The TOE offers administrators the ability to prawidiered storage for users with differing speed
requirements. The storage array must contain plaltypes of disks, such as high speed EnterpteshF
drives and high capacity magnetic drives, for faure to function. Administrators can selecttype of
physical disks that will contain a logical disk,dathereby provide tiered storage based on the tgijsk
selected. Users of such logical disks benefit fiibm shortened access times that faster physisls di
provide whenever the TOE must retrieve data intgl memory.

The TOE offers a secure erase feature that allamsirastrators to destroy the data on a physicat dis
before the physical disk is removed from the steragay. Administrators can select one of several
algorithms to use, and can set the number of passasake. After the secure erase function has
completed, no residual information exists on tresed disk.

The TOE offers an Instantaneous Volume Table Oft€s (iVTOC) function. iVTOC is a method of
formatting disks or partitions on disks with 0’s ifehstill allowing the TOE to access the disk.tHé area
of the disk accessed is the portion being formattedcheduled to be formatted, then the TOE retalins
0’s in place of actual data, until the formattingeoation is complete and data is stored in thosgops of
the disk.

The TOE is capable of grouping disks into RAID grsu The supported RAID types are:

« RAID 1, RAID 5 (3+1) and RAID 5 (7+1),
«  RAID 6 (6+2) and RAID 6 (14+2).

The RAID configurations allow the TOE to presenatadstored within a RAID group when a disk in the
RAID group fails. When a disk in a RAID group fa#énd is replaced, the TOE automatically rebuihas t
data from the other drives and populates the nel di

The TOE provides access control functions thatictghe ability of administrators to manage poofs
logical disks. From an administrative workstatiadministrators can use Solutions Enabler and bieisp

to assign management rights to other administratreekstations based on each workstation’s unique
identifier (typically the hostname). Such workiias are henceforth referred to as administratoghor
Solutions Enabler Hosts.

The TOE can provide the following services:

«  Monitor the integrity of stored user data agaimghtentional corruption,
e Control access to stored user data and storage,spac
» Control access to the ability to manage user datage.

1.4.1 TOE Environment

The evaluated deployment configuration of the T@guires the following environmental components in
order to function properly:

* a SAN to allow devices to connect to the TOE,

» devices on the network that use the storage tleaf @E provides,

» cables and connectors that allow the devices taexdrto the SAN,
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* an administrative host with an operating systenh shh@ports Solutions Enabler, Unisphere, and a
web browser. Supported web browsers include letdexplorer and Mozilla Firefox.

The TOE is intended to be deployed in a physicadigure cabinet room or data center with the apjatapr
level of physical access control and physical mtite (e.g., fire control, locks, alarms, etc.) eTROE is
intended to be managed by administrators operatiigr a consistent security policy.

The TOE is intended to provide storage to devicea 8&AN or directly attached to the VMAX array. rFo
the TOE to operate correctly, all devices must dtrenected to the TOE directly or through the SANeT
TOE environment is required to provide for this figaration.

The TOE is managed through a CLI and web-based @ldministrators must access these interfaces from
a trusted administrative host that supports theit®wols Enabler software and a graphical web browser
The CLI and web GUI are part of the TOE. Admirastrs access the CLI via the Solutions Enabler
product, and the web GUI through a web browser.
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1.5 TOE Description

This section primarily addresses the physical aogichl components of the TOE included in the
evaluation.

1.5.1 Physical Scope

Figure 1 illustrates the physical scope and thesiglay boundary of the overall solution and tiesetbgr all
the components of the TOE and the TOE Environment.

Legend

TOE TOE 1 TOE
Component | Boundary g Environment

Fibre
Channel

SAS

110 l{e}

FE Adapter
HYPERMAX OE

MMCS

VMAX
Engine

Web Browser 3
Fibre
SYMS:LI . Channel
(Solutions | Unisphere
Enabler)
SYMAPI
(Solutions Enabler)
os

A\

—
|
| Storage

% Administrative Host EMC VMAX
L System Bay

Figure | TOE Boundary

The TOE is a hardware and software storage solwiltoh includes the custom VMAX 100K, 200K, and
400K hardware components. The TOE software compusrere installed on the VMAX hardware and a
separate administrative host as depicted in Figjaieove.
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The essential physical components for the properatipn of the TOE in the evaluated configuratios a

» TOE environment:
1. an administrative host with Windows Server 2012&R#8 Internet Explorer 11 installed
on general purpose hardware
2. aserver with a HBX connected to the SAN, running Windows Server 2R22nstalled
on general purpose hardware

* TOE components:
1. the VMAX 100K, 200K, and 400K in a “Single Engingstem Bay Rack” configuration,
which includes one Engine and two DAEs
2. the HYPERMAX OS installed on the VMAX hardware
3. front end Fibre Channel or FCoE I/O modules
4. Solutions Enabler 8.0.2 and Unisphere for VMAX 8.Mstalled on the administrative
host

1.5.1.1 Guidance Documentation
The following guides are required reading and art gf the TOE:

e Admin Guides:

EMC® VMAX Family with HYPERMAX OS Product Guide

EMC® VMAX Family 100K, 200K, and 400K Planning Geid

EMC® VMAX Family Security Configuration Guide

EMC® VMAX3 Family with HPERMAX OS 5977 Release Léw¢YPERMAX OS
5977.596.583 Release Notes

EMC® Solutions Enabler Array Management CLI UseideéWersion 8.0.2
EMC® Solutions Enabler SRM Version 8.0.2 CLI Userid&

EMC® Solutions Enabler CLI Version 8.0.2 CommandeRencé®

EMC® Solutions Enabler, VSS Provider, and SMI-SvRter Version 8.0.2 Release Notes
EMC® Unisphere for VMAX Version 8.0.2 Online Help

EMC® Unisphere for VMAX Version 8.0.2 Release Notes

©OO00Oo

OCO0O00O0O0

» [nstallation Guides:
o0 EMC® Solutions Enabler Version 8.0.2 Installationi@e
0 EMC® Unisphere for VMAX Version 8.0.2 Installatidgsuide

1.5.2 Logical Scope

The logical boundary of the TOE will be broken dointo the following security classes which are Ifiert
described in sections 6 and 7 of this ST. Thecklgscope also provides the description of the ritgcu
features of the TOE. The security functional regmients implemented by the TOE are usefully grouped
under the following Security Function Classes:

e Security Audit,

* User Data Protection,

* Identification and Authentication,

e Security Management,

* Protection of the TSF, and

*» TOE Access.

22 HBA — Host Bus Adapter
% The 8.0.2 version of this guide is included toredd errata discovered in the TOE release version.
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1.5.2.1 Security Audit

The TOE is capable of generating audit messagéstiministrators can review. Audit review is prdl
through Solutions Enabler and Unisphere. Auditswshhe history of administrator commands and the
identity of the user that performed the command.

1.5.2.2 User Data Protection

The TOE controls access to the storage that itigesvto users. Users can use and manage theetmmbg

if an administrator has configured the TOE’s Bldgtorage Access Control Policy to allow access to an
area of storage. If administrators have not agsigrermissions to a user for a storage area, Heender
cannot access or manage that storage.

The TOE protects stored user data from unintentiooruption through the use of RAID groups.

The TOE can erase all data from a physical disk ih#& be removed from the storage array. Several
algorithms provide the TOE with the ability to eresthat no residual information remains on an etase
disk.

The TOE can apply iVTOC functionality to logicalséls, which results in the TOE formatting the disks.
Any information previously on the disk or partititimat was formatted is replaced with 0’s upon atitin
of the iVTOC process.

1.5.2.3 Identification and Authentication

Each Unisphere administrator is provided with arnaene, password, and from one to four roles. The
TOE ensures that Unisphere administrators mustifgehemselves and authenticate their identitie®ole
accessing any of the functionality available in ¢jiere. Administrators that use Solutions Enatplast
identify their identities before performing anyiaot through Solutions Enabler. TOE administratans
give each user of the TOE access to specific stoemgays based on their identity, role, and allowed
content types.

1.5.2.4 Security Management

The TOE provides administrators with the abilitynb@anage the behavior of security functions and ri¢gcu
attributes. Administrators are assigned managemegiits from seven roles: Administrator,
SecurityAdmin, StorageAdmin, Auditor, Monitor, Pidnitor, and None. Administrators are assigned
from one to four roles. The TOE allows adminigiratto manage the attributes associated with thea§e
Access Control Policy. Only authorized adminigiratare allowed to manage users.

1.5.2.5 Protection of the TSF

The TOE's internal clock provides timestamps in sluglit log, which are used to provide a chronolabic
order of events during audit review.

1.5.2.6 TOE Access

Access banners are presented to any TOE admiwnistetempting to log into Unisphere. TOE
Administrators create and customize the accessdbanrprovide a notice and consent warning regardin
the use of the TOE.
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1.5.3 Product Physical/Logical Features and Functionality not
included in the TOE

Features/Functionality that are not part of thdweated configuration of the TOE are:

e VMAX MMCS functionality, which provides remote sug notification and local and remote
support connectivity to the TOE,

» use of supported operating systems other Wardows Server 2012 R2,

» use of Solutions Enabler in client/server mode,

e use of third party SYMAPI-consuming applications,

« use of SATA? Il drives,

» use of Solutions Enabler Host access types otlaer ADMIN and ALL,

« use of the Unisphere RESTAPI®,

« iSCSF’ support,

» TimeFinder,

« Database Storage AnalyZ&(DSA) and its associated “DSA Admin” and “DSA reamly” roles,

«  VMAX Remote Data Facility (SRDF),

e Virtual Appliance Manager (vApp Manager) for Sotuts Enabler,

e priority controls,

» ControlCenter, and

» use of crypto-generated numbers for identificabbdevices or hosts.

24 SATA — Serial Advanced Technology Attachment

25 REST — Representational State Transfer

26 AP| — Application Programming Interface

27iSCSI - Internet SCSI

28 A standalone Oracle database troubleshootingagiiuh included with Unisphere.
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2 Conformance Claims

This section and Table 3 provide the identificationany CC, Protection Profile (PP), and EAL pagpka
conformance claims. Rationale is provided for @xyensions or augmentations to the conformance
claims. Rationale for CC and PP conformance claiamsbe found in Section 8.1.

Table 3 CC and PP Conformance

Common (oY [T7F) Common Criteria for Information Technology Security Evaluation, Version 3.1,
(o) B [ [ 141 [T Tale) ) Revision 4, September 2012; CC Part 2 conformant; CC Part 3 conformant;
and Conformance Parts 2 and 3 Interpretations of the CEM as of 2014-05-01 were reviewed, and
no interpretations apply to the claims made in this ST.

PP ldentification None

Evaluation EAL2+ augmented with ALC_FLR.2 Flaw Reporting Procedures
Assurance Level
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3 Security Problem

This section describes the security aspects ofethéronment in which the TOE will be used and the
manner in which the TOE is expected to be employédprovides the statement of the TOE security
environment, which identifies and explains all:

* Known and presumed threats countered by eitheF@te or by the security environment

» Organizational security policies with which the T@tst comply

« Assumptions about the secure usage of the TOER)dirmgd physical, personnel and connectivity
aspects

3.1 Threats to Security

This section identifies the threats to thé°l@issets against which protection is required byTi®& or by
the security environment. The threat agents avidelil into three categories:

e Attackers who are not TOE users: They have pubiimkedge of how the TOE operates and are
assumed to possess a low skill level, limited resesito alter TOE configuration settings or
parameters and no physical access to the TOE.

» TOE users: They have extensive knowledge of howltBE operates and are assumed to possess
a high skill level, moderate resources to alter T@iafiguration settings or parameters and
physical access to the TOE. (TOE users are, hawassumed not to be willfully hostile to the
TOE.)

» Natural threats: These are threats to the TOEr8gd¢tunction (TSF) that are a natural byproduct
of the systems that compose the TOE, such as afeatmetic interference on a line during
transmission of user data.

The following threats are applicable:
Table 4 Threats

Name Description

T.DATA_CORRUPTION User data and configuration data could become corrupted due to
hardware failure, unsafe environmental conditions, or incorrect
system operations caused by malicious users outside of the controlled
access facility where the TOE is housed.

T.IMPROPER_SERVER A user or attacker could attempt to bypass the access controls
provided by the TOE by using one of the systems connected to the
TOE, thus exposing configuration and user data to harm or to
unauthorized access.

T.NO_AUDIT An attacker may perform security-relevant operations on the TOE
without being held accountable for them.

3.2 Organizational Security Policies
There are no Organizational Security Policies (Q$letned for this ST.

2T = Information Technology
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3.3 Assumptions

This section describes the security aspects ofintended environment for the evaluated TOE. The
operational environment must be managed in accoedarith assurance requirement documentation for
delivery, operation, and user guidance. Tablests lhe specific conditions that are required tsuen the
security of the TOE and are assumed to exist iaraironment where this TOE is employed.

Table 5 Assumptions

Name Description

A.CONNECTIVITY It is assumed that the IT Environment will be configured in such a way
as to allow TOE users to access the information stored on the TOE.

A.FIREWALL It is assumed that the IT Environment must block all traffic originating
from outside of the controlled access facility intended for the
Solutions Enabler ports of the TOE.

A.LOCATE It is assumed that the TOE is located within a controlled access facility
and is physically available to authorized administrators only.

A.MANAGE It is assumed that there are one or more competent individuals
assigned to manage the TOE and the security of the information it
contains.

ANOEVIL It is assumed that the administrators who manage the TOE are not

careless, negligent, or willfully hostile, are appropriately trained, and
follow all guidance.

A.MMCS_PROTECT it is assumed that no KVM or Ethernet connections will be made to
the MMCS after deployment of the TOE, so that the MMCS cannot be
used for local or remote access to the TOE.
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4 Security Objectives

Security objectives are concise, abstract statesrafnthe intended solution to the problem defingdhe
security problem definition (see Section 3). Tle¢ af security objectives for a TOE form a highdev
solution to the security problem. This high-legelution is divided into two part-wise solutionghe
security objectives for the TOE, and the securitjectives for the TOE’s operational environmentiisT
section identifies the security objectives for TReE and its supporting environment.

4.1 Security Objectives for the TOE

The specific security objectives for the TOE astell in Table 6 below.
Table 6 Security Objectives for the TOE

Name Description

O.PROTECT The TOE must protect configuration and user data that it has been
entrusted to protect.
O.SYSTEM_MONITORING The TOE will provide the capability to generate audit data and provide

the means to store and review that data.

O.TOE_ADMINISTRATION The TOE will provide mechanisms to ensure that only authorized
administrators are able to log in and configure the TOE, and restrict
logged-in administrators to authorized functions and TSF data.

4.2 Security Objectives for the Operational
Environment

This section describes the environmental objectives

4.2.1 IT Security Objectives

Table 7 below lists the IT security objectives thgd to be satisfied by the environment.

Table 7 IT Security Objectives

Name Description

OE.PROPER_NAME_ASSIGNMEN | The TOE Environment must provide accurate unique server

T identifiers for each system that communicates with the TOE.
OE.SECURE_COMMUNICATION | The TOE Environment must provide untampered communications
S between systems connected to the SAN.

OE.SECURE_SERVERS The TOE Environment must ensure that application servers

communicating with the TOE do not allow unauthorized users or
attackers access to the TOE.

OE.FIREWALL The TOE Environment must ensure that the port designated for use
by Solutions Enabler is blocked for traffic coming from outside the
controlled access facility where the TOE is housed.

OE.CONNECT The TOE administrators will configure the IT Environment so that
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Name Description

users can access data through a direct connection to the TOE, or so
that zones are configured on the SAN that allow users to access data
stored on the TOE.

OE.MMCS The TOE Environment must ensure that no connections, either KVM
or Ethernet, are made to the MMCS after system deployment, thereby
preventing local or remote access to the MMCS.

4.2.2 Non-IT Security Objectives

Table 8 below lists the non-IT environment secuabjectives that are to be satisfied without impgsi
technical requirements on the TOE. That is, thdlymet require the implementation of functionstime

TOE hardware and/or software. Thus, they will bas§ied largely through application of proceduoal
administrative measures.

Table 8 Non-IT Security Objectives

Name Description

OE.MANAGE Sites deploying the TOE will provide competent TOE administrators
who will ensure the system is used securely.

OE.NOEVIL Sites using the TOE shall ensure that TOE administrators are not
careless, negligent, or willfully hostile, are appropriately trained, and
follow all guidance.

OE.PHYSICAL The TOE will be used in a physically secure site that protects it from
interference and tampering by untrusted subjects.
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5 Extended Components

This section defines the extended SFRs and exteBddts met by the TOE. These requirements are
presented following the conventions identified acfon 6.1.

5.1 Extended TOE Security Functional

Components
There are no extended SFRs defined for this ST.

5.2 Extended TOE Security Assurance

Components
There are no extended SARs defined for this ST.
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6 Security Requirements

This section defines the SFRs and SARs met by @E.TThese requirements are presented following the
conventions identified in Section 6.1.

6.1 Conventions

There are several font variations used within 8i1s Selected presentation choices are discussedide
aid the Security Target reader.

The CC allows for assignment, refinement, selecsiod iteration operations to be performed on sgcuri
functional requirements. All of these operations ased within this ST. These operations are paedd
as described in Part 2 of the CC, and are shoviollag/s:

» Completed assignment statements are identifiedysalicized text within brackels

e Completed selection statements are identified usinderlined text within brackdts

« Refinements are identified usibgld text. Any text removed is stricken (Example-FSFPata
and should be considered as a refinement.

» Extended Functional and Assurance Requirementiantified using “ EXT” at the end of the
short name.

» lterations are identified by appending a letteddiwing the component title. For example,
FAU_GEN.1la Audit Data Generation would be the fitstation and FAU_GEN.1b Audit Data
Generation would be the second iteration.

6.2 Security Functional Requirements

This section specifies the SFRs for the TOE. Tastion organizes the SFRs by CC class. Table 9
identifies all SFRs implemented by the TOE and datis the ST operations performed on each
requirement.

Table 9 TOE Security Functional Requirements

Name Description S|A[R|I
FAU_GEN.I Audit Data Generation v v
FAU_GEN.2 User Identity Association

FAU_SAR.I Audit review v
FDP_ACC.I Subset access control v
FDP_ACF.1 Security attribute based access control v v
FDP_RIP.1a Subset residual information protection v v v
FDP_RIP.1b Subset residual information protection A arars
FDP_SDI.2 Stored data integrity monitoring and action v |V
FIA_ATD.I User attribute definition v
FIA_UAU.2 User authentication before any action 4
FIA_UAU.7 Protected authentication feedback v |V
FIA_UID.2 User identification before any action v
FMT_MSA.I Management of security attributes v v
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Name Description S|AR]|I ‘
FMT_MSA.3 Static attribute initialization v iV |V
FMT_MTD.I Management of TSF Data (for general TSF data) v v
FMT_SMF.1 Specification of management functions 4
FMT_SMR.I Security roles v
FPT_STM.I Reliable Time Stamps v
FTA _TAB.I TOE access banner v
Note: S=Selection; A=Assignment; R=Refinement;drdtion
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6.2.1 Class FAU: Security Audit

FAU GEN.1  Audit Data Generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliabletime stamps
FAU_GEN.1.1
The TSF shall be able to generate an audit redafiedollowing auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events, for the [not speciflddvel of audit; and

c [
modification of user roles and authorization leyels
addition or removal of masking views,
addition or removal of storage groups, port grougsd/or initiator group
FAU_GEN.1.2

The TSF shall record within each audit record asti¢he following information:
a) Date and time of the event, type of event, sub¢asttity (if applicable), and the outcome
(success or failure) of the event; and
b) For each audit event type, based on the auditaldetedefinitions of the functional
components included in the PP/Siig [other informatioh

I Application Note: The TOE'’s audit function canribst stopped other than by the shutdown of the TIOE.
I No “shutdown” audit record is generated, but anditends upon shutdown. When the TOE startd up
I again, an audit record is generated. An admin@stan tell that the TOE previously shutdown bykiog !
I at the start up audit record and the audit reamwdédiately preceding the start up audit record. !

FAU_GEN.2  User ldentity Association
Hierarchical to: No other components.
Dependencies. FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1
For audit events resulting from actions of idertifusers, the TSF shall be able to associate each
auditable event with the identity of the user tteised the event.
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FAU SAR.1 Audit review

Hierarchical to: No other components.
Dependencies. FAU_GEN.1 Audit data generation
FAU_SAR.1.1

The TSF shall providettie roles in Table TJ0with the capability to readtlie audit information
defined in FAU_GEN.1.1, as specified in Tabl¢ft@m the audit records.

Table 10 Audit Information Viewable by Role

Role Audit Information Viewable

Administrator | All

SecurityAdmin | All

StorageAdmin | All

Auditor All. This is the minimum role required to view the audit log.
Monitor None
PerfMonitor None
None None
FAU_SAR.1.2
The TSF shall provide the audit records in a marmétable for the user to interpret the
information.
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6.2.2 Class FDP: User Data Protection

FDP_ACC.1 Subset access contr ol
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access contr ol
FDP_ACC.1.1
The TSF shall enforce th8lpck Storage Access Control Polion [
Subijects: device accessing storage controlled byltbE,
Objects: storage space,
Operations: read/write from storage.

I Application Note: To simplify provisioning, TOE admistrators perform masking operations, which
I associate the following three auto-provisioningug® (one of each type) with each other in a masking
I view: initiator group, port group (front-end portsjtorage group (logical disks), and devMavN® . I

I Administrators can modify these groups and maskiags as provisioning needs change. !

FDP_ACF.1 Security attribute based access contr ol

Hierarchical to: No other components.

Dependencies. FDP_ACC.1 Subset access control
FMT_MSA.3 Static attributeinitialization

FDP_ACF.1.1
The TSF shall enforce theBlock Storage Access Control Policgn objects based on the
following: [
Subject (device accessing storage controlled by E) attributes:
. initiator group
. port group
. masking view
Object (storage space) attributes:
. storage group
. device WWN
]-
FDP_ACF.1.2

The TSF shall enforce the following rules to detieerif an operation among controlled subjects
and controlled objects is allowed: [
A device can access storage space on a logicalifdisk

. the device’s initiator group is part of a maskirigw for the storage space,
. the device is connected (directly or through a S#INj port contained in that view’s
port group, and
. that view’s storage group contains the logical disk
. that view contains the device WWN for the storage
].
FDP_ACF.1.3

The TSF shall explicitly authorize access of sulsjeo objects based on—the—foellowimp
additional rules.

FDP_ACF.14
The TSF shall explicitly deny access of subjectshifects based on-the-following additional
rules.

S0 WWN — World Wide Name
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Application Note: The subject and object attributdsthe Block Storage Access Control Policy qlre
managed by authorized TOE administrators accorthnigMT_MSA.1 through the TOE’s administratiye
interfaces. I

FDP_RIP.1a  Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

FDP_RIP.1.1a
The TSF shall ensure that any previous informationtent of a resource is made unavailable
upon the [deallocation of the disk frbthe following objects:the storage arraly

FDP_RIP.1b  Subset residual information protection

Hierarchical to: No other components.

Dependencies. No dependencies

FDP_RIP.1.1b
The TSF shall ensure that any previous informationtent of a—+reseurclgical disk is made
wnavailablezeroized upon the [allocation of the disk]tthe following objects:the list of disks to
be formatted using iVTOC functionality

FDP_SDI.2 Stored data integrity monitoring and action
Hierarchical to: FDP_SDI.1 Stored data integrity monitoring
Dependencies. No dependencies
FDP_SDI.2.1
The TSF shall monitor user data stored in contaimantrolled by the TSF foupintentional
integrity errord on all -ebjectsuser data, based on the following attributesnifroring for RAID
1; parity data for RAID 5 (3+1) and (7+1); and p#&yidata for RAID 6 (6+2) and (14+P)
FDP_SDI.2.2
Upon detection of a data integrity error, the T®Rlls[reconstruct the user data and notify the
authorized administratgr
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6.2.3 Class FIA: Identification and Authentication

FIA_ ATD.1 User attribute definition

Hierarchical to: None

Dependencies: None

FIA_ATD.1.1
The TSF shall maintain the following list of se¢yrattributes belonging to individual userssér
identity, role, passwoid

FIA_UAU.2 User authentication before any action

Hierarchical to: FIA_UAU.1 Timing of authentication

Dependencies. FIA_UID.1 Timing of identification

FIA_UAU.2.1
The TSF shall require eadhnisphere user to be successfully authenticated before atigvainy
other TSF-mediated actiotisr ough Unisphere on behalf of that user.

FIA_UAU.7 Protected authentication feedback

Hierarchical to: None

Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1
The TSF shall provide onlypscured feedbatko theUnispher e user while the authentication is
in progress.

FIA_UID.2 User identification before any action

Hierarchical to: FIA_UID.1 Timing of identification

Dependencies. No dependencies

FIA_UID.2.1
The TSF shall require each user to be successéldhtified by Unisphere or Solutions Enabler
before allowing any other TSF-mediated actions ugtoUnisphere or Solutions Enabler on
behalf of that user.
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6.2.4 Class FMT: Security Management

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control or
FDP_IFC.1 Subset infor mation flow control]
FMT_SMF.1 Specification of management functions
FMT_SMR.1 Security roles
FMT_MSA.1.1
The TSF shall enforce th8lpck Storage Access Control Polidg restrict the ability togerform
the actions listed in Table 11 ptihe security attributedi$ted in Table 1]Lto [the roles listed in

Table 11.
Table 11 Management of Security Attributes
Role Actions |Security Attributes
Administrator * Create | * Group name, devices included in the group, and access

* Query control entries of device accessing storage controlled by the
* Modify TOE

e Delete | * Initiator group, storage group, port group, and masking view
of storage space

SecurityAdmin * Query | ¢ Access control entries of device accessing storage controlled
* Modify by the TOE

StorageAdmin * Create | * Access control entries of device accessing storage controlled
* Query by the TOE
e Modify | * Initiator group, storage group, port group, and masking view

e Delete of storage space
Auditor * Query | * Group name, devices included in the group, and access
control entries of device accessing storage controlled by the
TOE

* Initiator group, storage group, port group, and masking view
of storage space

1 Application Note: The Block Storage Access ConRolicy does not actually control access to the sigcy
| attributes; rather these attributes are used irettiercement of the Block Storage Access Contrdici?q
| and are restricted by role-based access control. I

FMT_MSA.3 Staticattributeinitialization
Hierarchical to: No other components.
Dependenciess. FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1
The TSF shall enforce th8lock Storage Access Control Polidg provide [restrictivg default
values for security attributes that are used tomeafthe SFP.
FMT_MSA.3.2
The TSF shall allow theAdministrator and SecurityAdmin role® specify alternative initial
values to override the default values when an olgemformationis created.

FMT MTD.1 Management of TSF Data (for general TSF data)
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Hierarchical to: No other components.
Dependenciess. FMT_SMR.1 Security Roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1
The TSF shall restrict the ability tmpnagé the fitems in Table 1Xo the foles in Table 1P

Table 12 Management of TSF Data

Role Actions TSF Data
Administrator * Create * Account passwords
* Modify * Alerts and thresholds to monitor performance

* Replication and reservation settings

Administrator * Assign * Roles
SecurityAdmin
Administrator * Query * License keys
+ Add
SecurityAdmin * Create * Account passwords
* Modify * Replication and reservation settings
StorageAdmin * Modify * Alerts and thresholds to monitor performance

* Replication and reservation settings

StorageAdmin * Query * License keys
* Add

PerfMonitor * Modify * Alerts and thresholds to monitor performance

FMT _SMF.1  Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No Dependencies
FMT_SMF.1.1
The TSF shall be capable of performing the follaywumanagement functiondisted in Table 1B

Table 13 TSF Management Capabilities

Assign permissions to users

Change account passwords

Create and delete accounts

Discover arrays

Manage arrays

Release array locks

Set access controls

Set alerts and thresholds to monitor performance

Set replication and reservation preferences

Show and add license keys
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View audit log

View settings (e.g., audit log and access control definitions)

FMT_SMR.1  Security roles

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1
The TSF shall maintain the role&dministrator, SecurityAdmin, StorageAdmin, Auditdonitor,
PerfMonitor, Non&.

FMT_SMR.1.2
The TSF shall be able to associate users with.roles

%1 The “None” role has no permissions and can be tsefectively place an account on hold withoutetiag the
account entirely. The account can later be reaiett/by assigning a role having permissions.
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6.2.5 Class FPT: Protection of the TSF

FPT_STM.1 Reliable Time Stamps
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_STM.1.1
The TSF shall be able to provide reliable timestafopits own use.
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6.2.6 Class FTA: TOE Access

FTA TAB.1 Default TOE Access Banners

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_TAB.1.1
Before establishing a user session, the TSF slsllay anAuthorized Administrator-specified
advisorynotice and consent warning message regarding-unadtheriaed of the TOE.
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6.3 Security Assurance Requirements

This section defines the assurance requirementhéil OE. Assurance requirements are taken fram th
CC Part 3 and are EAL2 augmented with ALC_FLR.2bl€ 14 summarizes the requirements.

Table 14 Assurance Requirements

Assurance Requirements

Class ASE: Security Target evaluation | ASE_CCL.| Conformance claims

ASE_ECD.| Extended components definition
ASE_INT.I ST introduction
ASE_OB]J.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.| Security problem definition

ASE_TSS.|I TOE summary specification

Class ALC : Life Cycle Support ALC_CMC.2 Use of a CM system
ALC_CMS.2 Parts of the TOE CM Coverage
ALC_DEL.| Delivery procedures

ALC_FLR.2 Flaw reporting procedures

Class ADV: Development ADV_ARC.] Security Architecture Description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.| Basic design
Class AGD: Guidance documents AGD_OPE.| Operational user guidance

AGD_PRE.| Preparative procedures
Class ATE: Tests ATE_COV.I Evidence of coverage
ATE_FUN.I Functional testing

ATE_IND.2 Independent testing — sample

Class AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis
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7 TOE Security Specification

This section presents information to detail how T@E meets the functional requirements described in
previous sections of this ST.

7.1 TOE Security Functionality

Each of the security requirements and the associ@d¢scriptions correspond to a security functidpali
Hence, each TSF is described by how it specificsliysfies each of its related requirements. Fhives
to both describe the security functionality andiorslize that the security functionality satisfidse
necessary requirements. Table 15 lists the TSé&steir associated SFRs.

Table 15 Mapping of TOE Security Functionality to Security Functional Requirements

TOE Security Functionality SFRID Description
Security Audit FAU_GEN.I Audit Data Generation
FAU_GEN.2 User Identity Association
FAU_SAR.| Audit review
User Data Protection FDP_ACC.I Subset access control
FDP_ACF.1 Security attribute based access
control
FDP_RIP.1a Subset residual information
protection
FDP_RIP.1b Subset residual information
protection
FDP_SDI.2 Stored data integrity monitoring
and action
Identification and Authentication FIA_ATD.I User attribute definition
FIA_UAU.2 User authentication before any
action
FIA_UAU.7 Protected authentication feedback
FIA_UID.2 User identification before any
action
Security Management FMT_MSA.I Management of security attributes
FMT_MSA.3 Static attribute initialization
FMT_MTD.I Management of TSF Data (for
general TSF data)
FMT_SMF.1 Specification ~ of = management
functions
FMT_SMR.I Security roles
Protection of the TSF FPT_STM.I Reliable Time Stamps
TOE Access FTA_TAB.| TOE access banner
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7.1.1 Security Audit

The TOE generates an audit log for administratieatml operations performed via Unisphere and
Solutions Enabler, including:

* Modifying user roles and authorization levels

» Adding/removing masking views

* Adding/removing storage groups, port groups, anitdtiator groups

The TOE audit records contain the following infotioa:
Table 16 Audit Record Contents

Field \ Content

Record Number | An integer that starts at | and is incremented by | for each new audit log
record generated.

Time Time the audit record was created in MM/DD/YY HH:MM:SS format.
Vendor ID The vendor ID (e.g., “EMC Corp.”)

Application ID | Which application triggered the log entry.

Host Name The network name of the host generating the record. This name is unique
for each host and thus allows host identification.

Client Host If the hostname is a server acting on behalf of a client system, then the name
of the client system is placed in this field. Values for this field are generated
as are the hostname values.

Function Class Class, or major functional area, of action being performed.

Action Code Subordinate action in a Function Class being performed. The kinds of
actions include:

e Successful connection

e  Failed connection

e Loss of connection

e Reboot

e File transfer

*  Configuration change

¢ Installation

¢ Uninstallation of tokens

Text Free-form text description of action being performed.

Username The name of the logged-in user responsible for issuing the command that
triggered the record.

Activity ID A randomly generated label used to identify each user session.

Audit events caused by a user of the TOE will beoréed with the associated username. Audit records
can be viewed through Unisphere or through thet®olst Enabler CLI. In Unisphere, administratora ca
select the audit log page through a tab menu atlea¢gpp of the screen.

TOE Security Functional Requirements Satisfied: FAU_GEN.1, FAU_GEN.2, FAU_SAR.1.
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7.1.2 User Data Protection

The TOE enforces a Block Storage Access Contrdcyan devices trying to read to or write from the
storage that the TOE provides. Access via thelB&torage Access Control Policy is based on aratoit
group, port group, storage group, device WWN, aagking view:

* Initiator groups uniquely identify the devices ttltnnect to logical disks on a SAN via the
specified ports.

» Port groups specify physical ports to which the T&dBnects directly to devices or to a SAN.

» Storage groups specify logical disks within the T@OREvhich a device may be assigned.

» Device WWNSs uniquely identify the storage device

Masking views are constructs created when an foitigroup, port group, and storage group are astatti
with one another. A masking operation creates &lsisociation. Masking views allow a set of devices
access to a group of logical disks via front-endgo

The TOE allows administrators to erase data onipalydrives within the storage array. Administrato
specify the erasure algorithm to use and the nurab&mes to execute the algorithm, which destrals
residual information on the specified disk afteisitieallocated from the storage array at the r&tqofethe

administrator.

The TOE performs iVTOC functionality on logical Kés and partitions within the storage array.
Administrators specify which logical disks and ftavhs should be formatted. The formatting process
replaces all of the data on the disk or partitiathvzeroes, removing any residual data that preshou
resided on the disk.

Note that the data erasure functions for both maysand logical disks are not run automatically.
Administrators must execute these features priar physical or logical disk being removed or dezdted
from a storage pool/array.

The TOE protects stored user data from unintentioaauption through the use of RAID groups. RAID
groups provide mirroring and striping of data. Wdiing creates an exact copy of all of the data alisk,

so that in the event that some of the data becamoeapted or becomes inaccessible (e.g., becauae of
disk failure), the RAID can discover the error apglace it with the correct data. Parity calcidadecode
from the actual data present on the disks, thenllites the parity data so that it exists on ez drives
than the drives containing the information it wakcalated from. If an error occurs in a parity-4ehfAID
group, the data can be rebuilt from the parityiinfation stored on the other disks.

TOE Security Functional Requirements Satisfied: FDP_ACC.1, FDP_ACF.1, FDP_RIP.13,
FDP_RIP.1b, FDP_SDI.2.

7.1.3 Identification and Authentication

TOE user accounts can be created during the iastall and setup of Unisphere and during regular
operation by an authorized TOE user with the Adstiator or SecurityAdmin role. When creating a TOE
user, the administrator provides the user with damtity, a password, and from one to four roleserJ
accounts can also be deleted by a TOE user witAdngnistrator or SecurityAdmin role.

Unisphere requires users to identify themselves tande authenticated before the TOE performs any
actions on their behalf. Unisphere users enteaeaname and password pair at the Unisphere logaeisc
and invoke the Login button. Password feedbadakbscured while entering the username and password
pair.
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SYMCLI identifies users against a mapping of rdleuuser and Solutions Enabler Host identities &f th
underlying operating system. Solutions Enablerestand maintains this mapping as a table on th&XM
array. Users must successfully identify themseba&fere SYMCLI allows them to view any TOE data or
perform any actions on the TOE. Access controts @ser authorization must be enabled (as requiyed b
the evaluated configuration) for user and host @ightion to occur via the CLI. Access controlsl arser
authorization do not provide any kind of authertt@aof users and hosts, only identification.

TOE Security Functional Requirements Satisfied: FIA_ATD.1, FIA_UAU.2, FIA_UAU.7, FIA_UID.2.

7.1.4 Security Management

The TOE provides two management interfaces for ambtnators: Solutions Enabler as a CLI and
Unisphere as a web GUI. Unisphere is accessedighra web browser on an administrative host and
presents commands to users in the form of HypeN&dkup Language (HTML) elements (such as text
boxes, hyperlinks, and drop-down lists). Soluti@mabler is customer software that must be instadie

an administrative host. The Solutions Enablerrfate uses well-defined text conventions to pass
commands to the TOE.

The TOE provides seven user roles: Administrat@cuityAdmin, StorageAdmin, Auditor, Monitor,
PerfMonitor, and None. The None role is used tecHjrally deny management access to a user without
deleting the account. Other roles have a predefaee of permissions to view or configure differpatts

of the TOE. Only the Administrator role has unlied access to manage the TOE. Table 17 belowsletai
the permissions associated with each role in the.TO

Table 17 Permissions by Role

Permission ;
Administrator Storage Monitor Secur!ty Auditor | None
Admin Admin

Create/delete user
accounts v v
Reset user
password v v

v
Assign roles v (self

excluded)

Change own
password v v v v v v v
Manage storage
systems v v
Discover storage
systems v v
Add/show license
keys v v
Set alerts and
Optimizer v v
monitoring options
Release storage
system locks v v
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Permission - Storage Perf . Security .
Administrator Admin Monitor Monitor Admin Auditor
Set Access v v
Controls
View Access v v v v
Controls

Set replication and
reservation v v
preferences

View replication
and reservation
preferences

<
<
<
<

View audit log

Access
performance data

Start data traces

DN U N AN
AN NI NN
<
<
SN X
EERNEEN

Set performance
thresholds/alerts

Create and
manage
performance
dashboards

<
<
<
<
<
<

TOE users are assigned from one to four roles.y ®8AIE users with the Administrator and StorageAdmin
roles have the ability to manage the VMAX arrayhe Administrator and SecurityAdmin roles have the
ability to assign roles to TOE users. Only the Amsirator and SecurityAdmin roles have the abitidy
create and delete user accounts and reset usewqudss TOE users with the Monitor, Auditor,
PerfMonitor, and None roles do not have the abititynanage TOE data.

Administrators can also manage security attribiesociated with the Block Storage Access Control
Policy. All administrative roles, except for th@me role, have access rights to query, modify,randage
these attributes. The Block Storage Access CoRtolity, by default, does not permit any devicesige
the storage provided by the TOE.

An Administrator, StorageAdmin, or SecurityAdmimcset and modify access controls on specific ldgica
disks within an array, which assigns those diska 8pecific device. Once set, only that device Sam
those disks. Other devices connected to that avithyot be able to see those disks. The samesroan
set and modify preferences for replication monitgyi which provides visual tracking of replication
operations, and for reservations, which allow desito reserve logical disks for their use only. e Th
Auditor role users can view these settings andssccentrol settings but are unable to change them.

Audit logs are viewable by users with AdministratStorageAdmin, SecurityAdmin, and Auditor status.
Audit logs are not modifiable by any user.

TOE Security Functional Requirements Satisfied: FMT_MSA.1, FMT_MSA.3, FMT_MTD.1,
FMT_SMF.1, FMT_SMR.1
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7.1.5 Protection of the TSF

The performance of an auditable event requirestiigaspecific time for the event be logged. Thisuzes
accurate tracking of events that can occur milesels between one another. The generation of a
timestamp associated with an auditable event igighed by internal TOE clocks.

TOE Security Functional Requirements Satisfied: FPT_STM.1

7.1.6 TOE Access

TOE Administrators can create and customize thesscbanner seen by all TOE users. An Administrator
must create a login message following the instonctiprovided in the Unisphere documentation. When
active, the access banner will be seen by all T&#iaccessing the TOE via the Unisphere web Goil pr
to being presented with the login screen.

TOE Security Functional Requirements Satisfied: FTA_TAB.1
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8

8.1 Conformance Claims Rationale

This Security Target conforms to Part 2 and Paot the Common Criteria for Information Technology
Security EvaluationVersion 3.1 Revision 4. There are no extendeRsSér SARs contained within this

Rationale

ST.

There are no protection profile claims for this ST.

8.2 Security Objectives Rationale

This section provides a rationale for the existeateach threat, policy statement, and assumptian t

compose the Security Target.

Sections 8.2.1, 8ah#d 8.2.3 demonstrate the mappings between the
threats, policies, and assumptions to the secutifgctives are complete.

provides detailed evidence of coverage for eadtathpolicy, and assumption.

8.2.1 Security Objectives Rationale Relating to Threats

Table 18 below provides a mapping of the objecthéathreats they counter.

Table 18 Threats: Objectives Mapping

Threats

T.DATA_CORRUPTION
User data and configuration data
could become corrupted due to

hardware failure, unsafe
environmental conditions, or
incorrect system operations

caused by malicious users outside
of the controlled access facility
where the TOE is housed.

Objectives

O.PROTECT

The TOE must protect
configuration and user data that it
has been entrusted to protect.

Rationale

O.PROTECT counters this threat
by providing mechanisms to
protect the configuration and user
data that has been entrusted to
the TOE.

O.TOE_ADMINISTRATION

The TOE will provide mechanisms
to ensure that only authorized
administrators are able to log in
and configure the TOE, and
restrict logged-in administrators
to authorized functions and TSF
data.

O.TOE_ADMINISTRATION
counters this threat by allowing
administrators to properly
configure the mechanisms of the
TOE that prevent data corruption
and restrict access to authorized
individuals.

OE.FIREWALL

The TOE Environment must
ensure that the port designated
for use by Solutions Enabler is
blocked for traffic coming from
outside the controlled access
facility where the TOE is housed.

OE.FIREWALL counters this
threat by preventing
unauthenticated use of Solutions
Enabler by subjects outside of the
controlled access facility where
the TOE is housed.

OE.MMCS

The TOE Environment must
ensure that no connections, either
KVM or Ethernet, are made to

OE.MMCS counters this threat by
ensuring no physical access to the
MMCS. OEMMCS ensures that
no KVM or Ethernet connections

the  MMCS  after  system|are made to the MMCS after
deployment, thereby preventing|system deployment.
local or remote access to the
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Threats Objectives Rationale
MMCS.

T.IMPROPER_SERVER O.PROTECT O.PROTECT counters this threat
A user or attacker could attempt|The TOE must protect | by providing adequate
to bypass the access controls|configuration and user data that it| mechanisms  to  give  only
provided by the TOE by using one | has been entrusted to protect. authorized servers access to the
of the systems connected to the appropriately authorized
TOE, thus exposing configuration configuration data. O.PROTECT

and user data to harm or to
unauthorized access.

allows administrators to destroy
residual user or configuration data
that is contained within hard
drives before they are removed
from the storage array.

OE.PROPER_NAME_ASSIGNME
NT

The TOE Environment must
provide accurate unique server
identifiers for each system that
communicates with the TOE.

OE.PROPER_NAME_ASSIGNME
NT counters this threat by
ensuring that the unique server
identifiers provided to the TOE
are accurate. This allows the
mechanisms provided by
O.PROTECT to properly protect
data.

OE.SECURE_COMMUNICATIO

NS
The TOE Environment must
provide untampered

communications between systems
connected to the SAN.

OE.SECURE
COMMUNICATIONS counters
this threat by ensuring that all
communications with the TOE are
untampered for administration of
the TOE, internal TOE
communications, and data sent to
or from the TOE.

O.TOE_ADMINISTRATION

The TOE will provide mechanisms
to ensure that only authorized
administrators are able to log in
and configure the TOE, and
restrict logged-in administrators
to authorized functions and TSF
data.

O.TOE_ADMINISTRATION
counters this threat by allowing
administrators to properly
configure the mechanisms of the
TOE designed to control the
Discretionary  Access Control
Policy and the Storage Access
Control Policy.

OE.SECURE_SERVERS

The TOE Environment must
ensure that application servers
communicating with the TOE do
not allow unauthorized users or
attackers access to the TOE.

OE.SECURE_SERVERS  mitigates
this threat by ensuring that only
authorized users can access the
TOE through servers connected
to the TOE.

T.NO_AUDIT

An attacker may perform security-
relevant operations on the TOE
without being held accountable for
them.

O.SYSTEM_MONITORING

The TOE will provide the
capability to generate audit data
and provide the means to store
and review that data.

O.SYSTEM_MONITORING
counters this threat by ensuring
that an audit trail of management
events and alerts on the TOE is
preserved.
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Every Threat is mapped to one or more Objectivesthia table above.

demonstrates that the defined security objectioasir all defined threats.

8.2.2 Security Objectives Rationale Relating to Policies
There are no Organizational Security Policies defifor this ST.

8.2.3 Security Objectives Rationale Relating to Assumptions

Table 19 below gives a mapping of assumptions baehvironmental objectives that uphold them.

Table 19 Assumptions: Objectives Mapping

Assumptions

A.CONNECTIVITY

It is assumed that the IT
Environment will be configured in
such a way as to allow TOE users
to access the information stored
on the TOE.

Objectives

OE.CONNECT

The TOE administrators will
configure the IT Environment so
that users can access data through
a direct connection to the TOE,
or so that zones are configured
on the SAN that allow users to
access data stored on the TOE.

ELEE

OE.CONNECT upholds this
assumption by ensuring that the
IT Environment is configured
appropriately to allow users to
access information stored on the
TOE.

A.FIREWALL

It is assumed that the IT
Environment must block all traffic
originating from outside of the
controlled access facility intended

for the Solutions Enabler ports of
the TOE.

OE.FIREWALL

The TOE Environment must
ensure that the port designated
for use by Solutions Enabler is
blocked for traffic coming from
outside the controlled access
facility where the TOE is housed.

OE.FIREWALL upholds this
assumption by ensuring the
necessary ports will be blocked
from traffic coming from outside
the controlled access facility.

A.LOCATE

It is assumed that the TOE is
located within a controlled access
facility and is physically available to
authorized administrators only.

OE.PHYSICAL

The TOE will be used in a
physically secure site that protects
it from interference and
tampering by untrusted subjects.

OE.PHYSICAL upholds this
assumption by ensuring that

physical security is provided for
the TOE.

AMANAGE

It is assumed that there are one or
more competent individuals
assigned to manage the TOE and
the security of the information it
contains.

OE.MANAGE

Sites deploying the TOE will
provide competent TOE
administrators who will ensure
the system is used securely.

OE.MANAGE upholds this
assumption by ensuring that those
responsible for the TOE provide
competent individuals to perform
management of the security of the
environment. These individuals
restrict these functions and
facilities from unauthorized use.

ANOEVIL

It is assumed that the
administrators who manage the
TOE are not careless, negligent, or
willfully hostile, are appropriately
trained, and follow all guidance.

OE.NOEVIL

Sites using the TOE shall ensure
that TOE administrators are not
careless, negligent, or willfully
hostile, are appropriately trained,
and follow all guidance.

OE.NOEVIL upholds this
assumption by ensuring that
administrators are not careless,
negligent, or willfully hostile, are
appropriately trained, and follow
all guidance.

AMMCS_PROTECT

OE.MMCS

OE.MMCS upholds this
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Assumptions

it is assumed that no KVM or
Ethernet connections will be made
to the MMCS after deployment of
the TOE, so that the MMCS
cannot be used for local or remote
access to the TOE.

Objectives

The TOE Environment must
ensure that no connections, either
KVM or Ethernet, are made to
the MMCS after system
deployment, thereby preventing
local or remote access to the
MMCS.

Rationale

assumption by ensuring that no
KVM or Ethernet connections
exist to the MMCS after system
deployment.

Every assumption is mapped to one or more Objextimethe table above.

demonstrates that the defined security objectipd®ld all defined assumptions.

8.3 Rationale for Extended Security Functional

Requirements

There are no extended SFRs defined for this ST.

8.4 Rationale for Extended TOE Security

Assurance Requirements
There are no extended SARs defined for this ST.

8.5 Security Requirements Rationale

The following discussion provides detailed evidenteoverage for each security objective.

8.5.1 Rationale for Security Functional Requirements of the TOE

Objectives

Table 20 below shows a mapping of the objectivestha SFRs that support them.
Table 20 Objectives: SFRs Mapping

Objective

Requirements Addressing the

Objective

Rationale

O.PROTECT

The TOE must protect
configuration and user data that it
has been entrusted to protect.

FDP_ACC.I
Subset access control

This requirement supports
O.PROTECT by enforcing an
access control policy that ensures
that only authorized devices gain
access to user data within the
TOE.

FDP_ACF.|
Security attribute based access
control

This requirement supports
O.PROTECT by providing access
control functionality to manage
access to user data within the
TOE.
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Objective

Requirements Addressing the

Rationale

Objective

FDP_RIP.1a This requirement supports

Subset  residual information | O.PROTECT by ensuring that

protection residual data on the disks in the
storage array is destroyed before
they are removed from the
storage array.

FDP_RIP.1b This requirement supports

Subset  residual information | O.PROTECT by ensuring that

protection residual data on the disks in the
storage array is destroyed before
they are reallocated for use after
formatting.

FDP_SDI.2 This requirement supports

Stored data integrity monitoring
and action

O.PROTECT by providing data
integrity  against  unintentional
corruption via the RAID options
the TOE implements.

O.SYSTEM_MONITORING

The TOE will provide the capability
to generate audit data and provide
the means to store and review that
data.

FAU_GEN.I
Audit Data Generation

This requirement supports
O.SYSTEM_MONITORING by
requiring the TOE to produce
audit records for the system
security events.

FAU_GEN.2
User Identity Association

This requirement supports
O.SYSTEM_MONITORING by
requiring the TOE to associate a

username with the auditable
event.
FAU_SAR.| This requirement supports

Audit review

O.SYSTEM_MONITORING by
requiring the TOE to make the
recorded audit records available
for review.

FPT_STM.I
Reliable Time Stamps

This requirement meets
O.SYSTEM_MONITORING by
producing a time stamp with each
auditable event.

O.TOE_ADMINISTRATION

The TOE will provide mechanisms
to ensure that only authorized
administrators are able to log in
and configure the TOE, and
restrict logged-in administrators to
authorized functions and TSF data.

FIA_ATD.I
User attribute definition

This requirement supports
O.TOE_ADMINISTRATION by
ensuring each user is assigned a
role.

FIA_UAU.2 This requirement supports
User authentication before any| O.TOE_ADMINISTRATION by
action requiring Unisphere

administrators to authenticate

their claimed identities before the
TOE will perform any actions on
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Objective

Requirements Addressing the

Rationale

Objective

their behalf via Unisphere.

FIA_UAU.7
Protected authentication feedback

This requirement supports
O.TOE_ADMINISTRATION by
ensuring a password cannot be
seen by an unauthorized user.
This prevents an unauthorized
user from accessing the TOE.

FIA_UID.2
User identification before any
action

This requirement supports
O.TOE_ADMINISTRATION by
requiring administrators to
identify themselves before the
TOE will perform any actions on
their behalf.

FMT_MSA.I
Management of security attributes

This requirement supports
O.TOE_ADMINISTRATION by
specifying the security attributes
of the TOE that can be modified
and which administrators can
modify them.

FMT_MSA3
Static attribute initialization

This requirement supports
O.TOE_ADMINISTRATION by
specifying that restrictive default
values are used by the Block
Storage Access Control Policy,
and specifying which
administrative roles can specify
alternative values.

FMT_MTD.I
Management of TSF Data (for
general TSF data)

This requirement supports
O.TOE_ADMINISTRATION by
ensuring only authorized
Administrators are able to manage
and configure the TOE.

FMT_SMF.1
Specification  of = management
functions

This requirement supports
O.TOE_ADMINISTRATION by
specifying each of the management
functions that are used to securely
manage the TOE. These functions
are provided by Solutions Enabler
and Unisphere.

FMT_SMR.I
Security roles

This requirement supports
O.TOE_ADMINISTRATION by
specifying the roles defined to
govern management of the TOE.

FTA_TAB.I
TOE access banner

This requirement meets
O.TOE_ADMINISTRATION by
warning the wuser that only
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Objective Requirements Addressing the | Rationale

Objective

authorized TOE Administrators
are allowed to login to the TOE.

8.5.2 Security Assurance Requirements Rationale

EAL2 was chosen to provide a low to moderate lefelssurance that is consistent with good commiercia
practices. As such, minimal additional tasks deeqd upon the vendor assuming the vendor follows
reasonable software engineering practices and gavidg support to the evaluation for design andings
efforts. The chosen assurance level is appropnidtethe threats defined for the environment. hine
System may monitor a hostile environment, it isestpd to be in a non-hostile position and embedided
or protected by other products designed to addhesats that correspond with the intended envirarime
At EAL2, the System has incurred a search for alwiilaws to support its introduction into the navstile
environment.

The augmentation of ALC_FLR.2 was chosen to giveatgr assurance of the developer’s on-going flaw
remediation processes.

8.5.3 Dependency Rationale

The SFRs in this ST satisfy all of the requiredateencies listed in the Common Criteria, applicédies,
and SFRs explicitly stated in this ST. Table 24tslieach requirement to which the TOE claims
conformance and indicates whether the dependeniresgents are included. As the table indicatds, al
dependencies have been met.

Table 21 Functional Requirements Dependencies

SFRID ’ Dependencies Dependency Rationale
[
FAU_GEN.| FPT_STM.I v
FAU_GEN.2 FAU_GEN.I v
FIA_UID.I v
FAU_SAR.| FAU_GEN.I v
FDP_ACC.I FDP_ACF.1 v
FDP_ACF.1 FDP_ACC.I v
FMT_MSA.3 v
FDP_RIP.1a None Not applicable
FDP_RIP.1b None Not applicable
FDP_SDI.2 None Not applicable
FIA_ATD.I None Not applicable
FIA_UAU.2 FIA_UID.I v FIA_UID.2 is included
and is hierarchical to
FIA_UID.I.
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Dependencies

Dependency
Met

Rationale

FIA_UAU.7 FIA_UAU.I 4 FIA_UAU.2 is included
and is hierarchical to
FIA_UAU.I.
FIA_UID.2 None Not applicable
FMT_MSA.I FDP_ACC.I v
FMT_SMF.1 v
FMT_SMR.I v
FMT_MTD.I FMT_SMF.1 v
FMT_SMR.I v
FMT_SMF.1 None Not applicable
FMT_SMR.I FIA_UID.I 4 FIA_UID.2 is included
and is hierarchical to
FIA_UID.I.
FPT_STM.I None Not applicable
FTA_TAB.I None Not applicable
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9 Acronyms and Terms

This section defines the acronyms and terms usedghout this document.

9.1 Acronyms

Table 22 Acronyms

Acronym | Definition

API

CC

CLI

CcM

DSA

m Front End

Gb/s Gigabit per second
Gigabyte
m Gigahertz
m Host Bus Adapter

HTML Hypertext Markup Language

Input/Output

Application Programming Interface

Common Criteria

Command Line Interface

Configuration Management

Database Storage Analyzer

Evaluation Assurance Level

Graphical User Interface

IT Information Technology

Keyboard, Video, and Mouse

LCC Link Control Card

Management Module Control Station

Network Attached Storage

Operating System

Protection Profile

Quality of Service

Redundant Array of Independent Disks

Random Access Memory

Representational State Transfer

Storage Area Network

Security Assurance Requirement
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Acronym | Definition

SATA Serial Advanced Technology Attachment

Single Engine

Security Functional Policy

Security Functional Requirement

VMAX Remote Data Facility

Security Target
VB VMAX Application Programming Interface
)4 [¢ Bl VMAX Command Line Interface

Target of Evaluation

TOE Security Functionality

World Wide Name

9.2 Terminology

Administrator — an individual who manages and configures the TOEIso can be used as the
“Administrator role” where indicated.

Data striping - The technique of segmenting logically sequerdith, such as a file, so that consecutive
segments are stored on different physical storag&es.

Device — The term “device” refers to any type of compgtaevice that can attach to or access storage on a
VMAX. Typical usage refers to application servésy., a web server or file server), and mainfrathes
computing devices used to house large databases).

Fabric — The hardware that connects devices to storaggsain a SAN.

Failover — Failover is an operation that automatically shts data from a failed system to an operational
system in the event that a system fails. In thisec“system” refers to the disks in the storageyar

Flash — Flash is a technology that uses a special typrsistor to isolate and hold an electrical gear
long-term, thereby allowing non-volatile storageetdctronic data without requiring moving parts.

Global Memory — Global memory is volatile memory that is shalsdall of the components of the
VMAX system (analogous to random access memorydasktop computer).

LCC — LCCs provide several services for disk drives;luding data connectivity, environmental
monitoring, failover control, drive detection, aotther functions related to drive control and religb

NAS — A system that provides storage to devices ostaark.
Pool — A group of one or more logical disks.

RAID — A technology that copies redundant data acrossriey of disks. This technique preserves data
stored in a RAID in case one or more (dependin®AID type) of the drives in a RAID fails.
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Raw — The term “raw” refers to the total storage céyanffered by the disks within VMAX. After users
apply RAID and the VMAX claims a small portion dfet space for its own use, the drives will offeisles
total storage capacity.

SAN — A network architecture that allows remote stertmappear local to devices accessing that storage
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