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Il prodotto IT (Information Technology) identificato nel presente certificato é stato valutato
presso un LVS (Laboratorio per la Valutazione della Sicurezza) accreditato e
abilitato/approvato utilizzando la Metodologia Comune per la Valutazione di Sicurezza
della Tecnologia dell’Informazione versione 3.1 revisione 5 per la conformita ai Criteri
Comuni per la Valutazione di Sicurezza della Tecnologia dell’Informazione versione 3.1
revisione 5. Questo certificato si applica solo alla versione e al rilascio specifici del prodotto
nella sua configurazione valutata e unitamente al Rapporto di certificazione completo. La
valutazione é stata condotta in conformita alle disposizioni dello Schema nazionale per la
valutazione e la certificazione della sicurezza nel settore della tecnologia dell'informazione
(DPCM del 30 ottobre 2003 - G.U. n. 93 del 27 aprile 2004) e le conclusioni dell’LVS nel
Rapporto di Fine Valutazione sono coerenti con le evidenze addotte. Il presente Certificato
non costituisce un sostegno o promozione del prodotto IT da parte della Agenzia per la
Cybersicurezza Nazionale o di qualsiasi altra organizzazione che riconosca o dia effetto a
questo certificato, e nessuna garanzia del prodotto IT, da parte della Agenzia per la
Cybersicurezza Nazionale o di qualsiasi altra organizzazione che riconosce o da effetto a
guesto certificato, & espressa o implicita.

The IT product identified in this certificate has been evaluated at an accredited and
licensed/approved evaluation facility using Common Methodology for Information Technology
Security Evaluation version 3.1 release 5 for conformance to Common Criteria for Information
Technology Security Evaluation version 3.1 release 5. This certificate applies only to the specific
version and release of the product in its evaluated configuration and in conjunction with the complete
Certification report. The evaluation has been conducted in accordance with the provisions of the
National scheme for the evaluation and certification of the security in the sector of information
technology (Prime Ministerial Decree of 30 October 2003 - Official Journal no. 93 of 27 April 2004)
and the conclusions of the evaluation facility in the evaluation technical report are consistent with
the evidence adduced. This certificate is not an endorsement of the IT product by Agenzia per la
Cybersicurezza Nazionale or by any other organisation that recognises or gives effect to this
certificate, and no warranty of the IT product, by Agenzia per la Cybersicurezza Nazionale or by
any other organisation that recognises or gives effect to this certificate, is either expressed or
implied.
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Courtesy translation

Disclaimer: This English language translation is provided for informational purposes only. It is not
intended to substitute the official document and has no legal value. The original Italian language
version of the document is the only approved and official version.
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1 Document revisions

Version

Author

Information

Date

1.0

OCSI

First issue

09/05/2025

Page 3 of 27

OCSI/CERT/CCL/09/2023/RC Ver. 1.0



JC_ I

Organismo di Certificazione della Sicurezza Informatica

2 Table of contents

1

2

3

10

DOCUMENT FEVISIONS .....evieteete ettt te et et e e e e s te e e st e be et esneesaeeteaseenteenseeneenreenneenee e 3
I o] (o) o] (=] o1 £SO 4
o3 (0] 1)1 F ST 6
3.1 NALIONAL SCHBME.....c.eiee e 6
3.2 CC ANA CEM. .t b e bbbttt bbb beebenne s 6
3.3 (O] 11T - To (0] 117701 L TSR P PO PP PP PP PR TRPRPRPN 6
L E =T =] 0TSSR 8
4.1 Normative references and national Scheme doCUMENtS ............ccoeoverevierieiesieneee e 8
4.2 TeChNICAl AOCUMENES .......oviiiiiie et s e ae e sreeresreenreeee s 9
Recognition Of the CEItITICALE ...........uiiiieee e 10
51 European recognition of CC certificates (SOGIS-MRA) .........cccevveviiieiiie e 10
5.2 International recognition of CC certificatesS (CCRA) ......cooiiiiiiiiiiieieee e 10
Statement Of CErtIfiCAtION...........ccooiiii e 11
Summary of the eValUaLION ... s 12
7.1 Ty (T [ To1 Ao o PSSR 12
7.2 EXECULIVE SUIMMATY ..oviiiiiieieeiee sttt bbb 12
7.3 EVAluAted ProTUCT .........eoieiec et sre e e 12
7.3.1  TOE QrChitBCIUIE ....ecveeieeie ettt ettt nreeneenee e 14
7.3.2  TOE SECUNILY TEALUIES .....ccveiiii ettt sttt sae e enee s 16
7.4 DOCUMENTALION. ......eieiieeeie ettt te e e et e e e ste e e sreenseeneesneesseenseereenneeneens 17
75 Protection Profile conformance Claims............ccooiiiiiieie i 18
7.6 Functional and assurance reqQUITEMENTS .........c.oierirerieieie et 18
7.7 EVAluation CONAUCT ..........oiiiiicce et ae e 18
7.8 General considerations about the certification validity ............ccoccooiiiiiiiniiince 18
EVAlUALION OULCOME ...ttt ettt e be s e sreesreeneesreeee s 20
8.1 EVAIUALION FESUILS.... ..ot enneenee s 20
8.2 RECOMMENUALIONS. .....c.iiiitii et e et e e e e be e srreere e 21
Annex A — Guidelines for the secure usage of the product ............cccccevvevieeiiiieniecie e 22
9.1 TOE UEIIVEIY ettt et e e e s ae e st e e e reeeteenseeenes 22
9.2 Installation, configuration and secure usage of the TOE..........ccccoooviiiiiinincnisenee 23
Annex B — Evaluated CONfIQUIAtION ...........cooiiiiiiii e 24

Page 4 of 27 OCSI/CERT/CCL/09/2023/RC Ver. 1.0



JC_ I

Organismo di Certificazione della Sicurezza Informatica

10.1 TOE operational ENVIFONMENT ...........ooiiiiiiiiieieii e 25
11 ANNEX C — TESLACHIVILY .eoviiiiiiecie ettt st be et s esraenesneenneenne s 26
111 IS o] g1 T TV = U1 o] o ST UP T 26
11.2 Functional tests performed by the DeVeloper..........ocoov i 26
11.2.1  TeStING @PPIOACK .....eouiiiiiiitieieeie ettt b 26
A TS W60 V=T - To TSRS 26
11.2.3 TS TESUITS ..veeieeeeeiie sttt et e e st s b e sbe et enreenes 26
11.3 Functional and independent tests performed by the Evaluators ............ccccccooveveiieieennnns 26
11.3.1  TESEAPPIOACKH ...t nb e 26
11,32 TS TESUIS. ..ottt bbbttt st be e neanes 27
11.4  Vulnerability analysis and penetration eSS ..........cccoererereriniserieeee e 27

Page 5 of 27 OCSI/CERT/CCL/09/2023/RC Ver. 1.0



JC_ I

Organismo di Certificazione della Sicurezza Informatica

3 Acronyms

3.1 National scheme

DPCM Decreto del Presidente del Consiglio dei Ministri

LGP Linea Guida Provvisoria

LVS Laboratorio per la Valutazione della Sicurezza

NIS Nota Informativa dello Schema

OcCsl Organismo di Certificazione della Sicurezza Informatica

3.2 CCand CEM

CC Common Criteria

CCRA Common Criteria Recognition Arrangement
CEM Common Evaluation Methodology

cPP collaborative Protection Profile

EAL Evaluation Assurance Level

ETR Evaluation Technical Report

PP Protection Profile

SAR Security Assurance Requirement

SFP Security Function Policy

SFR Security Functional Requirement

SOGIS-MRA  Senior Officials Group Information Systems Security — Mutual Recognition

Agreement
ST Security Target
TOE Target of Evaluation
TSF TOE Security Functionality
TSFI TSF Interface

3.3 Other acronyms
CLI Command Line Interface

DNP3 Distributed Network Protocol
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GUI Graphical User Interface

MQTT Message Queuing Telemetry Transport

OPC DA Open Platform Communications Data Access
OPC UA Open Platform Communications and Unified Architecture
OSI-PI OSI Plant Information

PCI Peripheral Component Interconnect

PCle Peripheral Component Interconnect Express
RX Reception

SKU Stock Keeping Unit

SMTP Simple Mail Transfer Protocol

SQL Structured Language Query

SSL Secure Socket Layer

TX Transmission
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4 References

4.1 Normative references and national Scheme documents
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CCMB-2017-04-001, “Common Criteria for Information Technology Security
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CCMB-2017-04-002, “Common Criteria for Information Technology Security
Evaluation, Part 2 — Security functional components”, Version 3.1, Revision 5, April
2017

CCMB-2017-04-003, “Common Criteria for Information Technology Security
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2017

Arrangement on the Recognition of Common Criteria Certificates In the field of
Information Technology Security, July 2014

CCMB-2017-04-004, “Common Methodology for Information Technology Security
Evaluation — Evaluation methodology”, Version 3.1, Revision 5, April 2017
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prodotti nel settore della tecnologia dell’informazione - Descrizione Generale dello
Schema Nazionale - Linee Guida Provvisorie - parte 1 — LGP1 versione 1.0, Dicembre
2004
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prodotti nel settore della tecnologia dell’informazione - Accreditamento degli LVS e
abilitazione degli Assistenti - Linee Guida Provvisorie - parte 2 — LGP2 versione 1.0,
Dicembre 2004

Schema nazionale per la valutazione e certificazione della sicurezza di sistemi e
prodotti nel settore della tecnologia dell’informazione - Procedure di valutazione -
Linee Guida Provvisorie - parte 3 — LGP3, versione 1.0, Dicembre 2004

Organismo di certificazione della sicurezza informatica, Nota Informativa dello
Schema N. 1/23 — Modifiche alla LGP1, versione 1.1, 21 agosto 2023

Organismo di certificazione della sicurezza informatica, Nota Informativa dello
Schema N. 2/23 — Modifiche alla LGP2, versione 1.1, 21 agosto 2023

Organismo di certificazione della sicurezza informatica, Nota Informativa dello
Schema N. 3/23 — Modifiche alla LGP3, versione 1.1, 21 agosto 2023

Mutual Recognition Agreement of Information Technology Security Evaluation
Certificates, Version 3, January 2010
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4.2 Technical documents

[AGD]

[INST_GUIDE]

[ETRZ]

[ETR3]

[ST]

AGD Documentation OPSWAT NetWall Unidirectional Security Gateway
Evaluation Assurance Level (EAL): 4 augmented with ALC_DVS.2,
ALC _FLR.2, and AVA_VAN.5, Version: 1.4, 29 August 2024

OPSWAT NetWall Unidirectional Security Gateway USG-100 Common Criteria
Evaluated Configuration Guide, Version: 1.2, 8 May 2024

Evaluation of OPSWAT NetWall Unidirectional Security Gateway v1.0.0,
OPSWATEVSG-047_ETR_v2, CCLab Software Laboratory, Version: v2, 12
February 2025

Evaluation of OPSWAT NetWall Unidirectional Security Gateway v1.0.0,
OPSWATEVSG-047_ETR _v3, CCLab Software Laboratory, Version: v3, 19
March 2025

Security Target OPSWAT NetWall Unidirectional Security Gateway Evaluation
Assurance Level (EAL): 4 augmented with ALC DVS.2, ALC FLR.2, and
AVA VAN.5, Version: v1.7, 16 April 2025

Page 9 of 27

OCSI/CERT/CCL/09/2023/RC Ver. 1.0



JC_ I

Organismo di Certificazione della Sicurezza Informatica

5 Recognition of the certificate

5.1 European recognition of CC certificates (SOGIS-MRA)

The European SOGIS-Mutual Recognition Agreement (SOGIS-MRA, version 3 [SOGIS]) became
effective in April 2010 and provides mutual recognition of certificates based on the Common Criteria
(CC) Evaluation Assurance Level up to and including EAL4 for all IT -Products. A higher recognition
level for evaluations beyond EALA4 is provided for IT -Products related to specific Technical Domains
only.

The current list of signatory nations and of technical domains for which the higher recognition applies
and other details can be found on https://www.sogis.eu/.

The SOGIS-MRA logo printed on the certificate indicates that it is recognised under the terms of this
agreement by signatory nations.

This certificate is recognised under SOGIS-MRA for all claimed assurance components up to EALA4.

5.2 International recognition of CC certificates (CCRA)

The current version of the international arrangement on the mutual recognition of certificates based
on the CC (Common Criteria Recognition Arrangement, [CCRA] was ratified on 08 September 2014.
It covers CC certificates compliant with collaborative Protection Profiles (cPP), up to and including
EALA4, or certificates based on assurance components up to and including EAL2, with the possible
augmentation of Flaw Remediation family (ALC_FLR).

The current list of signatory nations and of collaborative Protection Profiles (cPP) and other details
can be found on https://www.commoncriteriaportal.org/.

The CCRA logo printed on the certificate indicates that it is recognised under the terms of this
agreement by signatory nations.

This certificate is recognised under CCRA for all claimed assurance components up to EAL2 and
ALC FLR only.
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6 Statement of certification

The Target of Evaluation (TOE) is the product named “OPSWAT NetWall Unidirectional Security
Gateway USG-100 v1.0.0”, developed by OPSWAT Inc.

The Target of Evaluation (TOE) is a Unidirectional Gateway that enforces a one-way information
flow control policy on network traffic flowing through it. The TOE consists of a software TX Module
that connects to the sending or trusted network and a software RX Module that connects to the
receiving or untrusted Network. Each of the modules is connected with a specialized PCle card
installed. A cable connects the PCle interface cards and the data is transferred across the cable.

The evaluation has been conducted in accordance with the requirements established by the Italian
Scheme for the evaluation and certification of security systems and products in the field of
information technology and expressed in the Provisional Guidelines [LGP1, LGP2, LGP3] and
Scheme Information Notes [NIS1, NIS2, NIS3]. The Scheme is operated by the Italian Certification
Body “Organismo di Certificazione della Sicurezza Informatica (OCSI)”, established by the Prime
Minister Decree (DPCM) of 30 October 2003 (O.J. n.98 of 27 April 2004).

The objective of the evaluation is to provide assurance that the product complies with the security
requirements specified in the associated Security Target [ST]; the potential consumers of the product
should review also the Security Target, in addition to the present Certification Report, in order to gain
a complete understanding of the security problem addressed. The evaluation activities have been
carried out in accordance with the Common Criteria Part 3 [CC3] and the Common Evaluation
Methodology [CEM].

The TOE resulted compliant with the requirements of Part 3 of the CC version 3.1 Revision 5 for the
assurance level EAL4, augmented with AVA_VAN.5, ALC DVS.2 and ALC_FLR.2 according to
the information provided in the Security Target [ST] and in the configuration shown in “Annex B —
Evaluated configuration” of this Certification Report.

The publication of the Certification Report is the confirmation that the evaluation process has been
conducted in accordance with the requirements of the evaluation criteria Common Criteria - ISO/IEC
15408 ([CC1], [CC2], [CC3]) and the procedures indicated by the Common Criteria Recognition
Arrangement [CCRA] and that no exploitable vulnerability was found. However, the Certification
Body with such a document does not express any kind of support or promotion of the TOE.
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7 Summary of the evaluation

7.1 Introduction

This Certification Report states the outcome of the Common Criteria evaluation of the product named
“OPSWAT NetWall Unidirectional Security Gateway USG-100 v1.0.0” to provide assurance to the
potential consumers that TOE security features comply with its security requirements.

In addition to the present Certification Report, the potential consumers of the product should also
review the Security Target [ST], specifying the functional and assurance requirements and the
intended operational environment.

7.2 Executive summary

TOE name OPSWAT NetWall Unidirectional Security Gateway USG-
100 v1.0.0
Security Target Security Target OPSWAT NetWall Unidirectional Security

Gateway Evaluation Assurance Level (EAL): 4 augmented
with ALC DVS.2, ALC FLR.2, and AVA VAN.),
Version: v1.7, 16 April 2025 [ST]

Evaluation Assurance Level EAL4, augmented with ALC FLR.2, ALC DVS.2 and

AVA_VAN.5

Developer OPSWAT Inc.

Sponsor OPSWAT Inc.

LVS CCLab — The Agile Cybersecurity Laboratory (Budapest
site)

CC version 3.1Rev.5

PP conformance claim

No conformance claimed

Evaluation starting date

October 20, 2023

Evaluation ending date

February 12, 2025

The certification results apply only to the version of the product shown in this Certification Report
and only if the operational environment assumptions described in the Security Target [ST] are
fulfilled and in the configuration shown in “Annex B — Evaluated configuration” of this Certification
Report.

7.3 Evaluated product

This section summarizes the main functional and security requirements of the TOE. For a detailed
description it is possible to refer to the Security Target [ST].

The Target of Evaluation (TOE) is a Unidirectional Gateway that enforces a one-way information
flow control policy on network traffic flowing through it. The TOE consists of a software TX Module
that connects to the sending or trusted network and a software RX Module that connects to the
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receiving or untrusted Network. Each of the modules is connected with a specialized PCle card
installed. A cable connects the PCle interface cards and the data is transferred across the cable.

The TOE allows information such as real time process control data, syslog event records, or files to
be transferred from the industrial control network to the corporate network over a non-networked
connection guaranteeing the delivery of the data. The TOE prevents any network data from flowing
back to the industrial network and prevents source network identifying information such as IP address
and MAC address of systems in the industrial networks from being transferred to the destination
network. Only the data payload is transferred, and a status message is read when the data has been
successfully delivered. The sending Network is fully protected against any network based cyber-
attacks initiated at the receiving network, since no network data can be sent from the receiving
network to the sending network.

A typical usage scenario consists of a sending network that represents an industrial control network,
and a receiving network that represents the corporate network. Information can be shared from the
industrial network to the corporate network without have corporate network connect directly to the
industrial control network, preventing an attack from the external network that might impact its
integrity or result in a denial of service. The TOE allows information to flow from the industrial
network to the corporate network, while preventing any network information from flowing back
through the TOE to the industrial network. This serves to prevent a wide range of online attacks.

A second typical usage is to securely move information from an untrusted network into a secured or
trusted network. For example, classified Intelligence Community or DoD networks that must receive
information from a lower classified network such as the internet, while maintaining network isolation
from the lower classified network. In this scenario, the TOE is configured such that the Destination
Server connects to the higher security network.

The currently supported protocols are:

e Modbus.

e OPCDA & UA.
e SMTP.

e |EC104.

e DNP3.

e MQTT.

e OSI-PI.

Bundled with the TOE is a Web Application which allows a user (TOE Administrator —admin - only)
to configure the TOE to connect to systems in the source and destination networks and configure the
data type that is being transferred by the TOE. In addition to the Web Application, there isa Command
Line Interface (CLI) that can also be used to configure the system. The configuration Web
Application and CLI are not included in the TOE boundary and their use is recommended for the
configuration phase only and with a local, direct connection with the appliance.

The Web App allows the configuration of Industry Control protocol connector software such as
Modbus, OPC DA & UA connectors that are typically provided with the TOE but reside outside the
TOE boundary.

For a detailed description of the TOE, refer to sections 1.3 and 1.4 of the Security Target [ST].
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7.3.1 TOE architecture

Schematic description of the System is shown in the following Figure 1, the Blue and Red computers
are the appliances containing TX and RX modules in sending and receiving sides.

Blue Computer /
(Dell Server or Other) c—’

Debian OS

Dolphin PCle Card

-

r

- _|PCle Cable Trusted network

—— e —————— ———————————————————— —

Dolphin PCle Card
Red Computer

(Dell Server or Other) .—}

Debian OS

—— -4

Figure 1 — Schematic description of the System Architecture

The different components conforming TX and RX Modules are indicated in the (Figure 2). PciXfrSnd
module reads network data from the sending network, transforms that data into internal data
representation and sends that to the PciXfrRcv module over a PCle card and the PCle cable, which
are not in the TOE boundary and have no security functions implemented regarding the SFRs.
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TX Module RX Module

| TOE boundary

I
1
1
|
1
1
| sy PCiXfrRcv
1

I

1

PCle cable

Figure 2 — TOE physical boundaries

PciXfrRcv module receives the internal data sent by PciXfrSnd module over a PCle card and the PCle
cable, which are not in the TOE boundary and have no security functions implemented regarding the
SFRs, extracts the network data from the internal data representation, ensuring data integrity is intact
and recreates the network payload into the receiving network by injecting that data into the newly
created network connections.

A cable connects the PCle interface cards (PCleTX and PCleRX) and the data is transferred across
the cable.

The PCle link (via the PCle cable) between the two appliances is not a network connection: an
OPSWAT-developed non-routable communications topology is used instead.

PCleTX card pass binary data from the sending network to the receiving network. This non-routable
binary data has no network information, such as IP or MAC address.

PCleRX uses memory segments that receive this binary data sent by PCleTX over a PCle channel. A
memory segment is a block of memory allocated to the PCle card in the appliance placed in the
receiving network. The computer that creates a memory segment must explicitly allow access to that
segment for the PCle card installed in the other computer. A PCle card can only create local memory
segments: it cannot create a memory segment in the other computer. The PCle card in the Receiving
Network computer creates two memory segments: a Data Segment and a Status Segment. Each of
these segments are readable and writable from the Sending Network computer as well. There are no
memory segments on the Sending Network computer: the Receiving Network computer has no
mechanism to write data to the Sending Network computer. Therefore, even if the Receiving Network
computer is compromised, it cannot directly pass any data to the Sending Network because there is
no path to do so. In addition, the hardware-enforced protocol of the PCle cards prevents the remote
creation and authorization of memory segments. The memory segment allocation configuration is
statically set in the code and cannot be changed by a configuration.

Figure 3 shows the TOE architecture containing the TOE and non-TOE components. The blue and
red brackets indicate the TOE itself. The TSFIs can be found in the green (inside PciXfrSnd or
PciXfrRcv) boxes in the blue and red brackets.
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Figure 3 — TOE architecture

The TOE is a software component of the whole OPSWAT NetWall USG product. The BLUE and
RED appliances are running a Linux based operating system and the following services:

e TOE components:

o

O

TX Module Subsystem:
= PciXfrSnd.

RX Module Subsystem:
= PciXfrRev.

e NON-TOE components:

o

o

o

o

o

Web App GUI.
Config Database.
Connector.
System Log.
Shared Memory.

7.3.2 TOE security features

Assumptions, threats, and security objectives are defined in section 3 and 4 of the Security Target

[ST].

The major security features of the TOE are summarised in the following:

1) User data protection

TOE

is implemented in two independent modules (they have independent power sources and

independent PCle cards) OPSWAT TX Module and OPSWAT RX Module. The Hardware
doesn’t permit more ways to transmit electronic signals other than the described interfaces.

OPSWAT TX Module is connected only to the sending network through OPSWAT TX Connector
(orange block “Connector”, outside the TOE, in the left side of Figure 3) and the TX Module is
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not connected to the receiving network. OPSWAT RX Module is only connected to the receiving
network through OPSWAT RX Connector (orange block “Connector”, outside the TOE, in the
right side of Figure 3).

The OPSWAT TX Connector interfaces to protocol specific data between the sending network
servers and forwards this information to the OPSWAT TX Module.

OPSWAT TX Module will remove all routable information from the data received from
OPSWAT TX Connector before sending it to the OPSWAT RX Module, performing an effective
protocol break.

A PCle cable connects the PCle cards within TX and RX Modules. The internal memory of these
cards has been modified so communications between the two of them are only possible in one
single direction, from TX Module to RX Module. In the PCle card placed in the receiving
network, a Data Segment is created (where the sending appliance can write the data being
transfer). Other Data Segment is created also in the receiving PCle card named Status Segment.
TX Module can read this status segment to check if the data has been successfully transferred.
There are no Data Segments created in sending PCle, that guarantees that RX Module can’t read
or write sending PCle memory so the communication can only happen from TX Module to RX
Module and therefore covered by the Unidirectional SFP.

TX Module is connected with the sending network through OPSWAT TX Connector using
standard RJ45 interfaces. The TX Module cannot read information from the receiving network
because its network interfaces are connected only to the sending network. The TX Module send
the information to the PCle cable though PCleTX.

The PCle cable between PCleTX and PCleRX constitutes the only connection between these two
components.

RX module is connected with the receiving network through OPSWAT RX Connector using
standard RJ45 interfaces. OPSWAT RX Module transmits the data received from the TX Module
to the OPSWAT RX Connector and, from there to the stations and servers in the receiving
network. The RX Module cannot transmit information back to the sending network because its
network interfaces are connected only to the receiving network and, as commented the PCle card
memory segments in the RX Module has been modified to support only data reception.

2) Security management

Only an admin with valid credentials and a security dongle (see section 10.1) can change the
configuration data and the secure attributes within the database in both sides, Sending and
Receiving. The configuration data and secure attributes of the TOE cannot be modified from the
TOE.

Once the admin performs changes on the configuration data and/or secure attributes within the
database using the Web App GUI, the TOE will be terminated by the GUI. After termination, the
TOE will automatically start and the new configuration data will be retrieved using the Read
Config function.

A detailed description of the TOE security functionality is provided in sections 1.4 and 6 of the
Security Target [ST].

7.4 Documentation

The guidance documentation specified in “Annex A — Guidelines for the secure usage of the product”
is delivered to the customer together with the product.
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The guidance documentation contains all the information for secure initialization, configuration, and
secure usage the TOE in accordance with the requirements of the Security Target [ST].

Customers should also follow the recommendations for the secure usage of the TOE contained in
section 8.2 of this report.

7.5 Protection Profile conformance claims

The TOE does not claim conformance to any Protection Profile.

7.6 Functional and assurance requirements

All Security Assurance Requirements (SAR) have been selected from CC Part 3 [CC3] and are from
EAL 4 assurance package, augmented with the CC part 3 components ALC_FLR.2, ALC_DVS.2 and
AVA VAN.5.

All the SFRs have been selected from CC Part 2 [CC2].

It is possible to refer to the Security Target [ST] for the complete description of all security objectives,
the threats that these objectives should address, the Security Functional Requirements (SFR) and the
security functions that realize the same objectives.

7.7 Evaluation conduct

The evaluation has been conducted in accordance with the requirements established by the Italian
Scheme for the evaluation and certification of security systems and products in the field of
information technology and expressed in the Provisional Guideline [LGP3] and the Scheme
Information Note [NIS3] and in accordance with the requirements of the Common Criteria
Recognition Arrangement [CCRA].

The purpose of the evaluation is to provide assurance on the effectiveness of the TOE to meet the
requirements stated in the relevant Security Target [ST]. Initially the Security Target has been
evaluated to ensure that constitutes a solid basis for an evaluation in accordance with the requirements
expressed by the standard CC. Then, the TOE has been evaluated on the basis of the statements
contained in such a Security Target. Both phases of the evaluation have been conducted in accordance
with the CC Part 3 [CC3] and the Common Evaluation Methodology [CEM].

The Certification Body OCSI has supervised the conduct of the evaluation performed by the
evaluation facility (LVS) CCLab — The Agile Cybersecurity Laboratory (Budapest site).

The evaluation was completed on February 12, 2025, with the issuance by the LVS of the approved
Evaluation Technical Report [ETR2]. A final version of the ETR was delivered by the LVS on 20
March 2025 [ETR3] including minor changes.

7.8 General considerations about the certification validity

The evaluation focused on the security features declared in the Security Target [ST], with reference
to the operational environment specified therein. The evaluation has been performed on the TOE
configured as described in “Annex B — Evaluated configuration”.

Potential customers are advised to check that this corresponds to their own requirements and to pay
attention to the recommendations contained in this Certification Report.

The Certification Body recommends reviewing the assumptions in the [ST], section 3.3, which are
necessary conditions to be implemented for the TOE security:
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e A.ADMIN - Personnel with authorized physical access to the appliances where the TOE is placed,
will not attempt to circumvent the TOE's security functionality or perform any malicious action.

e A.PHYSICAL - Appliances (including TOE and PCle cable) will be located within secure and
controlled access facilities, preventing unauthorized access.

e ANETWORK - TOE will be the only communications channel between sending and receiving
networks.

The certification is not a guarantee that no vulnerabilities exist; there is a probability, however small,
that exploitable vulnerabilities can be discovered after the issuance of the certificate. This
Certification Report reflects the conclusions of the certification at the time of issuance. Potential
customers are invited to regularly check the arising of any new vulnerability after the issuance of this
Certification Report, and if the vulnerability can be exploited in the operational environment of the
TOE, check with the Developer if security updates have been developed and if those updates have
been evaluated and certified.

Page 19 of 27 OCSI/CERT/CCL/09/2023/RC Ver. 1.0



JC_ I

Organismo di Certificazione della Sicurezza Informatica

8 Evaluation outcome

8.1 Evaluation results

Following the analysis of the Evaluation Technical Report [ETR2] issued by the LVS CCLab — The
Agile Cybersecurity Laboratory (Budapest site) and documents required for the certification, and
considering the evaluation activities carried out, the Certification Body OCSI concluded that TOE
named “OPSWAT NetWall Unidirectional Security Gateway USG-100 v1.0.0” meets the
requirements of Part 3 of the Common Criteria [CC3] provided for the evaluation assurance level
EAL4 augmented with ALC_DVS.2, ALC_FLR.2 and AVA_VAN.5, with respect to the security
features described in the Security Target [ST] and the evaluated configuration, shown in “Annex B —
Evaluated configuration”.

Table 1 summarizes the final verdict of each activity carried out by the LVS in accordance with the
assurance requirements established in [CC3] for the evaluation assurance level EAL4 augmented with
ALC DVS.2, ALC FLR.2 and AVA VAN.5 (augmentation in italics in Table 1).

Assurance classes and components Verdict
Security Target evaluation Class ASE Pass
Conformance claims ASE CCL.1 Pass
Extended components definition ASE_ECD.1 Pass
ST introduction ASE INT.1 Pass
Security objectives ASE_0OBJ.2 Pass
Derived security requirements ASE_REQ.2 Pass
Security problem definition ASE_SPD.1 Pass
TOE summary specification ASE_TSS.1 Pass
Development Class ADV Pass
Security architecture description ADV_ARC.1 Pass
Complete functional specification ADV_FSP.4 Pass
Implementation representation of the TSF ADV_IMP.1 Pass
Basic modular design ADV_TDS.3 Pass
Guidance documents Class AGD Pass
Operational user guidance AGD_OPE.1 Pass
Preparative procedures AGD PRE.1 Pass
Life cycle support Class ALC Pass
Production support, acceptance procedures and automation | ALC_CMC.4 Pass
Problem tracking CM coverage ALC CMS.4 Pass
Delivery procedures ALC_DEL.1 Pass
Identification of security measures ALC DVS.2 Pass
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Assurance classes and components Verdict
Developer defined life-cycle model ALC_LCD.1 Pass
Well-defined development tools ALC TAT.1 Pass
Flaw reporting procedures ALC FLR.2 Pass
Test Class ATE Pass
Analysis of coverage ATE_COV.2 Pass
Testing: basic design ATE_DPT.1 Pass
Functional testing ATE_FUN.1 Pass
Independent testing - sample ATE_IND.2 Pass
Vulnerability assessment Class AVA Pass
Advanced methodical vulnerability analysis AVA VAN.5 Pass

Table 1 - Final verdicts for assurance requirements

8.2 Recommendations

The conclusions of the Certification Body (OCSI) are summarized in section 6 (Statement of
Certification).

Potential customers of the product “OPSWAT NetWall Unidirectional Security Gateway USG-100
v1.0.0” are suggested to properly understand the specific purpose of the certification by reading this
Certification Report together with the Security Target [ST].

The TOE must be used according to the “Security Objectives for the Operational Environment”
specified in section 4 of the Security Target [ST]. It is assumed that, in the operational environment
of the TOE, all Assumptions described in section 3.3 of the Security Target [ST] shall be satisfied.

As mentioned in section 7.8, the Certification Body recommends reviewing the assumptions in the
[ST], section 3.3, which are necessary conditions to be implemented for the TOE security:

e A.ADMIN - Personnel with authorized physical access to the appliances where the TOE is placed,
will not attempt to circumvent the TOE's security functionality or perform any malicious action.

e A.PHYSICAL - Appliances (including TOE, Fiber cable) will be located within secure and
controlled access facilities, preventing unauthorized access.

e ANETWORK - TOE will be the only communications channel between sending and receiving
networks.

This Certification Report is valid for the TOE in its evaluated configuration; in particular, “Annex A
— Guidelines for the secure usage of the product” includes a number of recommendations relating to
delivery, installation, configuration and secure usage of the product, according to the guidance
documentation provided together with the TOE ([INST_GUIDE], [AGD]).
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9 Annex A — Guidelines for the secure usage of the product
This annex provides considerations particularly relevant to the potential customers of the product.

9.1 TOE delivery
The following is the procedural steps that define how the TOE is configured and delivered to the
customer:

1. Receive P.O. — The purchase order (P.O.) is received within OPSWAT’s order fulfilment
department.

2. Review P.O. - Verify item SKUs within PO are correct.
a. Address any concerns and errors with PO if needed.
OPSWAT retrieve and assemble necessary hardware to complete the purchase order.
Check and Report stock level for inventory management.
Pass Serial Number information for recording.
Check and verify parts list.
Verify software tools are up to date with correct release to manufacturing files.
Perform inspections on hardware.

© © N o g b~ w

Complete hardware configurations.

10. Complete Software build out per the required steps for each SKU.

11. Boot check software versions.

12. Power down.

13. Apply markings.

14. Wipe down unit.

15. Prepare for packaging in OPSWAT shipping material.

16. Component and miscellaneous items checked for each product as packed.
17. Insert OPSWAT material into packed boxes.

18. Move to staging for Shipping/return labels Security seal.

The Customer can check in the invoice the Serial Number of the appliances sent to them. This Serial
Number is also indicated in a label added to the appliances. This Serial Number can be compared
with the Serial Number indicated in the invoice. Regarding software, OPSWAT will inform the users
about the Software reference that needs to be installed to be compliant with the current certification
in “OPSWAT NetWall Unidirectional Security Gateway USG-100 Common Criteria Evaluated
Configuration Guide” [INST_GUIDE].

The document will be available at https://docs.opswat.com/netwall/netwall with the corresponding
hash values for integrity protection. The customers will be able to check the different hashes of the
update packages we provide to them by comparing it with the recommended version. In that way, the
customer can check if the installed software is the correct one.

Every product related documentation is available through the OPSWAT’s Technical Documentation
for OPSWAT Products page (https://docs.opswat.com/netwall), where always the latest
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documentation is published. The page is managed using DeveloperHub, and since the tool is available
only for people with proper access rights and credentials the integrity of the documentation is
protected.

9.2 Installation, configuration and secure usage of the TOE

TOE installation, configuration and secure usage should be done by following the instructions in the
appropriate sections of the guidance documentation provided with the product to the customer.

In particular, the documents [INST_GUIDE] and [AGD] contain detailed information for the secure
initialization of the TOE, the preparation of its operational environment and the secure usage of the
TOE in accordance with the security objectives specified in the Security Target [ST].
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10 Annex B — Evaluated configuration

The Evaluators followed the preparation steps defined in the [INST_GUIDE] and [AGD] documents
for the TOE being in the evaluated configuration.

The TOE is identified in the Security Target [ST] with the version number 1.0.0. The evaluation of
the TOE was conducted on configuration 5.5.0. The name, version and configuration number
uniquely identify the TOE and the set of its subsystems, constituting the evaluated configuration of
the TOE, verified by the Evaluators at the time the tests are carried out and to which the results of the
evaluation are applied.

The TOE is just the TX and RX module loaded into the hardware element. These are responsible for
one-way dataflow communication. TX and RX are abbreviations for Transmit and Receive.
Therefore, the TOE is effectively these two software packages without the hardware specification.
These two packages are:

e NetWall_USG-100_1.0.0_Config_5.5.0.1958_BLUE.pkg
e NetWall_USG-100_1.0.0_Config_5.5.0.1959 RED.pkg

The TOE is delivered with all the necessary software components already installed, but the customer
can download the evaluated version of the TOE from the https://my.opswat.com/portal/products page
and the integrity of the downloaded files can be validated using the HASH values available for every
version (see column HASH of Table 2). The downloaded package can be installed using the Software
Update product function.

Table 2 provides a list of possible hardware appliances where the TOE can be installed.

Target Serial number Softvx_/are Installation package HASH
Hardware version
NetWall USG-100: 1.0.0 | NetWall_USG- SHA256:
BLUE 1U NW202400101 100_1.0.0_Config_5.5.0 | 7be8dd374b19633207e561
Config: 5.5.0 | .1958_BLUE.pkg fe1597822f06c¢81b39cchf7
e0aebb5290263d2e87a
USG-100: 1.0.0 | NetWall_USG- SHA256:
NetWall 100_1.0.0_Config_5.5.0 | b8ca6a1841dcff6f0e40c08
NW202400102 = — —
RED 1U Config: 5.5.0 | .1959_RED.pkg 45f1fcfab54814fb4192742a
57897a9278e100781b

Table 2 — OPSWAT NetWall Unidirectional Security Gateway USG-100 v1.0.0 evaluated version identification

The TOE can operate in the following configurations:
e 1U version with IXH610 PCle card.
e 1U version with PXH810 PCle card.
e 1U version with PXH830 PCle card.
e 1U version with MXH914 PCle card.
e 1U version with MXH930 PCle card.

Each configuration above mentioned is for “two 1U half-depth appliances (NetWall BLUE and
NetWall RED)” running respectively:
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e OPSWAT TX Module and OPSWAT TX Connector in NetWall BLUE.
e OPSWAT RX Module and OPSWAT RX Connector in NetWall RED.
These different configurations do not affect the functionality and the security of TOE.

The items described in section 10.1 “TOE operational environment” must be available before
performing the installation.

10.1 TOE operational environment

Bundled with the TOE is a Web Application which allows a user to configure the TOE to connect to
systems in the source and destination networks and configure the data type that is being transferred
by the TOE. The Web Application can be accessed by TOE administrators using a browser connected
locally to the appliances to display the Web App GUI.

In addition to the Web Application, there is a Command Line Interface (CLI) that can also be used to
configure the system (always for the exclusive use of administrators). The configuration Web
Application and CLI are not included in the TOE boundary.

The Web App allows the configuration of Industry Control protocol connector software such as
Modbus, OPC DA & UA connectors that are typically provided with the TOE but reside outside the
TOE boundary.

Two USB devices (security dongles) are provided. OPSWAT encrypts each dongle with information
unique to customer’s site. The dongles are encrypted and configured so they cannot be accessed from
a computer by normal means. Each dongle contains the following information that is unique for each
customer:

e A Site Key identifies the organization. This Key is the same on all dongles in the organization.
e A security key unique to each dongle.

These two dongles are preregistered. If the organization needs extra dongles these need to be
registered via the CLI to work properly. The user needs admin credentials to access the CLI. So, these
dongles act as a second factor for authentication.
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11 Annex C — Test activity
This annex describes the task of both the Evaluators and the Developer in testing activities.
11.1 Test configuration

The evaluator conducted the tests locally. The test configuration was installed by the evaluator who
followed the steps described in [AGD] and the [INST_GUIDE] document.

11.2 Functional tests performed by the Developer

11.2.1 Testing approach

The test environment was comprised of three networks: A sender network (Blue) and a Receiving
Network (Red) and an Access Network. The Sender and Receiving networks were not able to
communicate with each other. The Access Network had access to Sender and Receiving Networks
for configuration and test. An Ubuntu Server (sender) was setup on the sender network and an Ubuntu
Server (destination) was setup on the receiving network. The servers were equipped with the “netcat-
openbsd” package installed.

11.2.2 Test coverage

The Evaluators verified the complete coverage between the test cases in the test documentation
provided by Developer and the TSFIs described in the functional specification. The Evaluators
verified that the test cases are sufficient to demonstrate the internal behaviour and properties of the
TSF.

11.2.3 Test results

The actual test results of all Developer’s tests were consistent with the expected ones.
11.3 Functional and independent tests performed by the Evaluators

11.3.1 Test approach

Due to the relatively small sample size, all Developer’s tests were repeated by the Evaluators to
confirm the validity of expected results. These are:

e Test Case 01: TX Module UDP Stream Config.
e Test Case 02: RX Module UDP Stream Config.
e Test Case 03: UDP Data Send.

e Test Case 04: TX Module TCP Stream Config.
e Test Case 05: RX Module TCP Stream Config.
e Test Case 06: TCP Data Send.

e Test Case 07: PciXfrSnd Initialization.

e Test Case 08: PciXfrRcv Initialization.

e Test Case 09: Check Data Status.
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The Evaluator also created four additional test cases to test specifically one-way functionality
provided by the TOE.

11.3.2 Test results

All Developer’s tests were run successfully, and the Evaluators verified the correct behaviour of the
TSFIs and TSFs and the correspondence between expected results and achieved results for each test.

All test cases devised by the Evaluators were passed successfully and all the test results were
consistent to the expected test results.

11.4 Vulnerability analysis and penetration tests

For the execution of these activities, the Evaluators worked with the TOE already used for the
functional test activities and verified that the TOE and the test environment were properly configured.
The Evaluators designed the following attack scenarios:

e Injection attacks (Cross-Site Scripting and SQL injection).

e Information leak over OSI layers in network packets.

e SSL vulnerability.

e Password brute-force authentication attack.

e Buffer overflow.

e File upload.

e Escape from restricted CLI.

e Dictionary search (Find sensitive information).

e Modify the security attributes.

e lllicit information flow occurrence (over one-way transmission).

e Tamper the Data Segment memory.

e Data leakage from red side to blue side using Data Status return channel.

The Evaluators has concluded that the TOE is resistant to High attack potential in its intended
operating environment.
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